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Abstract

This thesis presents a comprehensive survey of blockchain layer 2 scaling solutions and investigates
the phenomenon of market manipulation within the Bored Ape Yacht Club (BAYC) non-fungible token
(NFT) collection. The emergence of blockchain technology has revolutionized various industries, and
NFTs have gained significant attention due to their unique properties. However, scalability remains a
major challenge for blockchain systems, limiting their widespread adoption. Layer 2 scaling solutions

have emerged as potential remedies to address this scalability issue.

The primary objective of this research is to provide a thorough analysis of the different layer 2
scaling solutions available in the blockchain ecosystem. A comparative study is conducted, assessing
their strengths, weaknesses, and overall effectiveness in improving transaction throughput and reducing
fees. The survey encompasses various approaches, including sidechains, state channels, and off-chain
computation protocols. Each solution is evaluated based on criteria such as scalability, security, decen-
tralization, and interoperability. The findings provide valuable insights into the current state of layer 2

scaling and guide future developments in this field.

Additionally, this thesis delves into the BAYC NFT collection, which has gained significant popular-
ity and market value. However, concerns regarding market manipulation within the BAYC ecosystem
have arisen, raising questions about its fairness and integrity. Therefore, the study investigates potential
market manipulation practices that may occur within the BAYC NFT market. It explores various forms
of manipulation, including pump-and-dump schemes, wash trading, and front-running. The analysis
employs data-driven methodologies, including statistical analysis and pattern recognition, to identify

and understand such manipulative activities.

The data for analysis is collected from reputable blockchain data sources, such as Etherscan and

Moralis, including on-chain transaction records, smart contract events, and market trading data.

The results of this research contribute to the existing body of knowledge in the fields of blockchain
scalability and NFT market analysis. The survey of layer 2 scaling solutions provides a comprehensive
overview for practitioners and researchers, facilitating informed decision-making when choosing ap-
propriate solutions for blockchain applications. Furthermore, the investigation of market manipulation
practices within the BAYC NFT collection raises awareness about potential vulnerabilities in the NFT

market and suggests measures to mitigate such risks.

vi



vii

Overall, this thesis advances our understanding of blockchain layer 2 scaling and market manipula-
tion in the context of NFTs. It provides valuable insights into the technical and economic aspects of

these topics, paving the way for further research and development in the blockchain ecosystem.
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Chapter 1

Introduction

1.1 Motivation

Blockchain technology has emerged as a groundbreaking innovation with the potential to revolution-
ize multiple industries. Its decentralized nature, immutability, and transparency offer a new paradigm for
trust and secure transactions. However, despite its significant advancements, blockchain faces critical
challenges that hinder its widespread adoption. These challenges include scalability, energy consump-
tion, and regulatory concerns. Scalability stands out as one of the most pressing issues that blockchain
technology must address. Traditional blockchain systems, such as Bitcoin and Ethereum, struggle to
handle a large number of transactions efficiently. This limitation poses a significant barrier to the scal-
ability required for blockchain to serve as a backbone for various real-world applications. The lack of
scalability inhibits blockchain’s potential to process transactions on a global scale, impacting its practi-
cality and usability.

Addressing scalability is crucial for unlocking the full potential of blockchain technology. By en-
abling higher transaction throughput, lower fees, and faster confirmation times, scalability solutions can
lay the foundation for blockchain’s mass adoption. Moreover, scalability is essential for blockchain’s
integration with existing systems and infrastructure, as well as facilitating interoperability between dif-

ferent blockchain networks.

In recent years, researchers and developers have proposed various approaches to tackle scalability
challenges. These include layer 2 solutions, sharding, sidechains, and off-chain protocols. Layer 2
solutions, in particular, have gained attention as promising scalability mechanisms that can alleviate
the strain on the main blockchain. These solutions aim to process transactions off-chain, reducing

congestion and enhancing throughput while maintaining security and decentralization.

Conducting an in-depth study and evaluation of layer 2 scaling solutions is crucial to address the
pressing need for scalability in blockchain technology. By examining the strengths, limitations, and
trade-offs of different layer 2 solutions, this thesis aims to provide valuable insights and guidance to re-

searchers, developers, and practitioners. Understanding the technical intricacies, implementation chal-



lenges, and performance characteristics of layer 2 scaling solutions will empower stakeholders to make
informed decisions when designing and deploying blockchain applications.

Additionally, this thesis seeks to explore the impact of market manipulation in the context of non-
fungible token (NFT) collections, with a specific focus on the Bored Ape Yacht Club (BAYC) col-
lection. NFTs have gained significant traction and have disrupted the art, gaming, and collectibles
industries. However, concerns over market manipulation practices within NFT markets have surfaced,
raising questions about the fairness, transparency, and integrity of these ecosystems. Investigating mar-
ket manipulation within the BAYC NFT collection will shed light on the extent of these practices and
their potential implications.

Understanding market manipulation is crucial for the long-term sustainability and credibility of NFT
markets. By identifying and analyzing manipulative activities, this research aims to propose preventive
measures and regulatory frameworks to mitigate market manipulation risks. Furthermore, investigating
market manipulation practices within the BAYC NFT collection will contribute to a broader understand-
ing of the dynamics and challenges of NFT markets. The findings will offer insights and recommen-
dations to market participants, platform operators, and regulators to foster a fair and trustworthy NFT
ecosystem.

In conclusion, the motivation for this thesis stems from the critical challenges of scalability in
blockchain technology and the need to address market manipulation within the NFT ecosystem. By
exploring and evaluating layer 2 scaling solutions, this research aims to provide practical insights and
recommendations to enhance blockchain scalability. Simultaneously, investigating market manipulation
within the BAYC NFT collection will contribute to the integrity and sustainability of NFT markets. Ul-
timately, this thesis seeks to advance our understanding of these crucial areas, driving the development

and adoption of scalable blockchain solutions and promoting fair practices within the NFT ecosystem.

1.2 Organization of Thesis
The remainder of this thesis is organized as follows:
* Chapter 2 A Study on Layer-2 Blockchain Protocols
* Chapter 3 Market Manipulation in the Bored Ape Yacht Collection

* Chapter 4 serves as the Conclusion of the Thesis.



Chapter 2

A survey of Layer-two blockchain protocols

2.1 Introduction

Blockchain is a digital ledger of assets (e.g., financial transactions) that is typically managed by a net-
work of peer-to-peer nodes. It provide a transparent and decentralized approach for publicly-verifiable
and tamper-evident record keeping. Its unique properties help in eliminating the control of a centralized
authority, provide ubiquity, and facilitate fairness via its underlying consensus protocol. Blockchain
is essentially the fundamental building block of Bitcoin [1], which is a decentralized cryptocurrency -
or, simply a digital cash system - for which the researchers have been working towards over multiple
decades [2, 3]. Blockchain helps in establishing an agreement between mutually distrusting entities
even in the absence of a trusted third party. After the success of Bitcoin, a multitude of financial and
non-financial fields have been dramatically transformed by the idea of utilizing a blockchain-based dis-
tributed public ledger.

According to a widely accepted belief, called blockchain trilemma [4], blockchains can prioritize
only two features among decentralization, security, and scalability. Decentralization reflects the fun-
damental nature of a blockchain while security is an absolute requirement. Therefore, achieving scal-
ability has always remained a challenge for the blockchain researchers and developers. Even after a
decade of its birth, Bitcoin still suffers from high transaction latency and fails to handle transaction load
when compared to conventional payment systems. One of the key factors behind limited scalability of
blockchain is directly related to its core working principle, i.e., their underlying consensus protocol. As
a representative example, a block in the Bitcoin blockchain can fit only a limited number of transac-
tions while the Bitcoin network adapts itself to generate only one block every ten minutes on average.
Such calibrations have severely restricted its transaction throughput to roughly ten Transactions Per
Second (TPS) [5] while regular payment systems, such as VISA and PayPal, handle thousands of TPS.

To tackle the issue of scalability, researchers from both academia and industry have proposed differ-
ent solutions for scaling blockchains. The primary class of such solutions, commonly known as Layer-1
solutions, mainly targets and improves the working principles of blockchains by (i) modifying block

data [6, 7, 8]; (ii) proposing alternative consensus mechanisms [9, 10, 11, 12, 13, 14, 15];(iii) sharding



the network [16, 17, 18, 19, 20]; or (iv) using solutions based on Directed Acyclic Graphs (DAG) [21, 22,
23] (cf. Figure 2.1). Since Layer-1 solutions involve changing the core design elements of blockchains,
these solutions typically lack backward compatibility. As a representative example, modifying the con-
sensus mechanism of a blockchain that is already in-use leads to blockchain forking. Similarly, sharding
protocols make significant changes to the overall network layout. Thus, Layer-1 solutions come with

critical issues that hinder their implementation in practice [24].

Layer 1 Scalability

Solutions

Alternative
Blockdata Consensus Sharding DAG
Algorithms
E.g., SegWit [6], Txilm [7] E.g., Algorand [25], Bitcoin-NG [9]  E.g., Chainspace [26], Elastico [27] E.g., Avalanche [28], IOTA [29]

Figure 2.1: Layer-1 scalability solutions.

The limitations of Layer-1 solutions induced an orthogonal research direction for blockchain scala-
bility, generally called Layer-2 blockchain protocols. These protocols aim to scale blockchains without
altering the underlying consensus mechanism of the concerned blockchain or modifying the Layer-
1 trust assumptions. These solutions are called Layer-2 as they are primarily built over the stack of
blockchain layers (cf. Figure 2.2), where the lowest level (i.e., layer - 1) represents the hardware, layer O
comprises the network of nodes used for information exchange, the blockchain executes in the layer I
of the stack, and Layer-2 scalability solutions sit in layer 2. Layer-2 protocols do not broadcast every
transaction on the underlying main chain, they instead enable participants to execute off-the-chain trans-
actions over an authenticated communication medium. As a result, transaction load on the main chain
is immensely reduced without compromising on backward compatibility. The transactions in Layer-2
protocols are secured with collateral (e.g., in payment channels [30, 31, 32, 33]) or with delayed finality

(e.g., in commit chains [34]).

Motivation: The unique and promising features of Layer-2 protocols have attracted the attention
of researchers in the community. As a result, the research efforts on Layer-2 blockchain scalability
protocols are continuing to expand pervasively. Different Layer-2 solutions come with their own set of
goals, assumptions, requirements, advantages, etc. There is little clarity - especially for new entrants to
the community - to map, understand, and evaluate different Layer-2 solutions. Despite the existence of
a rich body of literature on various Layer-2 solutions, a comprehensive study to cover the state of the
art detailing their characteristics, limitations, issues, etc. is still missing. Thus, navigating through this
research space is not straight forward; especially when the field is growing at a fast pace in different
directions. We aim to fill such gap in the literature by consolidating and systematizing the information

about the state of the art of Layer-2 blockchain protocols.
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Figure 2.2: Blockchain layered stack, common in blockchain community.

Contribution: In this paper, we survey various Layer-2 blockchain scalability protocols proposed
over the years since the birth of Bitcoin in 2009. Our aim is to present a holistic view of this research
field. To the best of our knowledge, our work is the first such study. We create a broad taxonomy
of Layer-2 protocols and implementations and discuss each protocol class in detail. In particular, we
explain their respective approaches, key characteristics, advantages, limitations, etc. We also discuss
the key networking aspects, security concerns, and privacy issues present in the literature. Finally, we
present a comparative discussion to help readers assess the feasibility of different Layer-2 solutions.

Organization: The remainder of this paper is organized as follows. Section 2.2 covers the key
fundamental concepts and related works. We discuss in detail different Layer-2 protocols in Section 2.3.
Section 2.4 describes networking aspects while Section 2.5 focuses on security and privacy issues.
We present a comparative discussion on different Layer-2 scalability solutions in Section 2.6. Finally,

Section 2.7 concludes the paper.

2.2 Background

We introduce the key building blocks of Layer-2 protocols in Section 2.2.1 and the related works in
Section 2.2.2.

2.2.1 Blockchain and HTLC

Blockchain is an immutable, linked-list style, append-only chain of blocks, where each block stores

transactions sent among network entities. Typically, each transaction reflects an exchange of digital



assets between network peers. Participants in the network execute a consensus algorithm to achieve
a common agreement about the state of the blockchain, which also helps in maintaining its integrity.
Today, there are a number of consensus algorithms available. Different consensus algorithms follow
fundamentally different approach to achieve distinct goals. Another key aspect is whether the access
to blockchain is open or restricted. In the former case, the blockchain is permissionless while the lat-
ter represents a permissioned blockchain. Finally, the scripting language supported by the blockchain
defines its expressiveness. As a representative example, Bitcoin blockchain uses a simple and Turing-
incomplete script [1] while Ethereum uses a Turing-complete language to support more powerful smart
contract [35]. While Layer-2 protocols can be built upon both permissioned and permissionless blockchains,
the expressiveness of underlying blockchain plays an important role in designing Layer-2 protocols built
upon it. Importantly, Layer-2 protocols assume that the underlying blockchain will only include valid
transaction to the ledger.

The key to a successful P2P transaction system without a central entity relies on a simple and efficient
trust-based mechanism. Hash Time Locked Contract (HTLC) [36, 32, 37] provides such a solution
and acts as the fundamental construction for several Layer-2 protocols. As a representative example,
HTLC implementation can be observed in Lightning network. The core idea of HTLC includes a hash

verification and time expiration. Figure 2.3 shows an example of using HTLC in payment channels.

AtoB BtoC
HTLC HTLC
1.001 BTC 1.000 BTC
+ 6 blocks + 5 blocks
-’ - s * e - = ~ N
N
A Payment Channel B Payment Channel C
k\ . Secret Z ,>_{s Secret Z R
\ ~ ~ - “ S o PR -7
- -
~ ’
~ < P 7’
Ts. Hash(z) e

Figure 2.3: A representative example of using HTLC

Consider a payment channel network from A to C through B, where A is the sender and C is the
receiver of funds. C generates a secret Z and computes its hash Hash(Z). Then, C communicates Hash(Z)

to A. A locks the required funds (including a fee for transfer to intermediaries) in his channel to B and



shares Hash(Z) with B in a locking script. B can retrieve the funds only if it can produce Z corresponding
to Hash(Z). B further locks funds in his channel with C and passes Hash(Z) to C; B reduces the time to
reveal Z and makes some margin on the fee. C can claim these funds only it can produce Z. Since C
knows Z, it can redeem funds in the channel between B and C by revealing Z to B, which can further
collect the funds from channel between B and A. Thus, intermediaries receive a fee for relaying the
transaction. It is worth mentioning that each party can safely participate without worry about losing
their funds as funds frozen in the channel are returned to the original sender when the secret is not
produced. Once the secret is revealed each involved intermediary would work to redeem its payment

from the previous channel before the time expiration.

2.2.2 Related works

Several efforts from both academia and industry have been made to address the scalability issues in
blockchain. These efforts have targeted different of aspects of blockchains starting from finding alter-
native consensus algorithms, modifying block size, sharding, DAG, Layer-2 protocols, etc. Continuous
and rapid development in this research area have led to many parallel as well as distinct branches of
works. Many works have attempted to systematize the knowledge in the rich body of the literature.

Several works, such as [38, 39], survey scaling solutions that directly engage with the fundamental
building blocks of the blockchains. Layer-2 scaling solutions remain out of the scope of such surveys.
Only a brief literature on the survey of Layer-2 solutions exists; many of which focus on creating a
taxonomy. Authors in [40] classify Layer-2 solutions along few dimensions. However, their classifi-
cation omits major protocols such as bisection protocols, commit chains, and TEE (Trusted Execution
Environment)-based solutions. Similarly the works [41, 42] focus on only popular Layer-2 protocols.
Authors in [43] discuss various categories of Layer-2 protocols while the work [44] focuses primarily
on the network and routing aspects of Layer-2 solutions.

Our paper aims at furnishing a comprehensive guide for Layer-2 protocols, starting with a much
broader taxonomy, detailed explanation of each protocol, their salient features, and their key concerns.

To the best of our knowledge, our work covers all the solutions present as of December 2021.

2.3 Layer-two blockchain protocols

In this section, we elucidate different Layer-2 protocol along with their requirements, working pro-
cedures, salient features, etc. In Figure 2.4, we depict the taxonomy of different blockchain scalability
solutions at Layer-1 as well as Layer-2Here, a box represents a class/subclass while implementations in
a class/subclass are mentioned below respective boxes. These protocols can be broadly categorized into
four classes, i.e., channels, side/child chains, cross chains, and hybrid solutions. We now describe each

of the categories.
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Figure 2.4: Taxonomy of blockchain scalability solutions.
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2.3.1 Channels

One of the key Layer-2 protocols to achieve scalability along with privacy is channels. Channels
enable any pair of users to create private mediums for their transactions. The main idea is to enable
transactions to happen off the main blockchain and yet maintain the same level of security as an on-chain
transaction. For transactions’ security a set of rules are predefined and agreed between the participants.
Channels can be mainly classified into two main categories, i.e., state channels and payment channels.
State channels (discussed in Section 2.3.1.1) are generalized version while payment channels (discussed
in Section 2.3.1.2) are specific to payment-oriented applications. For this reason, we show payment
channels in a branch nested from the state channels in Figure 2.4. Payment channels have been further

improvised to form a network and a hub.

2.3.1.1 State channels

A state channel [45] is a channel that allows exchange/transfer of states between two or more partic-
ipants. These states can represent any arbitrary application (e.g., voting, auctions). Typically, a channel
can be built upon threshold signatures - often referred as multisig - and instructions for timelocks [130],
where the participants sign a multisig contract and lock in funds to participate in such a transfer. In
practice, state channels are established using smart contract as shown in Figure 2.5. On these channels,
the states are exchanged among all the participants who enter the branched out channel of states. Once
all the transactions complete, the participants commit the final state of the channel to the main chain via

the contract.

A

Main Chain

A\ 4

Each participant lock in an amount
onto a multisig smart contract to

.
enter the state channel, branching Pt a“éa
from the main chain PR @ W
A INE
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Figure 2.5: Typical lifecycle of a state channel.



Such a channel is especially useful when states are exchanged between the participants frequently
because off-chain state exchange is far more faster than on-chain exchanges. Thus, state channels greatly
improve the slow transaction rate of parent blockchain.

Lifecycle: The typical lifecycle of a state channel consists of establishment, execution, and termination
phases. To establish the channel, the participants first lock some funds (or assets) using a smart contract
on the main chain. The sum of the initially locked funds is the capacity of the established channel.
Before proceeding with execution the participants wait for the confirmation of fund locking on the main
chain. Moreover, the locked funds can not be used outside the channel. In the execution phase, a
transaction happens by an exchange of states between participants. A transaction redistributes the funds
from the last agreed states. After exchanging states, the involved participants sign and authorize the new
states as valid and true. This new state is then shared with other participants and the order of states is
logged. Next, a participant publishes the final state of the channel to the smart contract, which verifies
the signatures. Now for the duration of a challenge period, participants other than the publisher are
allowed to check if the state is correct. In case of dispute, one can publish the appropriate final state
disapproving the previously published state. All the other participants are informed about it, and the
challenge period restarts. Typically, the state with highest version number is considered as the latest
state. The latest state is executed after the challenge period ends to reflect each participants’ state.

State replacement: A transaction in state channels is essentially equivalent to replacing the old state with
the new state. State replacement should ideally happen once for transaction finality. But to accommodate
disagreements among participants about the new proposed state, some state replacement techniques

offer a dispute mechanism. Overall, there are four main state replacement techniques:

* Replace-by-Incentive (RbI): The sender of a transaction signs and announces a new state. The
receiver needs to countersign it to accept the announced state. The motivation of the receiver
to accept the state is an incentive; a higher incentive converts to higher chances of state accep-
tance [30, 131, 48].

* Replace-by-Timelock (RbT): A state has an associated timelock in terms of either absolute or rela-
tive blockchain block height. As the blockchain’s block height increases with time, the remaining
timelock on a state decreases. Before the expiry of timelock, a state can be replaced with a newer
state. Intuitively, a state with the lowest timelock gets included in the blockchain before older
states. Post timelock expiry, the transactions represented in a state are written to the blockchain

and can not be replaced [32].

* Replace-by-Revocation (RDR): There might be a situation where participants want to revoke a
state submitted to the blockchain. To do so, all the participants must together propose a new state
within a time window defined by the parent blockchain [33].

* Replace-by-Version (RbV): Here, the version of a state is represented by an incrementing counter.
A higher version number means a newer state. So, a state with a higher number can replace the
older state [45, 132, 52, 133, 134].
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RbI and RbT allow the latest state to be inserted into the blockchain only once. The participants in
RbR and RbV can invalidate the submitted state via a dispute process of presenting counter-evidence.
The dispute process leads to either a closure dispute or a command dispute. A closure dispute pro-
ceeds towards closing the channel and resolving the dispute exclusively on underlying blockchain.
After the dispute is raised, the relevant parties provide evidences within a fix time duration. At the
end of the evidence submission step, any one of the participants processes the evidences to resolve
the dispute [52, 133]. Instead of closing the channel, command disputes execute a set of commands
on the parent-chain to resolve disputes. After command execution, the channel resumes its operation
off-chain. The blockchain provides a fixed time duration to collect commands from the participants
and executes all the collected commands to find a resolution [45]. Some solutions [134, 135] extend
dispute process expiry time to support execution of a large number of commands. However, both the
dispute resolution mechanisms assume the relevant participants to be always online. Watching ser-
vices [136, 137, 132, 138] help participants subvert the requirement of staying online by taking the
responsibility of observing disagreements.

Advantages: The main advantage of using state channels is that all the exchanges happen inside the
channel. Unlike main chain transactions where each transaction is broadcast, state channel only publish
the final states onto the parent-chain offering more privacy. Instant transaction finality is another advan-
tage, i.e., as soon as all the participants authorize a state update, transaction in that state can be safely
considered final. Furthermore, state channels are very economical; especially when state updates are
expected to happen frequently between participants. It is so as the cost of updating the states inside the
channel is cheaper compared to main chain transaction fees.

Limitations: State channels are not suggested for scenarios where the participants are not fixed, i.e., the
participants come and leave or whose addresses are not known. Essentially, all the participants must
open dedicated channels and be present for state exchange to occur. Furthermore, the dispute process
induces an always online assumption. Watching services help here, but such services increase the cost

for the participants.

2.3.1.2 Payment channels

Enabling blockchains to support (micro-) payments with near-instant confirmation, fewer on-chain
transactions, and reduced fees has been one of the major scalability goals [139, 140, 141, 142]. Payment
channels tailor state channels for payment-specific applications. Initially designed to support one-way
payments [30], payment channels evolved into bi-directional channels [32, 33] to empower each partic-
ipant to send and receive payments.

Lifecycle: Similar to state channels, the lifecycle of a payment channel comprises of establishment,
execution, and termination/dispute of the payment channel. The payer creates a channel by setting an
expiration time, a settlement delay, and a public key to verify claims against the channel. The payee
checks if the parameters of the payment channel are suitable for its specific requirements, e.g., destina-

tion, settlement delay, channel ID, etc. Importantly, there can be multiple channels between the same
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pair of participants. Thus, it is important to check the attributes of a channel before initiating a payment.
The payer creates a signed claim for the required amount of payment in the channel, which it sends
to the payee as the payment for goods or services. It is worth noting that this communication happens
“off-ledger” over a communication medium suitable for the payer and payee. The payee verifies the
claim to ensure that the claim amount is greater than or equal to the total value of the services provided.
At this point, the payee can release the goods to the payer because the payment has been assured. The
payee is now free to redeem a claim for the authorized amount at any point of time. As the claim values
are cumulative, redeeming the largest, i.e., the most recent, claim is sufficient for the payee to get the
full amount. A channel closure request can lead to two scenarios depending upon whether some funds
are still remaining the channel. If the channel has no fund remaining in it, then the channel can close
immediately. Otherwise, the request to close the channel serves as an intimation to the payee to redeem
any outstanding claims by the end of settlement delay. The channel expires after the settlement delay
has elapsed or the planned expiration time for the channel has arrived. Further transactions can only
close the channel, returning any unclaimed funds to the payer. However, an expired channel can last in-
definitely on the ledger in its expired state because the ledger can not close it with a closure transaction.
Channel extensions: Payment channels help channel participants to avoid publishing every transaction
on the main chain and wait for subsequent confirmations. Thus, the payments are processed faster and
finalized instantly. Figure 2.6 shows a typical bi-directional channel, where two participants transact
with each other in either direction after locking funds during channel setup. Closing the channel reflects
their respective final state on the main chain.

O 5 Channel Channel 3 O
(db] setup B 3 A close (db]
(O) Al|B B Al|B (O)
B 516 417 6|5 318 318 B

Figure 2.6: A simplified lifecycle of a typical payment channel.

Such an approach is especially useful when the participants frequently transact. However, there are
some limitations associated with the payment channels starting with the creation of the channel. Set-
ting up a channel requires locking funds exclusively to the channel. The initial fund locking is also not
instant and requires confirmation from the main chain. Moreover, there must be a dedicated channel
between the participants. Therefore, such constraints limit the usage of payment channels for micropay-
ments. Nevertheless, several solutions have been proposed to improvise on payment channels, including

channel factories, Payment Channel Network (PCN), payment channel hubs, and virtual channels.
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* In channel factories [143, 144], many participants jointly fund a factory. In particular, n partici-
pants jointly lock funds in an n-party deposit, which is then used to create payment channels for
each pair of depositors. Whenever two participants want to establish a direct channel between
them, all depositors update the n-party deposit to re-allocate funds for the new channel. The ad-
vantage here is that there is no need to fund and set up separate payment channels for each pair of
participants. Nonetheless, opening a factory via n-party fund locking still requires confirmation

from the parent chain.

* Payment channels in their original form require participants to have a direct link or channel be-
tween them. Such requirement limits the potential, and to some extent scalability, of the payment
channels. The reason is the practicality (i.e., channel setup delay, locked funds required, etc.) of
having a direct channel with many, if not all, participants. PCNs [33] help with the requirement of
having a direct channel by creating a network of channels. PCNs have attracted a lot of attention
from both academia and industry. The idea behind PCNs is that if A has a channel with B, who
has a channel with C. Then, PCN enables A to transact with C via B, i.e., A—-»B—C. B gets an
incentive in terms of a small fee for participating in such a transaction. PCNs primarily utilize
conditional payment constructions, such as HTLC (cf. Section 2.2.1) [32, 33]. The payer condi-
tionally locks the fund of a transaction such that the payee can redeem the funds only if the locking
condition is met. Another parameter in this conditional lock is an expiry time, which stimulates
faster resolution of the lock by the payee as well as intermediaries. Such conditional transactions
must be atomic in nature, meaning that either the transaction should execute completely from the
payer to payee or not execute at all. This property helps in providing security for the funds locked
by the participating intermediaries [49, 145, 146]. In HTLC-based solutions, the overall amount
of funds locked as collateral along the payment path increases with the length of the payment path.
Furthermore, increasing payment length also increases the time for which the funds are reserved.
Authors in [45] use a global PreimageManager smart contract to convert a local channel dispute to
a global problem, which helps in reducing collateral locking time. Alternatively, authors in [147]
introduce a novel cryptographic primitive for channel synchronization that is independent of the

parent blockchain’s scripting language, and therefore it removes bottlenecks induced by scripts.

* Payment channel hubs [52, 51, 50] aim to further optimize PCNs by introducing a special node
called a hub. A hub acts as the center of a star topology and relays payment to connected
nodes. The core idea here is to reduce routing overheads and funds locked by individual nodes
in PCNs [148]. Multiple inter-connected hubs in a network can lead to reduced routing length,
and consequently, reduced routing cost and collateral cost at each channel. However, the total
funds required by a hub to lock can grow significantly with the increasing number of channels
and transaction volume. The situation can worsen when the transactions flow majorly in one

direction, requiring expensive and slow rebalancing operations [149].
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* Channel extensions with intermediaries require intermediaries to actively participate in related
transactions. Two-party [150] and multi-parti [151] virtual channels relax such requirements.
Virtual channels give an illusion to the payer and payee of having a direct channel between them.
Virtual channels are established when all intermediaries between the payer and payee lock funds
for a fixed time duration. Setting up a virtual channel between a pair of participants comes at
the cost of installing a new virtual channel for each intermediary, where each intermediary must
oversee its channels’ closure. The main advantage of virtual channels is that channels can be

created and closed without blockchain interaction [151].

2.3.2 Side/Child chains

A side chain [152, 153] is an independent distributed ledger running in parallel to the main chain. Its
primary goals include reducing load on the main chain by transferring computationally heavy work off
the chain. It also allow assets to be transferred across different blockchains. A side chain generally uti-
lize its own consensus mechanism (e.g., proof-of-authority and proof-of-stake) to process transactions.
Side chains use a two-way bridge, called a two-way peg, to communicate and exchange funds with the
main chain (cf. Figure 2.7). The usability of any side chain depends on its ability to swiftly exchange
information with the main chain and quickly process the transactions. Typically, side chains use custom
block parameters to process transaction efficiently. In what follows, we explain the pegging mechanism

used by side chains.

Each side chain has its own consensus mechanism
<€«—— Sjde Chain —>

\4

< Main Chain

Figure 2.7: A generalized view of side chains.

Lifecycle: The two-way peg mechanism allows funds to be transferred between the main chain and
side chain at a deterministic exchange rate. Simplified Payment Verification (SPV) peg is used as the

two-way peg. It starts with transferring required funds in the main chain to a special output. Such an
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output is unlocked by an SPV proof-of-possession inside the side chain. The SPV proof contains a list
of block headers showcasing the proof-of-work and a cryptographic proof as evidence (i.e., proof-of-
inclusion) that the output was indeed created in one of those blocks. SPV-based pegs enable verifiers to
confirm the existence of the special output without downloading the entire main chain. Synchronizing
the two chains involves a confirmation period and a contest period. The confirmation period corresponds
to the time required for the finality of transaction on the main chain that binds funds to an special output
(as mentioned above). After a finalized SPF proof is created in the main chain, the funds reflect on the
side chain in a frozen state. The duration of such freezing is referred to as contest period, during which
a new proofs can be published to contest the validity of the locked special output. Contest period helps
in preserving integrity of fund conversion between the main chain and a given side chain.

The funds inside a side chain can move within it without any interaction with the main chain. How-
ever, funds remain bonded to the parent chain and can not be transferred further to other chains. Re-
deeming the funds from a side to the main chain follows the same procedure, i.e., the funds from side
chain are locked to a special output, which is then spent using the corresponding SPV proof on the main
chain.

Advantages: Side chains act as secondary blockchains that provide diverse features and flexibility to
their main chains. A side chain has its own independent consensus protocol, and it can control the block
parameters. Hence, the transactions on side chains are typically executed faster as compared to main
chains. Such processing capabilities also help in reducing the load on the main chain via transaction
offloading. Side chains are permanent that can keep running. A new participant can join the same side
chain. In contrast, adding participants to the state channel network requires creating a new state chan-
nel for each participant. Finally, any compromise or damage remains confined to the side chain only,
leaving the main chain unaffected. Such an attribute can be utilized for testing applications before their
deployment to the main chain.

Limitations: A two-way pegged side chain is slower in execution as a participant needs to wait for a
confirmation period as well as a contest period to access the funds on either chain. Another concern
is the centralization of mining power on side chains, especially on newer ones. The initial investment
required to stabilize the mining process of a side chain and its interoperability with different blockchains
constitute the bottleneck of its success. Moreover, the security of funds in a side chain is handled by the
side chain. Thus, disputes in side chains are local that can not be resolved in the main chain.

Side chains can be classified into two categories, namely, custodial and non-custodial. Custodial
side chains move assets in a chain parallel to the main chain (as explained above) with its own con-
sensus mechanism and security assumptions. On the contrary, the assets and their states are secured
via smart contracts on the main chain in non-custodial side chains. Two major classes in non-custodial
side chains are Commit (and, Plasma) chains (discussed in Section 2.3.2.1) and Rollups (discussed in
Section 2.3.2.2).
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2.3.2.1 Commit chains

Channel-based solutions, such as PCN, require participants to open dedicated channels, where funds
are locked within the channels and can not be reused elsewhere unless withdrawn from channels, partic-
ipants must remain online for fund reception, etc. Commit chain [154, 58] were introduced to address
such issues present in channel-based scalability solutions. As shown in Figure 2.8, commit chains
employ a non-custodial operator that initializes and maintains a commit chain while a smart contract

prevents the operator from misbehaving.
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Figure 2.8: An overview of commit chain operations.

Lifecycle: Participants willing to join the commit chain first register with the operator to get an account
ID on the commit chain. Participants lock funds via the smart contract; the operator reads and updates
corresponding account IDs on the commit chain. Recipients do not need to deposit any funds. To
transfer funds, the sender authorizes the operator to deduct its account. The operator processes the
transactions among the participants off the chain. The operator also periodically commits the latest
state of participants’ account balances to the main chain through the smart contract using constant-sized
checkpoints. The participants observe the checkpoints and challenge the operator via the smart contract
in case of a dispute. The smart contract penalizes the operator if found misbehaving, and it also halts
the commit chain to recover the balances from the last known stable checkpoint. Finally, a participant
can withdraw funds by submitting a withdrawal request to the operator, or it can force exit with the help
of the smart contract to close and refund all its account IDs.

Advantages: Registering with a commit chain requires no on-chain transaction. Though participants

are advised to come online periodically to observe checkpoints, they still receive funds while being
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offline like any on-chain transactions. Without collateral from an operator, commit chains offer eventual
finality. Such an attribute is useful from the operator’s perspective. However, an operator may also
choose to insure transactions by staking collateral to provide instant finality. Unlike typical side chains,
a commit chain is dependent on its parent chain’s consensus mechanism, which provides it the same
level of security as its parent chain.

Limitations: Although the non-custodial operator is kept in check by the smart contract, it is still the
single point of failure. Another issue is that the participants should maintain the commit chain data,
which is not published on the parent chain while creating checkpoints, to challenge the operator and
exit the commit chain [58].

Plasma chains: Another related concept is Plasma [155] chain. Plasma chains have critical limitations
and issues compared to commit chains. Hence, we briefly explain its key concept and concerns. We
refer the interested readers to the work [155] for a detailed description. Commit chain implementations,
such as NOCUST [58], are account-based systems. Plasma chain proposes a UTXO-based ledger system
running over an account-based blockchain, e.g., Ethereum. Plasma enables multiple blockchains to exist
as branches of a tree with the help of a series of smart contracts. Each branch (i.e., blockchain) can have
sub-branches (i.e., child chains). Each Plasma chain maintains its own block validation mechanism,
which can be independent of its parent chain. However, all computations in the hierarchy of chains
are globally enforced/dependent on one single root chain. Plasma chains suffer from several issues,
such as steadily growing data storage costs, high computation requirements, and no native support for
instant finality.

2.3.2.2 Rollups

Rollups are non-custodial side chain solutions that aim at reducing the load on the main chain.
Rollups employ data compression techniques along with a smart contract for scaling Layer-1 chains.
The concept is analogous to Plasma chain, except Rollups retain minimal data (in the form of a Merkle
root) on-chain about state updates. Such data facilitate on-chain verification and faster withdrawals.
The transactions execute off the chain in batches and are bundled together for on-chain verification.
In particular, the smart contract maintains the Merkle root (referred to as state root, cf. Figure 2.9)
on-chain from the current state (e.g., individual balances) of the Rollup. The same root can also be
computed/verified from the data available on-chain. However, the Merkle tree is not stored on-chain to
save space. A new state root is computed after a batch of transactions induces balance updates. Anyone
can publish the batch by including the transactions in a compressed form, the previous state root, and
the newly computed state root. If the current state root in the contract matches the previous state root
mentioned in the new batch, the contract updates its state root to the new state root. If a batch requires
external inputs (or outputs), the required funds are transferred to the contract before processing (or sent

to outputs after processing) the transactions.
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Figure 2.9: An abstract presentation of Rollups.

Since anyone can publish the batch of transactions, the process of preventing frauds and verifying

the new state root leads to two types of rollups, namely Optimistic and Zero-Knowledge (zk) Rollups.

* Optimistic Rollups: Such Rollups take an optimistic approach and assume that transactions are
valid unless challenged. Thus, no computation for verification is done by default to significantly
improve scalability. However, the contract maintains a history of state root updates along with
corresponding batch hashes. Challenging a batch requires publishing a proof of incorrect com-
putations (called fraud proofs) on-chain, which is verified by the contract. Upon verification, the

contract reverts the incorrect batch along with all subsequent batches.

* zk Rollups: Contrary to Optimistic Rollups, zk Rollups suspect every transaction. Every batch
contains a cryptographic proof (called validity proof), which proves that the new state root indeed
matches the output of executing the batch of transactions. Such proofs are constructed using zk-
SNARK and PLONK protocol [156]. Computing validity proofs is complex, but their on-chain
verification happens quickly.

Advantages: Rollups use compression to reduce transaction footprint on-chain that saves space and
scales Layer-1 chain. Another key advantage is their ability to bypass the data availability problem [157]
with fraud proofs. Optimistic Rollups are suitable for general-purpose computations while zk Rollups
are fit for simple payment scenarios.

Limitations: The net throughput of Optimistic Rollups is limited. On another side, the cost and com-

plexity of computing validity proofs for zk Rollups is high.
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2.3.3 Cross Chains

A huge number of fundamentally different blockchains - in terms of consensus, goals, features, etc.
- emerged after the success of the Bitcoin blockchain. Apart from scalability, another major issue with a
multitude of blockchains is interoperability. Interoperability not only propels application portability and
flexibility further, but it can also assist in improving blockchain scalability by offloading transactions
from one blockchain to another [158].

Cross chains are used to transfer assets between different blockchains. Basically, they facilitate a
communication medium between different independent blockchains. Different blockchains have dif-
ferent consensus mechanisms. Transferring assets between a blockchain with weak consensus to a
blockchain with strong consensus can lead to potential safety risks. Cross chains help in establishing a
mutual trust procedure between users on different blockchains who are interested in swapping assets. In
essence, cross chains act as the intermediary platform for inter-blockchain transactions [159, 160].

Celer Network [69] employs a layered architecture with clear abstraction for quick development of
generalized state channel as well as side chain suites to support rapid off-chain state transition. Celer
network sits between the blockchain and the decentralized applications (“dApps”). Its main component,
cStack, is an off-chain technology that supports different blockchains. cStack consists of three main
components: cChannel, cRoute, and cOS. cChannel comprises generalized state channels for transac-
tions. cRoute handles routing. cOS is the core component that handles several tasks including resolving
dependencies between on-chain and off-chain states, node failures, unified implementations of on-/off-
chain modules. Celer network aims to bring Internet scale to every blockchain while supporting high
availability and stable liquidity. Other earlier cross chains are based on HTLC [71], relays (or, side
chains) [73, 74], smart contracts [70]. However, there are two state-of-the-art approaches to realize
cross chains, i.e., notary scheme [75, 76] and blockchain of blockchains [77, 78, 79, 80, 81].

2.3.3.1 Notary schemes

A notary is an entity that actively observes multiple blockchains and listens for transaction events,
such as smart contract execution on a chain. It creates a transaction in a chain when a corresponding
event happens on another chain. Crypto exchanges, e.g., Binance and Coinbase, are examples of such
notary schemes. In practice, exchanges maintain order books to match sellers and buyers. Here, two
distrusting parties form an agreement indirectly through the notary. Exchanges that handle and execute
trades on behalf of a customer - by holding the customer’s private keys - are centralized exchanges
while typical decentralized exchanges only offer match-making services. Decentralized exchanges,
such as 0x [75], take a smart contract-based approach (called automated market makers) to constitute a

real-time price-adjustment system that replaces the on-chain order books.
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2.3.3.2 Blockchain of blockchains

Blockchain of blockchains, or simply the Internet of blockchains, prioritizes customizability along
with interoperability. The general idea here is to build an ecosystem, where independent blockchains
can share data and/or tokens with each other via a backbone chain. The backbone chain only facili-
tates a platform for inter-chain communication programmatically and does not act as the central entity.
The customizability perspective emphasizes shortening the blockchain development cycle from years
to months [79]. To summarize, a blockchain of blockchains provides a platform for reusing network,
data, incentive, consensus, and layer of contracts to tailor customized, application-specific, interoperable
blockchains. Two prominent solutions in this domain are Cosmos [79] and Polkadot [81].

Cosmos creates a decentralized network of independent blockchains. These blockchains are called
“zones”, where each zone can have its own constraints on its assets. To enable transactions between
zones, Cosmos follows a bridge-hub model. There are multiple hubs present in the network, and each
hub can connect multiple zones. Hubs help in reducing the number of connections required to connect
different zones. Registering with a hub enables a zone to communicate with all the other zones con-
nected via this hub. Zones communicate with each other only via hubs using Cosmos’s Inter-Blockchain
Communication (IBC) protocol. A hub acts as a mutually trusted intermediary that enables zones to
share updates regarding their states with other zones. Polkadot introduces globally coherent dynamic
data structures called “parachains” hosted in parallel while the main chain is called the “relay” chain.
State transition validation is performed by relay-chain validators. Polkadot defines Cross-Consensus
Message Format (XCM) and Cross-Chain Message Passing (XCMP) for inter-parachain communica-
tion. Polkadot supports connecting hundreds of parachains directly to the relay chain, but only for a
short to medium-term. Long-term connections and nested parachains are still under development. A
detailed comparison of different cross chain solutions can be found in the work [158].

2.3.4 Hybrid solutions

Hybrid solutions help in further improving the scalability of off-chain protocols. These solutions
are called hybrid because they change a few fundamental properties of off-chain solutions. We identify
two categories of such solutions, where one aims to reduce on-chain dependence of dispute resolution
mechanisms while the other uses secure execution mechanisms to eliminate trust requirements among
peers. The former category is called bisection protocols (discussed in Section 2.3.4.1) while the latter

(explained in Section 2.3.4.2) is implemented using Trusted Execution Environments (TEE).

2.3.4.1 Bisection protocols

Existing dispute resolution mechanisms in off-chain solutions typically execute on-chain. Thus,
these solutions are not purely off-chain, at least from the dispute handling perspective. Bisection pro-
tocols form a branch of Layer-2 solutions that primarily aim at improving the dispute resolution mech-

anism. These protocols take part of the computations off-chain, thus helping to reduce the load on the
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main chain. Generally, bisection protocols involve two steps. First, a user presents minimal evidence to
a verifier to testify the validity of its transaction. Next, when users contradict each other, a verifier in-
spects evidence from contradicting users to determine the correct state. Truebit [83] and Arbitrum [82]
employ such dispute resolution mechanism.

Truebit was introduced as a blockchain enhancement to improve the computational efficiency of
smart contracts at a reduced cost. It ports computations from the main chain to off-chain. Truebit
depends on judges, who have limited computational power. These judges are mutually trusted by all
the participants. Given a computational problem, the user who solves it, called the solver, publishes
the solution as well as the sub-problems used to reach the solution. A challenge period is set aside
during which other users can challenge the published solution - such a user is called a challenger. If a
challenge is raised, the judges solve the sub-problems recursively using binary search; this is to reduce
the problem size by half in each iteration. The solution provided by the judges is mutually agreed to
be the correct solution by all participants. The judges compare their correct solution with the solutions
provided by the solver and the challenger to identify and penalize the cheating participant.

On another side, Arbitrum uses a Virtual Machine (VM) to implement a smart contract. A user can
create a VM and designate other users as VM managers. An honest manager enforces the VM to follow
VM'’s coded functionality. Any change in the state of the VM has to be approved by all the managers.
There might be scenarios where managers do not agree with each other about the state of the VM. Such
disagreements should be raised within a challenge period after a new state has been committed. In case
of a conflict among the managers, the verifiers/miners invoke a bisection protocol to reduce the conflict
down to single-instruction execution. Now, managers present their outcome for that single-instruction
execution. The verifiers can verify the presented outcomes efficiently to identify and punish the cheating

participant.

2.3.4.2 TEE-based solutions

A trusted execution environment, e.g., Intel SGX [161, 162], is typically an isolated and safeguarded
area inside a CPU, where the integrity and confidentiality of loaded data are protected. TEE-based
solutions for blockchain scalability utilize integrity protection offered by TEEs to eliminate the on-
chain collateral used for establishing trust among participants. In fact, TEE is used as a mutually trusted
entity in such solutions because they offer a higher level of security for application execution.

Teechan[86] uses TEEs to enable two mutually distrusting nodes to transact with each other. Here,
a channel is set up between the two nodes by exchanging secrets via their TEEs. As long as the channel
is open, the nodes can exchange funds with each other in a peer-to-peer manner using TEE-supported
operations; even without involving the parent Bitcoin blockchain. The TEEs bear the responsibility
to maintain and update the channel’s state securely throughout the channel’s lifetime. Upon channel
termination, the TEEs create a Bitcoin transaction to be added to the parent chain. During the entire

lifetime of such a channel, only two transactions reflected on-chain; one for channel establishment using
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a 2-of-2 multisig Bitcoin address and the other for channel closure. To summarize, Teechan reduces the
load on the parent chain and increases transaction throughput among distrusting nodes.

Teechain [85] is another such solution that executes off-chain transactions asynchronously with the
main chain. Teechain employs TEE-protected treasuries to preserve the correct channel state. Teechain
forms a chain of committee that holds replicated states of treasuries to handle treasury failures.

Some other prominent solutions leveraging features of TEEs are Tesseract [87], BITE [84], and
ZLiTE [88]. Tesseract is a TEE-based cryptocurrency exchange, BITE focuses on the privacy of Bitcoin
lightweight clients, and ZLiTE improves the privacy of Zcash lightweight clients by involving TEE-
equipped servers. Nevertheless, all TEE-based solutions rely upon the integrity of the TEEs while TEEs

have their own vulnerabilities and concerns [163, 164].

2.4 Network issues

Layer-2 protocols are built on top of Layer-1 blockchains. Enabling participants to transact with
each other off the chain may require an overhead communication network to help, for instance, find-
ing a payment path between participants that do not have a direct connection. Routing, re-balancing,
stability, and privacy are the key concerns related to such overhead networks. We take the example of
channel-based solutions to briefly discuss these issues. We refer the interested readers to works [43, 44]

for an in-depth analysis of network management issues and a comparison of routing algorithms.

2.4.0.1 Routing

For a transaction to occur between distant participants in a network, a payment path must be estab-
lished from the payer to the payee involving intermediate nodes. Deciding such a payment route involves
various factors, i.e., inter-node channel capacity, length of the route, cost-effectiveness, and availability
of the nodes participating in the transaction. Several works on routing algorithms have attempted to
find the most efficient path for the transactions. These routing algorithms can be broadly classified into
two categories, namely, global routing (e.g., [165] and Di Stasi et al. [166]) and local routing (e.g.,
SilentWhispers [167] and SpeedyMurmurs [168]). The source of the payment in global routing makes
use of the global view of the network to find the optimal path. The performance of such source routing
depends on the accuracy of the available global view. By pre-computing paths, these routing algorithms
attempt to minimize the overall communication overheads and latencies. However, their scalability is
limited by the cost of maintaining an accurate global view and path computations on the source. On
another side, local routing algorithms utilize the local information and take a greedy approach. Local
routing algorithms are inherently scalable but are less efficient due to local optimizations.
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Table 2.1: A summary of major attacks on Layer-2 solutions.

Attack

Impact

Affected parties

No. of adversary

nodes needed

Setup and launch

Key prevention/mitigation approaches

Intermediaries’ funds are tem-

porarily frozen; incurs loss of

All nodes along the

Adversary sets up an additional round

AMHL offer interoperable, secure, and

privacy-preserving cryptographic con-

competitors’ gains.

tacker’s source and

destination node.

ity channels and disconnect/isolate in-

dividual/pair of nodes.

‘Wormbhole [147] path between ad- Two of communication to share and bypass
useful time; transaction process- struction that works in both script-
versary nodes. the HTLC secret.
ing reward is stolen. based and scriptless.
Adversary establishes several channels Reduce the maximum number of
All  nodes that through victims and sends a multitude unresolved HTLCs; allow more
Attacker claims disputed trans-
Flood agree to open chan- of payments. While settling payments time (blocks) to claim HTLCs on
action; exploits replace by fee Two
and loot [169] ’ nel with attacker’s attacker’s source node forces victims to blockchain; use anchor commitment
policy.
source node. create several blockchain transactions output; use non-replaceable HTLC
all at once. transactions.
Network stalling; capacity ex- | All nodes partici- Limit the number of incoming chan-
Adversary refuses to resolve payments
haustion; may incur channel | pating in the pay- nels; faster HTLC resolution; con-
Griefing [37] One off-chain, locking victims’ funds for
force-closing fee; eliminating | ment path towards stant payment locktime; incentiviz-
entire duration of contract.
competitors from network. attacker. ing/punishing nodes; griefing penalty.
Primarily, trust-
Victim isolated from the net- Adversary deploys hundreds of Sybil
minimized Bitcoin Increase adoption of BIP 157 [171];
Time dilation [170] | work; feeds blocks to the vic- nodes, opens a payment channel with
light clients with Multiple anonymize peer-to-peer protocols; en-
(eclipse) tim at a slower rate; funds can be the victim, then eclipses/time-dilates
limited connec- gaging watchtower.
stolen. the victim.
tions.
Middle nodes in
multi-hop pay- Adversary aims to disrupt availability Increase AER to reduce attack prof-
Adversary gets a dominant posi-
Balance ments.  Typically, of a victim, opens a channel with the itability; reduce the maximum length
tion; blocks the victim’s ability One
lockdown [172] it targets a single victim, sends self-destined payments of a route; minimize/forbid loops in a
to act as an intermediary.
node that relays that go and come back via the victim. payment route.
many payments.
Adversary opens a channel with one of
Adhere to protocol specification and
the two victim nodes. It tries to dis-
Balance between a pair of victim | The pair of nodes prevent payments with values higher
Balance close the balance between victims by
nodes disclosed; nodes’ privacy | targeted by at- One than maximum allowed limits; clients
discovery [173, 174] routing invalid payments. The value
compromised. tacker. should resist closing a channel upon re-
of payments typically follows a binary
ceiving malformed payments.
search pattern.
All nodes partici-
Adversary overloads channels with un- Avoid paths with loops; enforce fast
No monetary gains; stalls or | pating in the trans-
resolved requests to block high liquid- HTLC resolution; reduce route length;
Congestion [175] | paralyses network; DoS affects | action between at- One

limit the number of maximum concur-

rent payments.

2.4.0.2 Re-balancing

Exhaustion of capacity in payment channels is a recurring problem. A naive and inefficient solution

is to close the channel and refund it, which results in at least two transactions. Protocols like RE-

VIVE [149] allow nodes to safely rebalance their skewed channel with the help of funds available in

their other existing channels. An untrusted third party, called a leader, is elected to execute the channel

rebalancing process. After receiving nodes’ requests and preferences, the leader coordinates with the

nodes to freeze relevant channels. The frozen channels are now rebalanced using linear programming
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and commitments signed by all the nodes. After the process, the nodes lose funds from their one or

more payment channels to gain equal funds on the others.

2.4.0.3 Stability and privacy

Initial Layer-2 solutions, particularly channel-based, require participants to remain online to monitor
transactions and handle disputes. To address such a limitation, participants can engage watchtowers
to detect discrepancies on their behalf while they are offline. Watchtowers get a fee for their services.
On the contrary, watchtowers are penalized from their collateral for failing to report disputes [176]. A
key concern with watchtowers is that a watchtower may be bribed to cheat its customers for mutual
gains. If the bribe is higher than the collateral, the watchtower may act dishonestly. On another side,
routing payments over a network of nodes may lead to privacy issues, such as disclosing information
about the payer and payee. Malovolta et al. [145] attempt to formally define the privacy requirements
over PCNs and implement Fulger and Rayo using Multi-Hop HTLC smart contract to handle transaction
concurrency. However, a routing protocol that learns the capacity of payment channels over a period of

time can bypass their privacy notions.

2.5 Security and privacy issues

In this section, we discuss the security and privacy attacks on different Layer-2 protocols. Table 2.1
presents a summary of all such attacks present in the literature. We clarify their setup requirements,

impact, affected parties, and key prevention/mitigation techniques.

2.5.1 Wormbhole attack

Wormbhole attack [147] steals rewards of PCN intermediaries. A payment is typically relayed through
multiple intermediaries in PCN since a direct channel may not exist between payer and payee. In such
a scenario, the intermediaries are aware of their immediate neighbors and may not be aware of other
nodes on the path, sometimes even about the payer and payee. An attacker with just two malicious
nodes on the path from the payer to payee can launch wormhole attack. The name wormhole denotes
how the funds are rerouted through a wormhole channel between the malicious nodes of the attacker.

In PCN, the payment is locked in a cryptographic lock, i.e., HTLC (cf. Section 2.2), which is routed
to the payee. Each intermediate node that relays the payment retains a small fee, which is the difference
between the amount it will receive from the channel with previous node and the amount it will pay to the
channel with next node. Once the payee reveals the key to the lock, it is routed back to the payer. While
the key travels back to the payer, it sequentially unlocks funds in the channels on the path. However, a
malicious node can bypass the key to another malicious node, skipping all the nodes/channels between
these two malicious node. As a result, the benign nodes assume that the transaction has failed and return

to their original state while the malicious node steal the reward from the benign nodes.
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Figure 2.10: Wormhole attack stealing rewards of intermediaries.

Figure 2.10 depicts a scenario for wormhole attack. For higher impact, the attack requires the mali-

cious nodes to be closer to the sender (S) and receiver (R). To make a payment from S to R, S locks the
original payment amount along with total reward, i.e., sum of fees for all intermediaries. Out of all the
nodes which agreed to participate in the payment, two nodes A1 and A2 are malicious nodes. When R
reveals HTLC secret to A2, it pays the original payment amount to R. Now A2 bypasses the HTLC se-
cret to Al. Al uses the HTLC secret to receive the sum of original payment and the total reward. Thus,
Al and A2 stole the rewards by colluding and bypassing the intermediate nodes, which will return to
their original state assuming that the transaction has failed.
Countermeasures: The main reasons behind wormhole attack are: (1) the same HTLC secret is used to
unlock funds from each channel on the payment path, and (2) each channel can be unlocked indepen-
dently. Anonymous Multi-Hop Lock (AMHL) [147] communicates path-specific secret information to
nodes and makes locks interdependent to ensure that the funds are unlocked in a hierarchical manner.

2.5.2 Flood and loot

Flood and loot [169] is a systemic attack on the Lightning network. The attacker controls two nodes
in the network, where one node acts as the source of the payment while the other node is the destination
of the payment. Nodes that participate in forming channels between source and target nodes are affected
by flood and loot attack. The key idea of the attack is to trigger closing of multiple channels simultane-
ously. In such a scenario, the victim nodes can only resort to the parent blockchain to claim their funds
locked into corresponding open HTLCs. Thus, victim nodes benignly overload the blockchain, which
opens a window of opportunity for the attacker to steal the funds. In particular, the attack leverages the
replace-by-fee policy [177] employed in Bitcoin blockchain.

The attacker’s source node opens multiple channels through the victim nodes to the attacker’s target
node. The attacker initiates multiple HTLC payments from the source to target node, accept these
payments at the target node, but refuses to resolve them at the source node. As the timeout for HTLCs
approach, victims are compelled to close the channels with the source node and claim open HTLCs on
the blockchain.
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Figure 2.11: Different stages of a flood and loot attack.
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Importantly, a node can become a victim of flood and loot attack only if it opens a channel with the
attacker’s source node. Figure 2.11 depicts a different steps of a simplified flood and loot attack. In
the first step, the attacker establishes a number of channels from source node to target node via victim
nodes. It is worth mentioning that a given victim can be participating in multiple distinct paths from
source to target, which is a much worse for such a victim node (see Figure 2.11(a)). Now, source node
commences (preferably when blockchain fees are low) multiple HTLC payments to the target node using
the channels previously created (see Figure 2.11(b)). The aim is to use as many channels as possible with
maximum funds utilization. Next, the target node acts honestly, reveals the secret to the victim node,
settles HTLC, and gets the payment (see Figure 2.11(c)). The victim nodes forwards the secret to the
next node in the chain, which is source node in this case. Source node refuses to respond, leaving open
HTLCs in the channels (see Figure 2.11(c)). As the timeouts for HTLCs approach, the victim node tries
to close the channels with the source node to claim all open HTLCs on the blockchain. Consequently,
numerous transactions towards the parent blockchain are induced simultaneously (see Figure 2.11(d)).
Not all transactions will enter the blockchain due to congestion. At the same time, the replace-by-fee
protocol will allow transactions offering higher fees to replace other conflicting transactions. Thus, the
attacker raises the fee for his transactions to exceed those of the victims to claim the funds using replace-
by-fee policy.

Countermeasures: There are two prominent countermeasures for this attack. The first one is to limit
the maximum number of HTLCs that can remain unresolved at any point of time. This limitation will
decrease the number of transactions competing to include in the blockchain in a given window of time.
So, the attacker will require more victims to trigger the race conditions necessary for the attack. The
second one is to use a reputation scores, where channel opening requests from unknown counterparts
is given a lower priority, which reduces the scope of locking larger funds in such channels. Another
solution is to use anchor commitment outputs [178] that manipulates the way transaction fees are paid.

However, anchor outputs remain ineffective for an attacker with sufficiently large capital.

2.5.3 Griefing attack

Unlike most of the other attacks on Layer-2 protocols, griefing attack [37] is not directly motivated
by stealing funds or information. It instead focuses on stalling payment networks by exhausting the
channel capacity. It steals useful time of benign participants by preventing them from processing fur-
ther transactions, which eventually leads to temporal loss of funds, decreased network throughput, and
routing disruption.

Locked p+2p’ funds Locked p+p'funds Locked p funds
for t+2t' time for t+t' time for t time

O] () @_.'56

Still not responded

Figure 2.12: Griefing attack to stall network and participants.
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Figure 2.12 illustrates a representative griefing attack setup, where A is transferring p funds to B over
a payment path A—D—C—B, and each intermediate node charges a processing fee p’. A forwards a
conditional payment to D using an off-chain contract, where it locks p+2p’ funds for a time period ¢t+2t'.
Here, ' indicates deadline for confirmation time for on-chain settlement. D forwards the payment to C
using another off-chain contract locking p + p’ funds for a time period ¢ + ¢'. C forwards the payment to
B using another off-chain contract locking p funds for a time period ¢. In order to claim p funds from C,
B must resolve the payment within time period ¢. Otherwise, C can claim a refund on-chain by closing
its channel with B; similar procedure to be followed by D and then A. Nevertheless, C can go on-chain
only after its contract with B expires. As a result, B can block O(p) funds in each of the preceding
contract for a time period ¢ without losing any funds. It is worth mentioning that the order of ¢ can be
days for genuine users’ convenience. Thus, each of the involved nodes can not utilize their funds for the
entire duration of ¢. The attacker can stall the network by simultaneously launching multiple griefing
attacks from its single or multiple nodes.
Countermeasures: Apart from limiting the number of incoming channels, faster contract resolution,
and constant payment locktime, incentivizing/punishing nodes is a crucial way to tackle griefing attack.
Griefing penalty [179] maneuvers along the same idea, which punishes the attacker to pay a penalty for
compensating the victims’ lost time. This way it prevents nodes from ever attempting to participate in

such an attack.

2.5.4 Time dilation/eclipse attack

Time dilation attack [170] dilates a victim’s clock. As a result, the victim always remains late in
becoming aware of the new blocks in the chain. In other words, the victim misses updates from the
network and keeps on working with outdated information. To this end, the attacker eclipses a victim
node such that it cannot participate in the network owing to the delayed block delivery. Although time
dilation attack is an expensive attack, it yields high returns in the form of stealing the total channel
capacity in a single eclipse period. Authors in [180, 181] propose channel exhaustion and node isolation
attacks along similar avenues. For the sake of brevity, we discuss only time dilation attack.

Figure 2.13 depicts multiple malicious nodes eclipsing a victim node. Typically, such an attack
focuses on single victim node. Essentially, eclipsing a user means preventing it from observing current
network activities or state and cutting their communication with other honest users.To do so, the attacker
must occupy every connection a victim can have using pseudonymous nodes with pretend identities.
After eclipsing a victim, the attacker induces time dilation by introducing a delay between the time it
receives a block to the time it will feeds the block to the victim node. Time dilation attack is commonly
seen in Lightning networks and can be classified - based on the target of the attack - into the following

three main categories:
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* Target channel’s state finalization: It pushes the victim’s observed block height several blocks
behind the tip of the main chain, typically by negotiating a new state committed to an outdated

chain state.

* Target per-hop delay: Once the attacker gets ahead of the victim’s block height by dilation, it
routes a payment through the victim, and at the same time finalizes the state of their channel onto
the blockchain. It stops the victim from renegotiating through preimage disclosure, leaving no

option and funds with the victim.

* Target packet finalization: When a victim node knows the preimage for an incoming contract,
but the remote peers do not respond on time, the victim node goes on-chain a few blocks before
the expiration time to claim the contract. But, a dilated victim is bound lose such a race despite

responding ahead of time.

the network

Open multiple channels to
exhaust node connections

Figure 2.13: Eclipse attack where attacker dilates a user.

Countermeasures: A solution to time dilation attack must detect as well as mitigate the attack.
Detecting whether a block was delayed in being sent or delivered is complex due to high rate false
positives. Nevertheless, abnormal routing failure rate could be an indicator for detection. Similarly,
mitigating the attack is also not straightforward mainly because identifying attacker committed state or
choosing the right channels from multiple open channels is difficult. Watchtowers [136, 137, 132, 138]
act as a substitute to built-in defense mechanism, but they come with extra assumption on their honesty

and efficiency.
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2.5.5 Balance lockdown attack

Balance lockdown attack [172], also known as balance availability attack, affects the ability of a
victim node to successfully participate in payment routing. The attack impedes the victim node from
taking part in any further transactions by blocking their balance funds. Such an attack confers a domi-
nant position to the attacker, as well as reduces system’s efficiency. In particular, it enables the attacker
to block certain payments paths, giving a competitive advantage to attacker favored paths. The attacker
has precise knowledge about network topology using which the attacker routes a payment via the victim
node.

A multihop payment in a channel network is atomic in nature, which means that the fund transfer
can happen only after establishment of the complete payment path. Thus, intermediate nodes on the
payment path need to keep their funds locked. An attacker can lock an amount p on each victim node
on the payment path just by sending a payment of p through them. It is worth noting that the cost of
sending the payment and the time taken for the completion of transaction are the two key factors that
decide the feasibility of this attack. Hence, the attacker aims to increase the completion time for the
transaction as well as to minimize the cost of the transaction. Authors in [172] show that the overall
effect of the attack can be captured by a parameter called Attack Effort Ratio (AER), which is defined as
the ratio of capacity required to launch the attack and the capacity that the attack effectively blocks (cf
Eq. 2.1).

_ Capacityrequired
 Capacitypiocked

AER (2.1)
Another parameter, called Total Blocked Time (TBT), to measure attack’s effectiveness is defined as the
amount of time for which the funds of victims is blocked in the transaction.

Countermeasures: An optimal solution to handle balance lockdown attack should aim at increasing
AER and reducing TBT. AER can be increased by disallowing loops in payment routes to minimize
attacker’s profitability. Another way to increase AER is to limit the maximum length of payment routes,
though limiting route length may have impact on the performance. Regulating TBT is tricky and has to
traded-off with AER. Nevertheless, such trade-offs need detailed studies.

2.5.6 Balance discovery attack

Balance discovery attack [173, 174] affects PCN, in particular Lightning network. A PCN comprises
of payment channels with a fixed deposit known as the channel capacity. The total capacity of a channel
is publicly known. However, the individual balances on either side of a channel are not disclosed to
preserve the privacy of users participating in the channel. Balance discovery attack aims to disclose
individual balances of users, thus compromising users’ privacy. Any node creating a channel with
a malicious node is vulnerable to this attack. Moreover, the attack automatically extends to all the

immediate neighboring nodes of that victim node.
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Balances

Figure 2.14: Balance discovery attack where attacker tries to disclose the balance between A and B.

Figure 2.14 illustrates the setup for balance discovery attack. Here, two nodes A and B form a
channel with total capacity C'. We can safely assume that A and B perform some transactions via their
channel over the period of time, and their current balances in the channel are « and 3, respectively. It is
important to mention that the total channel capacity remains unchanged, i.e., C = « + 3. A malicious
node M wants to disclose o and 3. To do so, M first creates a channel with A. This channel also facili-
tates M with a path to B through A. Now, M sends a payment p to B through A. As long as p is less than
a, it can be sent successfully through the route M—A—B. M increases the value of p and sends a new
payment to B. M repeats this process until an error occurs. The last successful payment value p reflects
the approximate balance of A while 3 can be computed by subtracting « from publicly known C. As an
improvement, the value of p can be efficiently calculated by using a binary search on lower and higher
payment bounds. Furthermore, M can also send fake payments for probing such that none are finalized.
Such strategy helps in reducing cost of the attack.

Countermeasures: One straightforward countermeasure is to limit the maximum allowed payment
value. It would increase the efforts required by the attacker, but it would also affect the overall function-
ality of the system. The key approaches to tackle balance discovery attack are dropping rate parameter
and dynamic absorption of negative balances [173]. The former suggests each node to randomly deny a
specified percentage of transactions without disclosing the cause of failure to the payment sender. Such
a strategy will deceive the attacker to assume that the payment has failed due to a lack of funds. Con-
sequently, the attacker will interpret the wrong values of the balances. The latter advocates absorbing

negative channel balances to prevent accurate probing of channel’s remaining capacities.

2.5.7 Congestion attack

Similar to balance lockdown attack, the goal of congestion attack [175] is to block victims’ funds at a
lower cost. The attack targets PCNs and obstructs several payment channels at once for a long period of
time. It exploits the trustless payment mechanism and long HTLC expiration duration. In particular, the
attacker acts as both the source and destination of a payment. It can establish multiple such payments
for wider coverage of the network. The attacker then sends funds along each of such routes, blocking

nodes on each route.
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Figure 2.15: Congestion attack over m payment routes.

Figure 2.15 depicts a congestion attack on m payment routes, where all nodes along the route 1 to m
are blocked until the attacker’s transaction completes. After joining the network, the attacker evaluates
different routes considering maximum route length, available funds, contract expiration limits, etc. Next,
it establishes channels with two nodes along a target route such that one of the nodes sees the attacker
as the source while the other nodes sees the attacker as the destination of the payment. The attacker
can delay a transaction on such a route because it is both the source and destination of the payment,
which leaves the nodes being blocked. Right before the HTLC expiration time, the attacker cancels the
transaction and restores the channels to their original state. At this point, it can relaunch the attack to
block the same path till the next HTLC expiry, which be in the order of weeks. Importantly, this attack
can be used in three ways: (1) to block high liquidity channels, (2) to isolate multiple node pairs, and
(3) to disconnect individual nodes from the network.

Countermeasures: A simple approach to increase the number of HTLCs supported by benign nodes
would remain ineffective as the attacker can take over all HTLCs with a larger volume of payments.
Nevertheless, the effect of the attack can be limited by reducing the maximum allowed route length.
Furthermore, the nodes can regulate the number of maximum concurrent payments with a peer based

on its behavior.
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Table 2.2: A comparison of different Layer-2 solutions.

L Commit Optimistic zk
Criteria Aspect Channels
Chains Rollups Rollups
Transaction Speed Fast Moderate Slow Slowest
Performance
Transaction cost Very low Very low Low Low
and
On-chain transaction
operations Yes No No No
for account opening
Capital-efficient No Yes Yes Yes
) ) One Multiple Multiple <10
Withdrawal time
Temporal confirmation days days minutes
requirements One One <10
Finality Instant
confirmation | confirmation minutes
Instant transaction confirmations Yes, No, No, No,
with full security guarantees self supported | parent-linked | parent-linked | parent-linked
Cryptographic primitives used Standard Standard Standard New
Security User liveness Yes Yes Delegable No
considerations | Mass exiting No Yes No No
Fund freezing by validators No No No No
Support, Smart contract support Yes, limited Yes, limited | Yes, flexible | Yes, flexible
options, Imports existin
P P £ No No Yes Yes
and EVM-bytecode
miscellaneous | Privacy options Limited No No Full

2.6 Discussion

Different Layer-2 solutions aim to scale blockchains while offering distinct functionalities based
on different principles and underlying technologies. In this section, we compare the key categories of
Layer-2 solutions. We have omitted cross chains and hybrid solutions as properties of cross chains
implementations are highly dependent on chains targeted for interoperability while hybrid solutions
have diverse hardware requirements. Thus, generalizing these categories may not truly reflect their

characteristics. We compare these solutions over multiple attributes that can be organized into four
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categories, which are performance, temporal requirements, security considerations, and miscellaneous

options. Table 2.2 presents a summary of the comparisons.

In terms of performance, channels offer faster transaction processing (i.e., almost instant Layer-2
transfers) at a meager cost of transactions. However, channels require locking collaterals on-chain,
while other solutions may not enforce this requirement. In particular, each channel must have collateral

locked to start the operations. Thus, other solutions are perceived as more capital efficient than channels.

Withdrawing balances from channels requires just one on-chain confirmation. Commit chains and
Optimistic Rollups typically elongate withdrawal time for balance security and dispute resolutions. Such
longer durations can be shortened by introducing risk insurers or liquidity providers. However, the
reliability of such insurers has its own concerns. Withdrawing the balance on Layer-1 from zk Rollups
takes fewer minutes in the best case. The finality of a transaction reflects a state, where the transaction
can not be reverted on the main chain. The underlying principles of channels offer instant finality while
other solutions typically offer delayed finality. Nevertheless, instant finality can be tweaked on other
Layer-2 solutions as well to reflect instant confirmation to user, but full security guarantees remain

exclusive to channels.

Most of Layer-2 protocols use standard cryptographic primitives, SNARKs and STARKSs are heavily
used in zero knowledge based protocols. User liveness assumption is critical, which can be defined as
the requirement of a user to remain online to receive/verify transactions, monitor disputes, and handle
misbehaving counterparties. Unlike channels, commit chains enable users to receive transaction while
remaining offline. However, users are advised to come periodically online to inspect checkpoint com-
mitment. This assumption about a user’s online status can be delegated to a trusted third-party that
monitors transactions on behalf of the user. Nonetheless, such a third-party may compromise if the
incentive to misbehave is greater than its guarantee deposit. Only commit chains allow all users to suc-
cessfully withdraw - mainly for security reasons - in a short period of time, and all the protocols prevent
validators from confiscating funds of participants.

Both Optimistic and zk Rollups offer support importing existing EVM-bytecode with minor modi-
fications, and thus, have a flexible support for smart contracts. Transaction deanonymization and user
profiling are major privacy concerns that only zk Rollups address by default [182, 183, 184].

2.7 Conclusion

Scalability is a major issue for blockchain-based solutions. Vast efforts, from both academia and
industry, have been put in different directions to tackle the blockchain scalability issue. Such efforts
have resulted in a rich literature of Layer-2 protocols that primarily aim to scale underlying main chains.
In this work, we first create a broader taxonomy of Layer-2 protocols, which is followed by a detailed
explanation of each Layer-2 protocol class. These protocols bring scalability to the main chains at

the cost of different security assumptions and guarantees. Thus, we discuss various issues associated
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with these protocols and also compare them against each other. We believe that our study offers better

explanations and analyses to help the readers understand the domain better.
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Chapter 3

Under the hood of the Bored Ape Yacht Club : Uncovering market

manipulations in the most traded NFT collection of the year

3.1 Introduction

This study is a result of the curiosity to understand what actually is happening behind the sky-high
prices & interesting trading activity of the Bored Ape Yacht Club (BAYC) NFTs. The rise of BAYC
is not merely a testament to the growing popularity of NFTs, but a case study revealing the hidden
mechanisms of this nascent marketplace. While the vibrant digital art and the unique attributes of these
’Bored Apes’ have captivated the global NFT market, the trading activities behind this phenomenon
have sparked controversies and concerns around market manipulations.

In the forthcoming analysis, we will lift the veil on the trading patterns within the BAYC collec-
tion, identifying manipulative techniques that distort price discovery and undermine investor confidence.
We’ll delve into the strategies deployed by market manipulators and the significant impact they have on
the broader NFT ecosystem. This chapter intends to expose the truth behind the high-stakes game of
NFT trading through the Bored Ape Yacht Collection’s activity, aiming to elucidate the complex dy-
namics and what actually is happening under the hood.

3.1.1 Overview of the BAYC NFT collection

The Bored Ape Yacht Club (BAYC) has emerged as one of the most prominent and sought-after
collections in the world of non-fungible tokens (NFTs). Created by the software development studio
Yuga Labs, the BAYC collection offers a unique blend of digital art, membership privileges, and a
vibrant community experience.

Each BAYC NFT represents a distinct and rare digital artwork in the form of a pixelated portrait of
an anthropomorphic ape. The collection is known for its exquisite design, attention to detail, and the
wide range of unique traits and accessories that make each ape distinctive. These traits include different
fur colors, expressions, clothing, and accessories such as hats, eyewear, and backgrounds, adding to the
individuality and desirability of each BAYC NFT.
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The BAYC collection is built on the Ethereum blockchain, utilizing the ERC-721 standard for NFTs.
This ensures the immutability and provable ownership of each BAYC NFT, allowing collectors to se-
curely buy, sell, and trade their apes in various NFT marketplaces. The ownership of a BAYC NFT
grants collectors exclusive membership privileges within the Bored Ape Yacht Club community.

Membership in the Bored Ape Yacht Club offers a variety of benefits and opportunities for engage-
ment. One notable feature is the access to a private online club where members can interact, collaborate,
and participate in exclusive events and activities. Additionally, BAYC owners receive commercial and
IP rights to their ape artwork, enabling them to monetize and license their apes for various commercial

purposes.

The popularity and value of the BAYC collection have skyrocketed since its launch. The limited
supply of only 10,000 unique Bored Ape NFTs has contributed to their rarity and desirability among
collectors and investors. The secondary market for BAYC NFTs has witnessed impressive trading vol-

umes and significant price appreciation, with some apes fetching prices in the millions of dollars.
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The success of the Bored Ape Yacht Club can be attributed to several factors. The meticulously
crafted artwork, the scarcity of the collection, and the vibrant community surrounding it have all played
significant roles in driving demand and fostering a sense of exclusivity. The unique membership perks
and the ability to participate in a thriving community have further enhanced the appeal of the BAYC
collection. However, as with any high-profile NFT collection, the rise in popularity and value of BAYC
has also attracted attention and raised concerns about potential market manipulations and fraudulent
activities. These concerns highlight the importance of studying market manipulations in the BAYC
NFT collection, particularly in relation to practices such as shill bidding and wash trading. In the
following sections of this paper, we will delve into the topic of market manipulations in the BAYC NFT
collection, examining the potential instances of shill bidding, wash trading, and their implications for
investors, collectors, and the overall integrity of the NFT market. By uncovering and analyzing such
manipulative behaviors, we aim to shed light on the challenges faced by the BAYC community and
provide insights that can contribute to a more transparent and fair marketplace for NFT enthusiasts. But
first, lets take a look at how the ownership of BAYC is distributed to get an understanding of how many
wallets own how many Bored Apes. Around 4529 wallets own a single Bored Ape each, and the highest
number of Bored Apes owned by a single wallet are 86, as of the time of writing.

3.1.2 Motivation

The study of market manipulations in the Bored Ape Yacht Club (BAYC) NFT collection holds
significant importance for various stakeholders, including investors, collectors, and the broader NFT
ecosystem. The motivation behind our study of market manipulation in the Bored Ape Yacht Club
(BAYC) collection stems from a combination of academic curiosity, investor protection, and the desire
to foster a fair and transparent marketplace for NFT enthusiasts. The following factors outline our

motivation for undertaking this research.

3.1.2.1 Investor Protection:

Market manipulations pose a direct threat to investors who participate in the BAYC marketplace.
Shill bidding and wash trading can artificially inflate prices, leading to potential financial losses for
unsuspecting buyers. By studying these manipulations, we can develop strategies to protect investors

and enhance market transparency.

3.1.2.2 Understanding the NFT Ecosystem:

The rapid growth and widespread adoption of NFTs, including the BAYC collection, have presented
new and unique challenges in understanding the dynamics of digital markets. Investigating market
manipulation in BAYC allows us to explore the intricacies of these emerging markets, contributing to

the broader academic understanding of the NFT ecosystem and its associated risks.
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3.1.2.3 Market Integrity:

Maintaining the integrity of the BAYC market is essential for its long-term viability. Market ma-
nipulations undermine the fairness and trustworthiness of the ecosystem. By uncovering instances of
manipulation and implementing preventive measures, we can preserve the integrity of the BAYC collec-

tion and foster a healthy marketplace for genuine participants.

3.1.2.4 Enhancing Community Confidence:

The BAYC community plays a significant role in the success and growth of the collection. Instances
of market manipulation can erode community confidence, leading to decreased participation and en-
gagement. Conducting a study on market manipulations in BAYC demonstrates a commitment to the

well-being of the community and can help restore trust and bolster community support.

3.1.2.5 Investor Education:

Studying market manipulations in BAYC provides an opportunity to educate investors and partici-
pants about the risks associated with these practices. By raising awareness and sharing insights, indi-
viduals can make informed decisions, identify suspicious activities, and protect themselves from falling

victim to manipulative tactics.

3.1.2.6 Regulatory Considerations:

The emergence of NFT collections like BAYC has prompted regulatory scrutiny. Market manipula-
tions can attract attention from regulatory authorities, potentially resulting in new guidelines or regu-
lations. Conducting research on market manipulations in BAYC can contribute to the development of

regulatory frameworks that safeguard the interests of participants and promote fair market practices.

3.1.2.7 Long-Term Sustainability:

Ensuring the long-term sustainability of the BAYC collection is vital for its continued success and
growth. By studying and addressing market manipulations, we can mitigate risks and create a more
resilient ecosystem. A sustainable marketplace attracts new collectors, retains existing participants, and

fosters innovation within the NFT space.

3.1.2.8 Industry Reputation:

The NFT industry as a whole is closely watched by the broader public, mainstream media, and
potential new investors. Instances of market manipulations, if left unaddressed, can tarnish the reputa-

tion of the NFT ecosystem. By proactively studying and combating manipulative practices in BAYC,
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we can contribute to a positive industry image and instill confidence in the wider NFT market.

Ultimately, studying market manipulations in the Bored Ape Yacht Club NFT collection holds im-
mense importance, especially as its the most actively traded collection of all over the past year. By
protecting investors, preserving market integrity, instilling community confidence, educating partici-
pants, considering regulatory aspects, ensuring sustainability, and safeguarding industry reputation, we
can contribute to thriving and transparent marketplaces for NFTs. Through our research, we hope to
make a meaningful impact and foster a more trustworthy and sustainable marketplace for BAYC and

beyond.

3.2 Unveiling the Manipulative Techniques happening in NFT Trading

The rapidly expanding domain of Non-Fungible Tokens (NFTs) has opened up an innovative digital
marketplace, but with this, it has also brought forward significant challenges. Among these are the
numerous market manipulation techniques that are becoming increasingly prevalent, threatening the
stability and transparency of the NFT ecosystem. Tactics such as shill bidding, wash trading, pump and
dump schemes, front-running, rug pulls, fake valuation, Sybil attacks, spoofing, cornering the market,
and dropping the floor price, demonstrate the myriad of manipulative strategies that participants can
employ. Each of these deceptive practices brings its own set of complexities and implications that can
drastically impact market dynamics and investor confidence. As we delve deeper into the realm of
these tactics, we aim to offer insights into their mechanics, consequences, and the potential preventative

measures that could promote a fair and transparent NFT marketplace.

3.2.1 Understanding Shill-Bidding in NFT Markets

Shill bidding, a manipulative technique prevalent in auctions and online marketplaces, is an insidious
practice that undermines the fairness and transparency of bidding processes. In this section, we delve

into the definition and mechanics of shill bidding, exposing the intricacies of this deceptive game.

Shill bidding involves the use of fake bids strategically placed by a seller or their accomplice to create
an illusion of genuine interest and drive up the price of an item. The shill bidder, acting in collusion
with the seller, pretends to be a legitimate buyer, engaging in a deceptive charade that deceives other
participants. This clandestine tactic aims to manipulate the perception of demand, enticing genuine

buyers into bidding higher, ultimately leading to an inflated sale price.

The mechanics of shill bidding are carefully orchestrated to maximize its effectiveness. Here’s a

closer look at the various elements involved:
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3.2.2 Fake Bids:

The shill bidder places false bids on the item being auctioned, typically bidding incrementally higher
to maintain the illusion of genuine interest. These bids often occur during critical stages of the auction,

such as when the price reaches a certain threshold or when other participants show significant interest.

3.2.3 Withdrawn Bids:

To further deceive unsuspecting participants, the shill bidder may strategically withdraw their bids at
crucial moments. This tactic creates an illusion of a competitive bidding environment, leading others to

believe that they have a genuine chance of winning the item.

3.2.4 Collusion:

Shill bidding often involves collusion between the seller and the shill bidder. The seller may provide
incentives or compensation to the shill bidder in exchange for their participation in the deceitful practice.
This collaboration ensures that the seller can maximize their profits by artificially inflating the final sale

price.

3.2.5 Bid Increment Timing:

Shill bidders carefully time their bids to influence the behavior of genuine buyers. By placing bids
just above the current highest bid, they create a sense of urgency and competition, enticing others to bid

higher in an attempt to secure the item.

3.2.6 Bid Retraction:

In some cases, the shill bidder may retract their bid at the last moment, allowing a genuine bidder to
win the auction. This maneuver creates the impression that the shill bidder was a genuine participant
who got outbid, further enhancing the illusion of fair competition.

The mechanics of shill bidding are designed to manipulate the psychology of other participants.
The goal is to create an atmosphere of heightened competition and perceived demand, leading genuine
buyers to overpay for the item.

3.2.6.1 Understanding Wash Trading in NFT markets

Wash trading is a deceptive practice that has garnered attention within NFT markets for its ability to
distort trading volume and create a false perception of market activity. To comprehend the phenomenon

of wash trading in NFT markets, it is crucial to explore its characteristics and mechanisms.
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3.2.7 Definition of Wash Trading:

Wash trading involves the artificial creation of trading activity by executing simultaneous buy and
sell orders for the same asset, often by the same entity or colluding parties. Unlike genuine trades
that involve different market participants with distinct interests, wash trading gives the appearance of

increased trading volume without any actual change in ownership.

3.2.8 Illusory Volume Generation:

Wash trading generates illusory volume by repeatedly executing trades without any genuine eco-
nomic transactions taking place. Traders engaging in wash trading may place buy and sell orders at
similar or identical prices, ensuring that the net financial impact is minimal. However, the cumulative

effect creates a false impression of heightened trading activity.

3.2.9 Purpose of Wash Trading:

The primary objective of wash trading in NFT markets is to deceive market participants by creating
an illusion of high demand and liquidity. The increased trading volume can attract attention, entice other

traders to participate, and potentially influence the perception of market value and trend.

3.2.10 Distorting Market Metrics:

Wash trading distorts various market metrics and indicators, making it challenging to gauge genuine
market interest and activity. Trading volume, an important metric used to assess market health and
liquidity, becomes unreliable due to artificially inflated trading activity. Other metrics, such as bid-ask
spreads and depth of the order book, may also be distorted, leading to a false sense of market conditions.

3.2.11 Impact on Price Manipulation:

While wash trading does not directly impact market prices, it can indirectly influence short-term
price movements. The false appearance of increased trading activity and demand may create a sense of
momentum, attracting genuine participants who rely on market indicators to make trading decisions. As

a result, the market price may deviate from its true supply-demand dynamics.

3.2.12 Regulatory Concerns:

Wash trading raises significant concerns among regulators in NFT markets. Manipulative practices
like wash trading can mislead investors, distort market signals, and undermine market integrity. Regula-
tory bodies are vigilant in identifying and penalizing wash trading activities to ensure fair and transparent

market conditions.

42



3.3 Detecting Market Manipulation

In this section, we’ll go over how we went about collecting the data, organising it, visualising it, and

more to detect any manipulations happening in the BAYC collection.

3.3.1 Data Collection

In our study on market manipulations within the Bored Ape Yacht Club (BAYC) NFT collection, a
crucial aspect of our research involved the comprehensive collection and analysis of transfer data. By
scrapping the transfer data of each NFT in the BAYC collection from its inception until the present, we
were able to construct a network that visualizes the intricate web of transfers and interactions within the
collection.

To collect the transfer data, we used the Moralis API’s NFT endpoints and retrieved all the infor-
mation present on chain regarding each transfer. We extracted the transaction ID, sender and receiver
addresses, the block’s timestamp, block number, block’s hash, transaction’s hash, value of the transfer
of each token ID in the BAYC collection. This process allowed us to capture the transfer history of each
BAYC NFT and build a comprehensive dataset for analysis.

With the transfer data at hand, we proceeded to analyze and visualize the network of transfers within
the BAYC collection. Network visualization is a powerful technique that helps uncover patterns, con-
nections, and potential anomalies within a dataset. By representing each NFT as a node and the transfers
as edges between nodes, we constructed a visual representation of the transfer network.

Through the analysis of the transfer network, we aimed to identify noteworthy patterns and anomalies
that could shed light on potential market manipulations. By examining the distribution of transfers,
we assessed the frequency, timing, and volume of transactions between different addresses. We also
explored the relationships and clustering of nodes within the network to identify groups of addresses
that exhibited significant transfer activity.

The analysis of the transfer network offers valuable insights into the dynamics of the BAYC col-
lection. It allows us to observe the flow of NFTs between participants, identify influential addresses,
and uncover potential relationships or collaborations that might indicate manipulative behaviors. By
mapping the transfer network, we can gain a deeper understanding of the transactional patterns and
interactions within the BAYC community.

While the network of transfers provides valuable insights, it is essential to acknowledge the limi-
tations and considerations of our analysis. The transfer data represents only the recorded transactions
on the blockchain and may not capture off-chain interactions or private transfers, also some transfers
though happen on chain, are paid for off-chain. Additionally, the visualization and analysis of the
transfer network provide observations and correlations but do not directly prove market manipulations.
Further investigation and analysis are necessary to establish causality and identify specific instances of

manipulative activities.

43



The collection and analysis of transfer data in the BAYC collection contribute to our understanding
of the market dynamics, participant interactions, and potential manipulative behaviors within the NFT
ecosystem. By leveraging network visualization and exploring the patterns and anomalies, we uncovered

some invaluable insights and cases of manipulation, which we will be getting into in the later sections.

3.3.2 Tools and Techniques employed for analysis

To uncover market manipulations within the Bored Ape Yacht Club (BAYC) NFT collection, we
employed a range of tools and techniques for data analysis. These tools and techniques provided us
with the necessary means to delve deep into the collected data, identify patterns, and gain insights into
potential manipulative behaviours. Here, we outline the key tools and techniques utilized in our analysis
in the following paragraphs.

To collect the relevant data for our analysis, we utilized web scraping techniques. By accessing
blockchain explorers and NFT marketplaces through the Moralis API, we extracted the data of the
transfer records of every transfer that happened on the contract address of BAYC, including the transac-
tion details, participant addresses, timestamps, and token IDs. This data scraping process allowed us to
gather a comprehensive dataset, which formed the foundation for subsequent analyses.

One of the primary techniques employed was network analysis. By constructing a transfer network
using the collected data, we examined the relationships and interactions between the wallets within the
BAYC collection. Network analysis enabled us to identify patterns, clusters, and potential anomalies
that may signify market manipulations. We mainly looked to find cycles in the transfer network graph
of a BAYC. Finding cycles was indicative of something fishy, turned out to be true in most of the cases.
When an NFT was bought and sold between a set of wallets, in a short period of time, its usually a case
of shill-bidding.

Given the temporal nature of the data, analysing the time between transfers of BAYCs we suspected
to be manipulated was a technique utilized in our study. By analyzing the transfer data over time, we
sought to identify trends, seasonality, and potential cyclical patterns that could indicate manipulative
behaviors. We looked for the frequency at which malicious wallets would buy and sell the BAYCs, we
also looked to see if the gap between the transfers was quick and short, or similar to unmanipulated-NFT
transfers, taking random times between each transfer.

Comparative analysis involved comparing the transfer data of the BAYC collection with other NFT
collections or market benchmarks. This allowed us to assess whether certain patterns or anomalies
observed in the BAYC data were unique to the collection or exhibited similarities to broader market
trends. Comparative analysis provided a contextual understanding of the observed transfer patterns and
potential manipulations.

These tools and techniques formed the backbone of our analysis, enabling us to delve into the in-
tricacies of the BAYC collection, identify potential market manipulations, and gain insights into the

underlying dynamics. By employing a combination of data scraping, network analysis, statistical anal-
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ysis, pattern recognition, time series analysis, and comparative analysis, we aimed to uncover valuable

findings that contribute to a more transparent and trustworthy NFT marketplace.

3.4 Analysis from BAYC NFT Collection

There are 10,000 BAYC NFTs, which are now owned by 5,625 unique wallets. The Bored Ape
Yacht Collection was minted from 22nd of April, 2021 for a minting price of 0.08 ETH and have had
a meteoric rise from its inception till the May of 2022 when the floor price started falling continuously.
The drop in the floor price in an NFT collection can happen by any of the owners in the collection, who
put their NFT up for sale lower than the current floor price. Recently the BAYC collection have been
recuperating slowly and regaining value, but may not reach the heights they were worth at their peak.
Most of the BAYC Apes are not deemed to be liquid and hard to sell off for a price higher than what they
were bought initially. We looked for cycles of all sizes, then based on our findings began to focus on
cycles from size 1 to 4. A cycle of size 1 means it has been bought and sold by the same wallet. While
a cycle of size 2 means it was bought from A by B, only to be sold back to A again. There are cycles
present in 4969 Bored Apes from the data we’ve collected till 10th of June, 2023. Which is nearly half
of the collection, meaning there is reason to look deeper into the previous transfers of one in every two
tokens one looks to purchase. There have been a total of 211,314 transfers we’ve looked at and the total
value of all tokens in the collection at the time of writing stands at 474,905 ETH or around 830 million
USD. In the following figures, you can see a few samples of the network of transfers & the cycles in
them that we found. Note that the green node is the minting address and the red node is last buyer and
current owner wallet as of 10th June, 2023.

Figure 3.2: Token ID 1011 Figure 3.3: Token ID 6603
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Figure 3.4: Token ID 8069 Figure 3.5: Token ID 9553

3.5 Implications and Challenges

Let’s discuss the potential implications and challenges that market manipulations cause, especially
as buying and selling of NFTs becomes more and more popular, its important to take note of how things
can go wrong and how wrong they can go. We also mention challenges faced by traders in finding truly
valuable NFTs.

3.5.1 Financial consequences for buyers and sellers

Market manipulation in the NFT space can have profound financial consequences for both buyers
and sellers, affecting them in various ways.

For buyers, manipulative tactics can result in substantial financial losses. For instance, in pump and
dump schemes, buyers might be enticed into purchasing an NFT at an artificially inflated price, only
to find its value plummet once the manipulators sell off their holdings. Similarly, in cases of rug pulls,
buyers may find themselves holding onto NFTs that are essentially worthless after the creators have
disappeared or abandoned the project. Wash trading and shill bidding can also result in buyers paying
more than they should due to the artificial inflation of prices.

Furthermore, the impact of market manipulation can extend beyond immediate financial loss. Falling
victim to such practices can erode buyer confidence, leading to reduced participation in the NFT mar-
ket. This withdrawal can lead to a contraction in market activity, potentially stagnating growth and
innovation within the ecosystem.

Sellers, on the other hand, may also face significant financial consequences due to market manipula-

tion. Practices like spoofing or cornering the market can lead to artificially low demand or high supply,
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forcing sellers to offload their NFTs at prices lower than their actual value. Additionally, the financial
impact of manipulative practices on sellers can manifest in the form of reputational damage, especially
in cases of association with fraudulent schemes, intentionally or not.

In broader terms, market manipulation can lead to inefficient price discovery, where the prices of
NFTs do not accurately reflect their intrinsic value due to deceptive trading practices. This inefficiency
can lead to resource misallocation, where funds are directed towards overvalued NFTs at the expense
of potentially undervalued ones. Over time, these distortions can create systemic risks, affecting the
stability and credibility of the entire NFT marketplace.

Therefore, the financial implications of market manipulation in the NFT space are far-reaching,
affecting the financial health of individual buyers and sellers, as well as the overall health and integrity
of the market itself. It underscores the importance of addressing and mitigating these manipulative

practices in a timely and effective manner.

3.5.2 Erosion of trust in NFT markets

The prevalence of market manipulation tactics significantly erodes the trust in BAYCs and their
value, posing a substantial threat to the long-term viability of the NFT ecosystem.

Market manipulation creates an environment of uncertainty and unpredictability, where the rules of
fair play are subverted, and market dynamics are artificially influenced. This disrupts the foundational
principle of the marketplace — that of fair price discovery based on genuine demand and supply. When
buyers and sellers cannot trust the price signals in the market, they may become reluctant to participate,
leading to reduced market activity and stifling innovation.

Furthermore, trust erosion due to market manipulation can have lasting implications on the reputation
of the NFT market. Instances of buyers suffering significant financial losses due to deceptive practices,
or of prominent NFT projects associated with fraudulent activities, can garner negative media attention.
This can deter potential new entrants and investors, slowing down the growth of the NFT market.

The pseudo-anonymous nature of blockchain can exacerbate this trust erosion. While anonymity is
one of the key features of blockchain technology, offering users privacy and control over their digital
identities, it also makes it easier for manipulators to carry out deceptive practices with little to no ac-
countability. This can further undermine trust in the system, particularly among less technologically

savvy individuals who might find it difficult to navigate and verify transactions in the blockchain.

3.5.3 Impact on market integrity and investor confidence

The consequences of these manipulative practices are profound and far-reaching. They can artifi-
cially inflate the prices and perceived popularity of NFTs, mislead potential investors, and destabilize
the market.

Manipulations like these in the BAYC NFT marketplace can cause potential investors to believe

that certain NFTs are more valuable or sought after than they genuinely are. This, in turn, can lead to
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inflated prices and speculative bubbles. When these bubbles burst, investors can lose significant amounts
of money and become disillusioned with the market. Moreover, these practices can undermine the trust
in the fairness and transparency of the blockchain, which is one of its core selling points.

While these strategies may result in short-term profits for the manipulators, they are harmful to the
broader NFT marketplace. They undermine investor confidence, distort market pricing mechanisms, and
in some cases, may be illegal. As the NFT marketplace matures, there is a growing need for regulatory
oversight and improved transparency to combat these practices.

The recent fall of the price of Bored Apes over the past months have led to havoc all across the
ecosystem, with lending firms that have given loans with Bored Apes as collateral going bankrupt, es-
pecially after the crash of the infamous decentralised exchange FTX, which furthered the panic. People
began selling their Bored Apes for prices one-third compared to its peak in May of 2022, but the low
floor price has also given an opportunity for those looking to invest in Bored Apes.

3.5.4 Navigating through Investing in NFTs: Investor Awareness and Preventative Mea-

sures Against NFT Market Manipulation

In the face of the myriad market manipulation techniques prevalent in the Non-Fungible Token (NFT)
marketplace, it is incumbent upon investors to safeguard their interests through a multifaceted approach.
A crucial first step in this regard is to cultivate a deep understanding of the blockchain technology that
underlies NFTs and the specifics of the NFT marketplace. Acquainting oneself with the nuances of
various manipulation techniques can provide a solid foundation for discerning potential red flags.

Prior to investment, extensive research into the project’s credibility is paramount. Examining the
track record of the project team, their engagement with the community, and other factors that denote
authenticity, can play a significant role in warding off deceptive investment traps. Rapid price escalations
or excessive hype, particularly surrounding newly minted NFTs, should warrant caution as they are often
symptomatic of manipulative pump and dump schemes.

The transparent nature of the blockchain also serves as a valuable resource for investors. By enabling
the verification of transaction history, it aids in the identification of anomalies such as frequent transfers
between the same accounts - an indication of wash trading. Concurrently, investors would do well to
resist the allure of impulse buying, often incited by a fear of missing out (FOMO) atmosphere created
by market manipulators.

Investment diversification is another prudent strategy that can help mitigate potential losses at-
tributable to manipulation within a specific NFT project. Active participation in NFT communities
on platforms such as Discord or Twitter can provide timely updates on developments and trends, albeit
with the awareness that misinformation and unwarranted hype can also permeate these platforms.

Moreover, keeping abreast of legal and regulatory advancements in the crypto and NFT space can
offer an added layer of protection. Regulatory bodies worldwide are beginning to focus on these mar-

kets, and their guidelines can help navigate the investment landscape more safely. Lastly, confining
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transactions to reputable NFT platforms can reduce the risk of fraudulent activity, given their propensity
to implement measures that detect and deter such conduct.

In sum, while investing in NFTs can offer lucrative opportunities, it is essential to comprehend
the associated risks. By adopting a meticulous and calculated approach, with information gathering
and due diligence, investors can significantly enhance their ability to circumvent the pitfalls of market
manipulation in the NFT space. But this isnt easy, as doing in-depth research requires us to look beyond
the seller we’re buying from and the offer they’re making, but rather into all the transactions that have

ever happened on that NFT and in that collection.
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Chapter 4

Concluding Remarks

4.1 Conclusions

The research carried out in this thesis has explored two distinct but interconnected areas within the
realm of blockchain technology and its applications. The first paper focused on conducting a compre-
hensive survey of layer-2 scaling solutions for blockchain networks, while the second paper examined
the phenomenon of market manipulation within the BAYC NFT collection. Through these two works,
we have gained valuable insights into the challenges and opportunities that arise in these domains, shed-
ding light on the advancements and potential risks associated with blockchain technology.

In the survey of blockchain’s layer-2 scaling, we delved into the various solutions that have been
developed to address the scalability limitations of blockchain networks. The research highlighted the
importance of layer-2 scaling techniques, such as state channels, sidechains, and plasma, in improving
the throughput and efficiency of blockchain systems. We explored their underlying principles, techni-
cal implementations, and use cases, providing a comprehensive overview of the state-of-the-art in this
rapidly evolving field. By examining the strengths and weaknesses of different layer-2 solutions, we
contributed to the body of knowledge that guides researchers, developers, and stakeholders in selecting
appropriate scaling mechanisms for their specific needs.

On the other hand, the investigation into market manipulation in the BAYC NFT collection brought
to the forefront a pressing issue in the rapidly growing world of non-fungible tokens. By analyzing real-
world instances of manipulation, we uncovered the various tactics employed by unscrupulous actors to
artificially inflate prices and deceive market participants. Our findings highlighted the vulnerability of
the NFT market to such activities and underscored the need for regulatory measures, transparency, and
improved security mechanisms to protect both artists and collectors. Moreover, our work encouraged
further research and awareness regarding the ethics and governance surrounding NFTs, emphasizing the
importance of responsible practices within this emerging market.

Overall, these two papers collectively contribute to the broader understanding and development of
blockchain technology and its applications. Layer-2 scaling solutions are crucial for enhancing the

scalability and usability of blockchain networks, paving the way for widespread adoption in areas such
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as finance, supply chain management, and decentralized applications. Similarly, the examination of
market manipulation in NFT collections raises important considerations for the future of digital assets,
urging industry participants and policymakers to address issues related to market integrity and investor
protection.

Looking ahead, it is evident that both areas of research demand further exploration and refinement.
The field of layer-2 scaling continues to evolve rapidly, with new solutions emerging and existing ones
undergoing enhancements. Ongoing research in this domain is vital to ensure the continued growth and
viability of blockchain technology as a whole. Similarly, the nascent NFT market requires continual
scrutiny, as it navigates the challenges associated with regulation, authenticity, and fair market practices.
By addressing these challenges and building upon the findings presented in this thesis, we can foster a
more secure, efficient, and trustworthy blockchain ecosystem.

In conclusion, this thesis serves as a stepping stone toward a more comprehensive understanding of
the intricacies of blockchain technology, layer-2 scaling, and the NFT market. By exploring and address-
ing the challenges and opportunities within these domains, we contribute to the collective knowledge
base, guiding future research, and development efforts. As blockchain technology continues to reshape
industries and transform economies, it is imperative that we remain committed to rigorous investiga-
tion, critical analysis, and responsible innovation to unlock its full potential and realize the benefits it

promises for society at large.

4.2 Future Scope

The research conducted in this thesis opens up several avenues for future exploration and develop-
ment within the fields of blockchain technology, layer-2 scaling, and the NFT market. The following
areas present opportunities for further investigation and improvement:

Layer-2 Scaling Solutions: As blockchain networks continue to face scalability challenges, future
research can focus on developing and refining layer-2 scaling solutions. Further investigation into state
channels, sidechains, plasma, and other off-chain techniques can help address existing limitations, such
as security, interoperability, and usability. Exploring novel approaches and evaluating their real-world
performance will be crucial in establishing best practices and advancing the scalability of blockchain
systems.

Optimization and Efficiency: Enhancing the efficiency of layer-2 scaling solutions is another promis-
ing area for future research. Optimizing resource utilization, reducing transaction costs, and minimiz-
ing latency are essential goals to ensure widespread adoption. Exploring techniques such as sharding,
rollups, and advanced consensus algorithms can contribute to achieving higher throughput, lower fees,
and improved user experiences.

Interoperability and Standards: With the increasing heterogeneity of blockchain networks, interop-
erability becomes a critical factor. Future research can focus on developing interoperability protocols

and standards that enable seamless communication and data exchange between different blockchain
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platforms. Investigating cross-chain communication mechanisms and exploring interoperability frame-
works will facilitate the integration of various layer-2 scaling solutions and promote interoperable
blockchain ecosystems.

Market Integrity and Regulation: The NFT market, while exhibiting immense potential, also faces
challenges related to market integrity and regulation. Future research can delve deeper into identifying
and addressing market manipulation techniques, exploring effective regulatory frameworks, and estab-
lishing industry standards for NFT transactions. Developing transparent and secure platforms for NFT
trading, establishing provenance and authentication mechanisms, and ensuring fair market practices will
be crucial for the long-term sustainability and trustworthiness of the NFT market.

Ethical Considerations and Sustainability: As blockchain technology evolves, it is essential to con-
sider its broader ethical implications and long-term sustainability. Future research can explore the en-
vironmental impact of blockchain networks, seeking energy-efficient consensus algorithms and explor-
ing ways to mitigate the carbon footprint associated with blockchain operations. Additionally, ethical
considerations regarding data privacy, ownership, and governance in blockchain systems need further
investigation to ensure responsible and equitable use of the technology.

Real-World Applications: While the thesis primarily focused on layer-2 scaling and the NFT market,
future research can explore the application of these technologies in various industries and sectors. In-
vestigating how layer-2 scaling solutions can be applied to specific use cases such as finance, healthcare,
supply chain management, and governance systems will provide valuable insights into the practical im-
plementation of blockchain technology. Furthermore, exploring the potential of NFTs beyond digital art,
such as in gaming, intellectual property rights, and decentralized finance, will unlock new possibilities
and avenues for innovation.

In summary, the future scope of research within blockchain technology encompasses optimizing
layer-2 scaling solutions, promoting interoperability, addressing market integrity and regulation in the
NFT market, considering ethical implications and sustainability, exploring real-world applications, and
pushing the boundaries of innovation. By furthering our understanding in these areas and actively
pursuing advancements, we can shape a more efficient, secure, and inclusive blockchain ecosystem that

positively impacts industries and society as a whole.
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