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ABSTRACT

Internet of Drones (IoD) architecture is designed to support a co-
ordinated access for the airspace using the unmanned aerial vehi-
cles (UAVs) known as drones. Recently, IoD communication envi-
ronment is extremely useful for various applications in our daily
activities. Artificial intelligence (Al)-enabled Internet of Things
(IoT)-based drone-aided healthcare service is a specialized environ-
ment which can be used for different types of tasks, for instance,
blood and urine samples collections, medicine delivery and for the
delivery of other medical needs including the current pandemic
of COVID-19. Due to wireless nature of communication among
the deployed drones and their ground station server, several at-
tacks (for example, replay, man-in-the-middle, impersonation and
privileged-insider attacks) can be easily mounted by malicious at-
tackers. To protect such attacks, the deployment of effective authen-
tication, access control and key management schemes are extremely
important in the IoD environment. Furthermore, combining the
blockchain mechanism with deployed authentication make it more
robust against various types of attacks. To mitigate such issues,
we propose a private-blockchain based framework for secure com-
munication in an IoT-enabled drone-aided healthcare environment.
The blockchain-based simulation of the proposed framework has
been carried out to measure its impact on various performance
parameters.

CCS CONCEPTS

« Networks — Security protocols; « Security and privacy —
Authentication.
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1 INTRODUCTION

Internet of Drones (IoD) is a technology which drives its concept
from the Internet of Things (IoT). IoD helps in providing coor-
dinated access to a controlled airspace for the unmanned aerial
vehicles (UAVs), also known as drones. With equipped smart sen-
sors, actuators and other ubiquitous wireless connectivity, drones
have now various amazing applications to facilitate our day-to-day
life activities [14], [15]. Several applications of IoD include “package
delivery”, “traffic and wild life surveillance”, “inspection of infras-
tructure”, “rescue operations and inspection of agriculture fields”,
“battlefield scenario” and “cinematography” [3], [4], [13], [25].

Health informative (also known as healthcare informatics) is a
kind of information engineering that is used healthcare domain for
management and effective use of the patients’ healthcare informa-
tion (for example, a doctor can provide remote consultation to the
patients on the basis of his/her medical records). In addition, it may
not be essential for the patients to visit the doctor physically due to
costs involved in visiting the hospitals and other recent outbreaks
such as COVID-19. The health related records (blood test reports,
medical history and family diseases history) can be then maintained
over the healthcare server [24], [9], [27].

The drones in healthcare or drones-aided healthcare services is
an emerging application involved in IoD environment. Consider
the following recent scenario. Due to the pandemic of COVID-19,
many countries have followed lock-down strategy in which they
have partitioned the areas of a city/town into several zones: 1)
“containment zone”, 2) “red zone”, 3) “orange zone” and 4) “green
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zone”. Among all these defined zones, the containment zone are
particularly problematic because incoming and outgoing entries of
the people containing in that area are restricted. Such a restriction
is necessary to prevent the spreading of COVID-19 infections. It
is also a kind of epicenter which has most of the positive cases
of infections. The people who suffer from other severe diseases
(i.e., cancer, cardiac, HIV and kidney) can not go outside or have to
take permissions from the concerned authority to go outside of the
containment zone. For such situations, the drones-aided healthcare
services can be very effective and helpful. Using the drones-aided
healthcare services, the tasks such as “blood and urine sample col-
lection”, “medicines delivery” and other medical equipment can be
delivered to the patients in those areas. Apart from these services,
the drone-aided healthcare services are also very useful for other
scenarios such as rural areas, tribe areas, and curfew imposed areas.
However, the communication in an IoT-enabled drone-aided health-
care communication environment may face several “security and
privacy issues” as such an environment may be vulnerable to differ-
ent attacks. Some potential attacks may be launched by an adversary
include “replay”, “man-in-the-middle attack (MiTM)”, “imperson-
ation attack”, “sensitive information leakage attack”, “unauthorised
hijacking and controlling of drones”, and “malware attacks on the
system of drone” and also “denial-of-service (DoS) attack” [25], [3],
[22]. In order to secure an IoD environment, authentication, access
control and key management are the main security services. More-
over, the use of blockchain mechanism makes it more robust against
various types of attacks including proving “immutability”, “trans-
parency” and “decentralization”. In a blockchain, the distributed
ledger technology helps in recording the provenance of digital
assets. The mechanism of blockchain involves block creation, cen-
sus process (mining of created blocks) and block addition in the
blockchain. The information communicated among the drones and
their ground station server in IoT-enabled drone-aided healthcare
communication environment are stored in the distributed ledger of
blockchain. Since the health-related information is strictly private
and confidential, we consider the private blockchain in ths paper.
The main contributions towards this work are summarized below.

e A new private-blockchain based security framework for the
secure communication in IoT-enabled drone-aided health-
care communication environment has been proposed.

e We present two important system related models (network
model and attack model) that are mandatory to design the
proposed security framework.

e The proposed framework is resilience against possible po-
tential attacks needed in an IoD environment.

e Finally, a practical demonstration of the proposed frame-
work using blockchain simulation shows its impact on per-
formance parameters.

In the next section, a brief literature review of various existing
techniques related to a healthcare domain is provided. The details of
system models required to design the blockchain based framework
for secure communication in IoT-enabled drone-aided healthcare
environment is provided in Section 3. The detailed description of
the proposed framework is explained in Section 4. A brief security
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analysis is also provided in Section 5. The blockchain-based practi-
cal demonstration of the proposed framework is given in Section 6.
Finally, the paper is concluded in Section 7.

2 RELATED WORK

Kumar et al. [18] presented a multiverse optimizer (MVO) based 2-D
path planning method to achieve quality of service (QoS) in UAV en-
vironment. Garg et al. [12] presented a data-driven transportation
optimization scheme. In their scheme, a cyber-threat detection in
smart vehicles was carried out via a data structure, called the “prob-
abilistic data structure (PDS)”. A triple bloom filter based scheduling
scheme for load balancing was also applied to receive real-time
data from various vehicles.

Garg et al. [11] also designed a tree-based attack-defense method
for the security analysis of UAV environment. They implemented
an attack-defense tree in order to predict each move of the defender
as per an attacker’s plan. A case study of denial-of-service (DoS)
attack was also conducted by the authors to evaluate efficiency of
their method. Kim et al. [17] addressed the drone-aided delivery
and pickup planning of medication, and test kits for patients with
chronic diseases who are required to visit clinics for their routine
health examinations and for the refilling of medicine in the rural
areas. Ullah et al. [23] investigated the benefits of uses of 5G in
various domains by considering several use cases. Arteaga et al. [2]
presented an exploitation of the “Global Positioning System (GPS)”
vulnerability in commercial drones. Their identified vulnerability
could help a malicious attacker to control autonomy and carry out
other illegal tasks.

Chamola et al. [7] explored the uses of technologies (for exam-
ple, Internet of Things (IoT), Unmanned Aerial Vehicles (UAVs),
blockchain, Artificial Intelligence (AI) and 5G) to reduce the impact
of COVID-19 outbreak. Wazid et al. [25] and Bera et al. [3] pro-
posed blockchain based authentication and access control schemes
for the IoT enabled drones communication to make secure com-
munication among the drones and ground station server. Alladi
et al. [1] discussed different applications of blockchain for drones
communication.

Sharma et al. [21] provided a vulnerability assessment for drones-
enabled industrial IoT (IIoT). They evaluated the drone’s behavior
for potential vulnerabilities by using security policies. Lin et al. [19]
also presented a trend of ToD in both industry and research. Recently,
Wazid et al. [26] also presented a blockchain based framework
for the authentication and secure data exchange in an Internet of
Intelligent Things (IoIT) environment by presenting a generalized
authentication, key establishment and secure data exchange, and
blockchain formation mechanism.

3 SYSTEM MODELS

In the following, we discuss the following models that are utilized
in the proposed security framework design.

3.1 Network model

The network model of the proposed framework provided in Fig-
ure 1 depicts the connection and communication among different
network entities, such as patients, relative and friends of patients,
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drones, doctors and other healthcare staffs in the hospitals, phar-
macy staff at the medicine refilling center, etc. There is a ground
station server (GSS) acts with a fully trusted control room (CR)
controls all the activities happen in such an environment. Drones
are responsible for the samples collection (i.e., blood and urine),
and also for the delivery of medicine and other medical needs. Each
drone communicates with its neighbor other drones in its own
flying zone as well with the GSS. The GSS executes the commands
for the drones and then the drones act accordingly. Drones also
send the data related to their activities to the GSS. Thus, the GSS
records the received data in the form of transactions and then makes
them available to the Peer-to-Peer (P2P) cloud servers networks.
Cloud servers are resource rich nodes having high computation,
communication and storage capabilities, act like the miner nodes.
The healthcare data is very sensitive therefore, its not a good strat-
egy to put this over the public blockchain. Hence, we consider a
private blockchain model in the proposed framework. The P2P
cloud servers network is also capable to execute big data analysis
on the received healthcare data using the Artificial Intelligence
(AI)/Machine Learning (ML) techniques. The big data analytic pro-
cess is needed to draw some useful predictions from the received
and analysed data (for example, prediction related to the medi-
cal requirements of the patients inside a COVID-19 containment
zone) using the authenticated data available inside the blocks in
the private blockchain.

P2F Cloud
server network

rver

Sample testing request
forwarded to nearest

" Hospital-Sample testing

Figure 1: Network model (Adapted from [17]).

3.2 Threat model

The Dolev-Yao (DY) threat model [10] is followed along with the
current de facto Canetti and Krawczyk (CK) adversary model [5].
The DY model permits an adversary A not only to intercept the
communicated messages between entities in the IoD environment,
but also can modify, delete or insert fake contents in between the
communication. Under the CK-adversary model, beyond A’s ca-
pabilities of the DY threat model, A can also compromise session
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states, session keys and secret keys if a session is hijacked. Hence,
it is a desirable requirement that the construction of session keys
must be based on both short term (temporal) secrets and long term
secrets so that compromised of a session key between two enti-
ties does not affect in compromising the session keys established
in other sessions between those entities in the IoD environment.
Some drones can be physically captured by A as they can not mon-
itored in 24X7. A can then easily extract the sensitive information
from their memory using the power analysis attacks [20]. This
malicious act of A may lead to other attacks, such as impersonate
attacks. The control room (CR) and GSS are assumed to be the fully
trusted entities, whereas cloud servers are semi-trusted entities in
the network.

4 THE PROPOSED FRAMEWORK

The proposed blockchain-envisioned security framework for Al-
enabled IoT-based drone-aided healthcare services is explained
below. The proposed framework contains the following phases.
Various notations used in the proposed framework are provided in
Table 1. In addition, to protect replay attack, it is also assumed that
all the entities in the IoD environment are synchronized with their

clocks [4].

Table 1: Notations and their meanings

‘ Symbol ‘ Meaning
A An adversary
DR; ith drone
GSS, CR Ground station server and control room
CSy k" cloud server in blockchain center
Uy Ith user
SKpi.p; Established session key between entities p; and p;
(KUx, KRx) Elliptic curve cryptography (ECC) based public
and private keys pair of an entity p;
Cmdgss, DR, Command issued by GSS to a drone DR;
ECDSA.SigkR;ss(Cmdgss,pr;) | ECDSA signature of GSS on command Cmdgss, pr;
Datagg,,Gss Data sent by DR; to GSS
ECDSA.SigKRDRi (Datapg,,Gss) | ECDSA signature of DR; on data Datapg,, Gss
Requ,,Gss Request sent by Uj to GSS
TSy Current timestamp of an entity X
BC Blockchain center
BLK New block to be added in the blockchain

4.1 Pre deployment and registration phase

In this phase, the selection of various cryptographic primitives in-
cluding “one-way cryptographic hash function”, a non-singular
elliptic curve over a finite field of large prime order, ECC en-
cryption/decryption and elliptic curve digital signature algorithm
(ECDSA) [16]. After this process, the registration of various entities,
such as drones (DR;), ground station server (GSS), cloud servers
(CSy) and users (U;) are performed the trusted control room (CR).
After the completion of registration process, the essential creden-
tials are stored in the memory of the devices as well in the smart
phones (mobile devices) of registered users (i.e., doctor, patients and
their relatives, other healthcare staff, etc.). In addition, all the enti-
ties X will generate their own ECC-based private and public keys
pairs (KUy, KRx). All these entities are then deployed in different
areas, such as COVID-19 containment zones, curfew imposed areas,
rural and tribe areas, hospitals and pharmacies.
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4.2 Authentication, key establishment, access
control and data collection phase

This phase can be executed as follows.

Step 1. To avail the services of the network, different users can
login into the system with the help of their mobile devices and pre-
loaded secret credentials in their mobile devices. If the users are
genuine, they will be able to login into the system and at the same
through user authentication mechanism they can establish session
keys with the GSS. We can apply a similar user authentication and
key establishment process between a registered user U; and the GSS
as done in the existing user authentication scheme between a user
and a drone [25]. In this way, assume that the session key SKy, gss
is established between U; and the GSS for secure communication.

Step 2. A registered user U; can now send a request Reqy, Gss
for healthcare services to the GSS securely to the GSS using the
established session key SKy, gss. In this way, U; can send the
encrypted request ERequ,css to the GSS and the GSS can also
decrypt it using the same session key SKy, gss to get Requ,,Gss
which forms a transaction TXy, Gss for the user U; for adding in
the blockchain later.

Step 3. In the access control process, each drone (DR;) needs
to mutually authenticate with the GSS. After successful mutual
authentication, they will establish a secret key SKpg, Gss among
them for secure communication. It is worth noticing that the GSS
will communicate with the cloud servers CS. in the blockchain
using the public key KUcg, . We apply a recently proposed existing
robust access control mechanism [3] for establishing SKpg, Gss
between DR; and its associated GSS.

Step 4. Consider a drone (DR;) in its assigned flying zone is
responsible for specific tasks, such as blood and urine samples
collection and delivery of medicine, and other medical needs are
assigned to that drone from the CR/GSS. Upon receiving an au-
thenticate request Requ, gss securely from a legal user U; to
the GSS (as explained in Step 2), the GSS will issue a command
by generating current timestamp 7'S; and sending the encrypted
command message, say MSG; = {ESKDR,-,GSS [CmdGss, DR;»
ECDSA.SiggRrsss(Cmdgss, DRr;» TS1)], TS1} to the concerned DR;
via public channel, where ECDSA.Sigxr;s(-) represents the
ECDSA signature using the GSS’s private key KRgss. After re-
ceiving the message from DR;, the GSS checks the validity of times-
tamp TSy by |TS; — TS}| < AT, where the maximum transmission
delay is represented by AT and TS is reception time of the mes-
sage MSGi, and decrypts the message using the same session key
SKDpR;,Gss to have Cmdgss, pr; and its signature. If the signature
verification using the public key KUgss of the GSS is valid, the com-
mand is treated as authentic. DR; then reads the information (avail-
able in Cmdgss, pr;) requested by GSS and prepares an encrypted
response data message as MSGy = {ESKDR,-,css [Datapg,,Gss>
ECDSA.SigKR g, (Datapr,,Gss»TS2)], TS2}. DR; then sends the
response message MSG, to GSS via public channel.

Step 5. GSS receives the message MSGz, checks the validity of
received timestamp TS, and then decrypts it using SKpg,; Gss-
After that GSS verifies the decrypted signature using the public
key KUpg, of DR;. If it verifies successfully, the GSS reads the in-
formation Datapg,, Gss. After that the GSS prepares transactions
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TXpR;,css and TXGss, pr; for the command and response mes-
sages, respectively. In this way, the GSS will have a number of
transactions, say TX;, where i = 1,2 - - - t,. Finally, the GSS sends
encrypted transactions {Exygqs [TXilli = 1,2, -, tn} securely to
a cloud server, say CS using the public key KUcg, of the CSy.

‘ Block Header ‘
Block Sequence number (version) | SNBgrk,
Last block hash LBHpL K, _,
Merkle tree root MTRBLK,
Timestamp TSBLK,
Public key of owner (proposer) KUcs,

‘ Block Payload (Encrypted Transactions) ‘
{EkUgss TXli = 1,2,- -+, tn}

List of t,, encrypted
transactions #i (TX;)

‘ Current block hash
Signature on CBHash

| CBHashpk, |
ECDSA signature on CBHashp k.. as
SigpLK, = ECDSA.SigKRCSk (CBHashprk, )

Figure 2: Structure of a block BLK

4.3 Blockchain implementation phase

In this phase, a cloud server CSy. in the P2P cloud servers network
will collect securely a pool of transactions. The blocks creation,
verification and addition into the blockchain are done using the
following steps:

Step 1. CS; will then create a block, say BLK in order to
add into blockchain. The structure of BLKy presented in Fig-
ure 2 contains the following: 1) a block header having the block
sequence number/version (SNBgrk, ), previous/last block hash
(LBHBLK,_,), Merkle tree root (MTRprk, ) on all t, encrypted
transactions {Exygs[TXilli = 1,2,- -, tn}, block creation times-
tamp (TSgLk, ); 2) block payload having ¢, encrypted transactions;
3) current block hash CBHashp| g, ; and 4) signature on block
SigpLK, = ECDSA.SigKRCSk (CBHaShBLKx ).

Step 2. CKj then adds the created block using the consensus
algorithm via voting request with the steps explained in Algorithm
1. It is worth noticing that we have applied the “Practical Byzantine
Fault Tolerance (PBFT) consensus algorithm” [6].

4.4 Al-enabled secure Big data anlytics phase

We now discuss how an Al-enabled secure Big data analytics can
be done using the formed blockchain in the previous section.

We consider a data poisoning attack, which becomes a significant
threat in AI/ML. This is mainly due to the fact that the fake data
may be injected by malicious users which may lead to delude the
“training data sets for puzzling AI/ML algorithms” [8]. This results
in incorrect predication on data sets. Such an attack is fatal because
it may have a crucial factor for businesses as well as organizations
from both the “financial terms” and “damaging their reputations”
points of view.

With the help of the proposed blockchain-based security frame-
work, the transactional data (e.g., Cmdgss, pr;, Datagr, Ggss and
Requ,,Gss) stored in private blockchain are authentic as well as
genuine too. It helps in avoiding data poisoning attacks by a mali-
cious user being an adversary. As a result, it leads to run the AI/ML
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Algorithm 1 Consensus for block verification and addition

Input: A pool of transactions and N, where N is the nodes in the

P2P network with N = 3F + 1 and F is the number of faulty nodes

Output: Commitment and addition of a block BLK, into BC after
its successful validation

1: Assume a proposer (called a leader), say CS; is elected in a
round-robin fashion
2. The proposer CS; collects transactions securely from the trans-
action pool and creates a block BLKy
3: CS) broadcasts the block BLK to each follower cloud server
node CS; in the network
4: The validators CS; receive BLKy from CS; and validates it with
transaction pool
5. for each validator node do
6:  Verify timestamp, Merkle tree root, current block hash, and
signature on BLK
7. If all checks are verified successfully, broadcast the validated
status
8. end for
9: Let Val denotes the valid responses. Initialize Val « 0
10: for each commit message in the global commit message pool
do
1. CSj calculates Val values
12:  if commit message status is valid then

13: Set Val =Val +1
14:  endif
15: end for

16: if (Val > 2F + 1) then

17:  Broadcast block committed message to other followers
18:  Add block BLK into blockchain BC

19: end if

algorithms as per their expectations to make the correct predic-
tions for the Big data analytics purpose. This is possible because
the blocks are verified in the blockchain before taking into account
for Big data analytics on the decrypted transactions.

5 SECURITY ANALYSIS

In the proposed framework, the following attacks are resisted
against an adversary who is either a passive or an active, in nature.

1) Replay attack. The wuse of current timestamps
in the messages MSG; = {ESKDRi,GSS [Cmdgss, DR;
ECDSA-SigKRGSS(CdeSS,DRis TS1)]l, TS} and MSG,

= {Eskpr,css|Patapr,,gss. ECDSA.Sigk Ry, (Datapg,,Gss-
TS3)], TSz} ensures that the recipient will validate the timestamp
before further processing the messages. Also, the timestamps are
included in the message signature and the signature is encrypted.
Hence, the proposed framework is secured against replay attack.

2) Man-in-the-middle(MiTM) attack. Even if an adversary can
make fake message content (request, command and response),
he/she can not send it to the appropriate receiver (GSS, DR;, U)
because the secret (session) keys are unknown. Also, the fake signa-
tures can not be created by the adversary for the messages MSG;
and SG; because the private keys of DR; and GSS are unknown.
Thus, MiTM attack is resisted in the proposed framework.
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3) Impersonation attacks. Such attacks can not be successfully
launched by an adversary because he/she does not possess the
private keys of DR; and GSS. Hence, even if the adversary can
generate timestamps and fake message contents (request, command
and response) on behalf of U;, DR; and GSS, he/she can not succeed
for user/drone/GSSS impersonate attacks.

4) Other potential attacks. The cloud servers CSy and the GSS
may store the secret information in the secured region in their
databases in order to thwart against hacking attempts. The proposed
mechanism of blockchain makes it more secure and tamper proof
against the Denial-of-Service (DoS), data modification and leakage
attacks.

5) Block verification. In the proposed framework, three-level block
verifications take place. First, the Merkle tree root is constructed
using the available t, encrypted transactions {Exy,qs[TXi]li =
1,2,---,ty} and then checked against the stored MTRp g, on the
verified block BLK. Second, the current hash block CBHashpy i
is verified. Third, the available signature Siggr k, is validated using
the public key KRcs, of the owner CSy. Thus, if all the verifications
pass successfully, the block BLK is then only treated as a genuine
block for Al-enabled secure Big data analytics purpose.

6 PRACTICAL DEMONSTRATION

In this section, we provide the details of practical demonstration of
our proposed framework to measure its impact on the performance
parameters. The simulation was conducted on a platform having
“Ubuntu 20.04 64-bit OS with Intel(R) Celeron(R) CPU 3855U @
1.60GHz”. The size of the random-access memory (RAM) size was
4 GB. The considered programming platform was VS CODE 2019
with Node.js language. We assumed the block version, proposer
ECC-based public key, timestamp (epoch time), Merkle tree root,
current block hash (using SHA-256 hashing algorithm), and ECDSA
signature are of sizes 32, 320, 42, 256, 256 and 320 bits, respectively.
In addition, an encrypted transaction using the ECC encryption
produces two elliptic curve points, and as a result, it requires (320 +
320) = 640 bits.

No. of P2P nodes: 5, No. of transactions in each block: 7

Total computational time (in seconds)

20
Number of blocks mined

Figure 3: Simulation results for Case 1.

The following cases were considered during the simulations.
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Case 1. In this case, we considered that the number of peer
nodes is 5. In each block, there were 7 transactions. The simulation
results are shown on the varied number of blocks mined into the
blockchain versus the total computational time (in seconds) in
Figure 3.

Case 2. Under this case, we also assumed that the peer nodes
is 5 and a blockchain contained 20 blocks. The simulation results
shown in Figure 4 depend on the number of transactions varied per
block versus the total computational time (in seconds).

It was noticed that the computational time varied linearly in
both the cases. For instance, the implemented framework took
9.217 seconds for adding 30 blocks in the blockchain, and it took
7.093 seconds for executing 20 transactions in a block.

No. of P2P nodes: 5, No. of mined blocks in each chain: 20

o -

w

w

Total computational time (in seconds)
© IS

10 15
No. of transactions per block

Figure 4: Simulation results for Case 2.

7 CONCLUSION

This paper provides a security framework for an Al-enabled IoT-
based drone-aided healthcare communication environment. A pri-
vate blockchain has been considered in the proposed framework
due to highly sensitive and confidential healthcare data. The cre-
ated blocks by the cloud servers in the P2P network are mined,
verified and then added based on the PBFT consensus algorithm
with the voting mechanism. The conducted security analysis of the
proposed framework proves its resilience against various potential
attacks. Moreover, the proposed framework is also implemented
practically using the blockchain simulation.
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