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ABSTRACT

Presence of information from multiple sources on the
internet requires evaluating the credibility of the
information, before its utilization. Researchers have
suggested that internet users experience difficulty in
accessing necessary information and do not pay enough
attention to its credibility. We present here the design and
implementation of an automated Web Credibility
Assessment Support Tool (WebCAST) that considers
multiple factors (type of website, popularity, sentiment,
date of last update, reputation and review based on users’
ratings reflecting personal experience) for assessing the
credibility of information and returns a summary indication
of the credibility of a website. We use Potentially All
Pairwise RanKings of all possible Alternatives (PAPRIKA)
method of Multi-Criteria Decision Analysis (MCDA) to
give weights to the scale values on each factor, representing
the relative importance of the attributes. An empirical
evaluation of the tool was conducted by computing the
correlation between the tool-generated credibility scores
and that of human judges. The correlation was found to be
0.89, thus verifying the validity of the tool. In the future the
proposed tool can be made useful to students in their
learning process of credibility assessment.

Author Keywords
Websites; Web Trust; Credibility; Automation; Support
tool.

INTRODUCTION

Nowadays we rely on the internet for most of the
information we need. However, when the information
needed is available on multiple websites, how do we trust
one website over the other? Corritore et al. [5] suggest that
the trust for online information is influenced by three major
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factors: perception of credibility, ease of use, and risk that
the user’s vulnerabilities will be exploited (i.e. a user
expects his or her interests to be respected by the website.)
In this study, we focus on the credibility. Credibility
becomes important when the information presented on the
website is used by the end-user for further processing or
decision-making. We define credibility as the level of
confidence a user puts on the information available on a
given website based on various objective and subjective
factors.

Various factors can influence credibility assessment. In our
previous work [1], we automated credibility assessment
based on four factors: type of the website, date of the most
recent update, result of sentiment analysis, and Google page
rank. We also mentioned other influencing factors like
information about the author, presence of advertisements,
affiliations, and domain expert’s view that need to be
considered for credibility assessment. While evaluating a
previous version of our tool, we found a low correlation
(0.484) between the system-generated credibility scores and
scores given by human judges. A plausible reason for this
weak relation may have been due to the difference in
opinion between human judges about the various
influencing factors. This suggested that the perception of
credibility by the end-user might vary based on the criteria
they set. Another reason might be that the implementation
of the tool was based on only four factors. To overcome this
limitation, we developed an automated web credibility
assessment support tool (WebCAST) that incorporates
additional factors relevant for credibility assessment, i.e.,
reputation and review based on users’ rating reflecting
personal experience with the website. Thus, we use six
criteria in all now instead of four in the previous work. We
make use of the online available real-time databases that
have information related to several factors that affect
credibility. We hypothesize that this tool will provide more
valid credibility scores as compared to our previous system,
and will correlate positively and substantially when
compared with human judges.

The rest of the paper is organized as follows. We first
review recent research related to user’s perception of
credibility, factors that affect credibility, and tools for
automation of credibility assessment. Then, we describe the
methodology of designing WebCAST. Further we present



an evaluation of WebCAST in terms of it's validity (that is,
it's compatibility with human judgments). Finally, we
provide some conclusions and suggestions for future
research.

BACKGROUND AND RELATED WORK

User perspective for credibility assessment of websites
According to the 3S-model proposed by Lucassen et al.
[15], there are three strategies for credibility evaluation of a
website: i) considering semantic features like accuracy or
neutrality (which depends on domain expertise), ii) surface
features like the design of the website, website aesthetics,
coloring of text and iii) past experience with the source of
information, which refers to the details about the owner or
the author of the website and their affiliation. They also
suggest that semantic features like accuracy of information
influence credibility only when the users have domain
expertise pertinent to the information. Surface features like
text color influence credibility when users have high
information skills, i.e. these users have experience in
processing and evaluating documents and websites but
possibly in other domains.

Studies support the notion that the source of a website
affects its credibility only for familiar users [14]. When the
information comes from an unknown source, users rely
mainly on references, images and textual features [13].
However, the results shown in their work was restricted to
Wikipedia articles. In general this may not be valid for all
websites. Based on the studies on users’ perspective for
credibility evaluation, Lucassen et al. suggest that surface
features could be taken into account while developing
credibility assessment support systems for novice
(unfamiliar) users, but familiar users do not have any
specific preference for semantic or surface features while
assessing credibility [12]. In our proposed tool, we take into
consideration mainly the semantic features like the
neutrality of the website by doing a sentiment analysis or
using the reputation and users’ ratings reflecting personal
experience with the website.

Impact of credibility assessment

Studies show that college students increasingly depend on
internet for general-purpose information as well as
research-related information, but do not explicitly evaluate
the source of information [16]. Case studies with
undergraduates on critical analysis of internet and scholarly
sources suggest that they are unable to discriminate
between credible and non-credible sources [2]. However
those students who assess the credibility, and use source
characteristics, achieve better comprehension of the content
[25, 26]. Providing a novice user with credibility scores
adds to the confidence of the user about the selected
information [4]. Studies also show that as people gain
experience, they are more likely to evaluate the credibility
of the web sites [17]. Thus, as the user becomes more

knowledgeable, their perception of credibility becomes
better. The WebCAST tool proposed in this paper is
designed to serve this purpose of providing users feedback
on credibility of websites.

Criteria of credibility assessment
A thorough study of literature on credibility assessment led
to the following criteria:

e Type of website as reflected by the top-level domain or
domain suffix of the website address (URL) [8]. Usually
a website which is meant for non-commercial purpose
tends to be more credible. For example .com in the URL
refers to business or commercial website while .gov
refers to a government website.

¢ The last updated date of a website impacts the credibility
of a website. A website which is more recently updated is
likely to have more recent and credible information. This
is useful when the information being hosted on the
website is dynamic and changes with time [19].

e Whether a web-document is a primary or secondary
source. If a website is the primary source for the
information, it is likely to be more credible, while there
are more possibilities of fact manipulation if it is a
secondary source.

¢ Availability of contact information (address and/or email
id) of the owner of the website. This information is
important because it shows that the author/owner of the
website is known and could be contacted for any
clarifications related to its authenticity.

e Analyzing the link integrity of the website [10]. A
website with a balance in number of internal and external
links is more credible. If a website is referring more to
the external links, it is basically redirecting the user to
another domain whose credibility needs to be assessed
again by the user. Also, a website should not have any
broken links as it negatively affects its credibility.

¢ Analyzing the header/footer of the website for any
affiliation (if available) [3]. Usually the header of a
webpage contains the logo of the concerned organization.
Also the footer gives information about its sponsors. This
can be used to assess trust of the given website.

e Completeness, accuracy and unambiguity of the
information make it more credible. This leaves little to no
room for interpretation or assumptions about the given
information.

e Authors’ expertise on the provided content. Their
connection to the source of publication; connection to the
intended audience. Their point of view, objectivity and
impartiality. Doing a "sentiment analysis" of the website
content, it can be decided whether the author’s opinion is
biased (positive or negative) or unbiased (neutral). In
addition, authors’ credentials like institutional affiliation



(where they work), educational

writings, or experience.

background, past

Purpose of the website. This shows the intent of the
website owner for which the website has been created. It
can be inferred to a certain extent by the type of website.
For example, a commercial website is mainly meant for
selling products while the purpose of an educational
website is more to provide knowledge to its visitors.

Interactivity and usability of the website. A user-friendly
website makes it easy for the user to access it, thereby
making it more preferable.

Website design and aesthetics also add to the credibility
of the website. Its structure in terms of graphics and text
should be appropriate [10].

Quality of information on the website: elementary,
technical, or advanced. Users will find a website with
good quality of information more credible.

Tone of the website: ironic, humorous, exaggerated or
overblown arguments need to be considered while
interpreting the credibility of a website [24]. For example
a website with overblown arguments with no supporting
evidence is worthless to read.

Determining whether the same person or organization is
supplying the advertising as well as the informational
content. If so, advertising is likely to bias informational
content. Usually advertisements tend to divert the user’s
attention, so its presence or absence reduces/adds to the
credibility.

Determining any software requirements that may limit
access to web information could be another factor.

Ranking of the website by various search engines can
also be a criterion of source credibility assessment.
Google Page ranks and Alexa popularity ranks are few of
such databases that could be utilized for this purpose.
These rankings help to determine the popularity of a
given website among its users, which in turn is dependent
on its number of page-visits and unique visitors.

Domain experts’ view on the credibility of any web-
document could be helpful to a novice user for assessing
a website. Experts develop different strategies while
seeking information from internet. These strategies can
also be helpful to a novice user. An expert can assess the
credibility of a web document on the basis of two
dimensions of credibility: trustworthiness  (well-
intentioned, unbiased) and expertise (knowledgeable,
competent) [9]. Ratings given by experts or previous
users of the website, when given to a novice user, who is
new to the website, can be helpful in her or his perception
of credibility.

Automating the process of credibility assessment

A number of solutions have been proposed by various
authors for automating credibility assessment [1, 2, 20, 23].
While some of them are generic in nature, others are
specific to a set of websites. Credibility scores may be
based on assessing the structure of a website’s links,
weighted approach to combining various features or
machine learning techniques. Another automated approach
for credibility assessment is based on finding the disputed
information on the internet for given information [7]. Other
major techniques for credibility assessment are using the
social popularity of a web page based on Facebook [18], or
using a decentralized approach as proposed by Thanasis et
al. [20]. In [21], it is argued that augmenting the search
results with few web-page features leads to more effective
credibility assessment at the user end. We incorporate this
in our approach by rearranging the Google and/or
Wikipedia search results based on their assessed credibility
scores. The website with the highest credibility score is
presented on top (see Figure 2).

In our work, we give a relative credibility scoring, that is,
we assign credibility scores to presented websites with
respect to each other. So the highest-scored website is
considered to be the most credible for a given search topic.
We use a search topic as input (e.g. "balanced diet"), while
the search results provide a list of website URLs. Applying
the tool on these websites and ranking them in terms of
credibility provides useful output in the form of a summary
indication of the credibility of the websites evaluated.
Alternatively the tool can be modified to assess the
credibility, given a list of URLS instead.

For the evaluation of the tool, either we can compare it with
some predefined credibility scores, or with human judges.
Alexandra et al. used Microsoft dataset containing 1000
URLs along with the credibility scores for their tool
evaluation [18]. To evaluate our tool, we use human judges
and determine the correlation between the scores of the
automated tool and those given by human judges.

DESIGN AND IMPLEMENTATION

Design

In previous section we indicated various factors that need to
be considered for credibility assessment. An automated tool
that considers all these factors would be ideal; however it is
infeasible given the difficulty of quantitatively measuring
all these factors. Hence, we have automated credibility
scoring using a few major factors that can be assessed
quantitatively as well as automatically. Moreover, to
develop our tool, we wused various Application
Programming Interfaces (APIs) provided by the real-time
databases available on internet, such as Alchemy API for
sentiment analysis, Google API for search results, Web Of
Trust (WOT) API for users rating and Alexa web request
for getting popularity ranks. As these online APIs are
frequently used by many different users and also



compatible with the research work related to credibility
assessment, we consider using this information as a
justifiable step in tool development, even though strict
information about their reliability is lacking.

Figure 1 shows our process diagram for credibility
assessment. The user gives the search topic and the search
engine name as input. Alternatively, a list of URLs for the
websites, the credibility of which has to be assessed, is
given as input. Next, the computation of the following 6
factors is done in parallel: a) type of website, b) date of
update, c) sentiment analysis, d) website popularity, e)
reputation based on users’ ratings and f) review based on
users' ratings. We use multithreading to minimize the
computation time. To obtain a credibility score based on
these six factors, we perform Multi-Criteria Decision
Analysis (MCDA) using the Potentially All Pairwise
RanKings of all possible Alternatives (PAPRIKA) method
[11], and determine weights of each attribute (category) on
the six factors. The credibility score for each website is
finally calculated using these weights.

Implementation

WebCAST has been implemented using Python due to its
robustness, flexibility, and ease of use. Additionally, all the
real-time datasets used for the credibility assessment tool
provide access through API in Python. The step-wise
procedure of implementation is described below.

Search topic and
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Figure 1. Process diagram

a) Finding the search results with date of last update

The input to WebCAST is a search topic of user’s interest.
The user can choose either Google as a search engine, or
external links of Wikipedia, or both. Google search results
are limited to 64 (as provided by the Google API), while
Wikipedia search gives all available external links. We use
Pattern software, a web-mining module for the Python
programming language, for obtaining the search results
programmatically [6]. The Python script function returns
search URL along with the title, description, author name
and date of last update of the website, when such
information is available.

b) Computing the Website type
As mentioned previously, the domain suffix of the URL can
be used to assess the type of the website. We compute the
website type using a Python script function considering the
categories as shown in Table 1.

Domain Website Type
suffix
*.gov Government
*.edu, Educational
*.ac

*.0rg Non-profit Organization

*.info Informational
*net Network
*.com Commercial

Table 1. Website Types based on domain suffix

¢) Computing the Popularity Rank

A popularity rank indicates how popular a website is. This
ranking is most of the time based on web traffic data. To
compute it we use Alexa.com, which is a leading provider
for web metrics. The rank is calculated using a combination
of average daily visitors on a given website and its page
views in past three months. The site with highest
combination of visitors and page-views is ranked first. The
request to obtain the rank is made as shown below:
http://data.alexa.com/data?cli=10&dat=snbamz&url=[URL]
The response to the above request is XML-based, which is
parsed to get the popularity rank. The above approach of
obtaining the popularity rank is based on a real-time
database. The rank is given to a website and not to a
specific page of website. The rank obtained is a numeric
value. We have identified five intervals for this ranking:
rank 1 to 100, 101 to 1000, 1001 to 10.00, 10.001 to 50.000
and above 50.000.

d) Computing the Sentiment Analysis

Sentiment Analysis is a way to determine the bias in the
author’s opinion. If the sentiment is neutral, it implies that
the author’s opinion is unbiased. We use an online



sentiment and text-analysis engine: Alchemy API [22],
which looks for words that carry a positive or negative
connotation, and then figures out which person, place or
thing is being referred to. It also takes into consideration
negations (like ‘not’) and modifiers (like ‘good’). The
request to the Alchemy API is made as shown below, and
the results are parsed to get positive, negative or neutral
sentiments:
http://access.alchemyapi.com/calls/url/URLGetTextSentime
nt?apikey=[API_KEY]&sourceText=raw&url=[URL]

e) Computing Reputation and f) Review Category based on
user ratings

Reputation indicates how much a website could be trusted
based on the opinion of users. If some users have accessed
a particular website previously, and have provided their
views/ratings, these reputation ratings can be helpful to a
user who is new to the website. Web Of Trust
(www.mywot.com) is based on crowd sourcing approach
that collects ratings and reviews from a global community
of millions of users who rate and comment on websites
based on their personal experiences. The reputation ratings
are complemented by the review of users. Instead of a
numerical rating users have here to review and assess the
websites in terms of verbal categories as Negative,
Questionable, Neutral or Positive. The request to the API is
made as shown below and the result in JavaScript Object
Notation (JSON) format is parsed to obtain the reputation
(varying from excellent to poor) and review category:
http://api.mywot.com/0.4/public_link_json2?hosts=[URL]/
&callback=process&key=[key]

This way we obtain the values for the two factors reputation
and review. Reputation is a numeric value (maximum value
100) which is categorized into five intervals (0-19, 20-39,
40-59, 60-79, 80-100 corresponding to very poor, poor,
unsatisfactory, good, excellent reputation respectively) and
the review category could be negative, questionable, neutral
or positive.

ul - alexa_rank - reputatior -
7 Excellent
26151 Excellent
123 Excellent
2818 Excellent
4 Excellent
28034 Excellent
32649 Good
432 Excellent
198 Excellent
968 Excellent
5639 Excellent
33448 Excellent
29270 Excellent  Positive:Good Commercial

AIEAE Funnllant RncitiimPand Camenenisl

tategory + websitetype » sentime + |update_(+ cradibility «
Positive:Good Organizational positive 70
Positive:Good Organizational positive | 4/27/2010 6
Positive:Good Networking — positive | 8/5/2010 63
Positive:Good Organizational positive il
Positive:Good Commercial  positive 57
positive  10/27/2010 4
Positive:Good Organizational positive 51
Positive:Good Commercial — positive 50

("

http:/ fwikitra
http:/travel.
Positive:Good Commercial

Positive:Good Commercial — positive 50

Positive:Good Commercial ~ positive 50
Positive:Good Commercial — positive 4
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nritiin A

Positive:Good Commercial

Figure 2. Result database file created after computation
through WebCAST

Finding weights for the attributes on each factor

Once the scores corresponding to the various attributes or
categories on the factors are obtained independently (See
Figure 2), we compute the final composite scores based on
the weight for these attributes on each factor. We use
1000minds  (www.1000minds.com)  software, which
implements the PAPRIKA method. This method is based
on choice-based conjoint analysis technique [11]. Stimuli
consisting of multiple combinations of the attributes of the
independent variables (factors) are presented and
participants are asked for their preference. In this method, a
pair-wise ranking of all possible alternatives is done to give
dominant attributes more priority. The software
automatically ranks all pairs, also the pairs that are logically
implied by transitivity and eliminates them from
presentation. In order to achieve this, the system requires in
this case answering 822 questions (combining two factors at
a time) to rank one item of a given pair over the other out of
which 78 questions were explicitly answered and remaining
744 questions were resolved automatically. These questions
refer to all hypothetical possibilities taking two categories
(of two factors) at a time. Thus by answering these
questions, the system computes and identifies the
dominating attributes and ranks them accordingly via a
mathematical procedure. For example, one such question is:
Which is more credible: "A less popular educational
website or a very popular commercial website?" The
answers could be either of them is more credible or both are
equally credible. For this study, we answered all these
questions ourselves. In subsequent research it is worthwhile
to repeat this, and to perform the rating process by a team
of experts. After answering the questions, the system
generates based on mathematical methods ranking of the
categories (attributes) of each factor in the form of
percentages that are used to get the weights. The
percentages along with the scales of each factor are given in
Appendix 1. We calculated weights from these percentages,
by assigning the weight 100 to the scale value with the
highest percentage and then assigning proportional weights
to the other scale values. For instance, PAPRIKA assigned
to the attribute Governmental website a credibility
percentage of 18.8%, which is the highest, so a weight of
100 on credibility whereas the attribute commercial website
only got 0.7% and a weight of 3.571 on credibility.

Calculating the composite credibility score and storing in
Database

Once we have all factors (and categories) computed, the
composite credibility score for each website is calculated as
below:

Credibility score = (X + Xo +X3+ ... X,) /' n

where X, is the weight for the computed scale of the n™
factor and n is the total number of factors (six). Refer
Appendix 1 for the respective weights of the attributes. The
computed factors and the composite credibility scores are



stored in a Microsoft Access Database file. Figure 2 shows
a snapshot of the database file. The composite credibility
scores (ranging from 0-100) are shown in the right-most
column of the database file. For example a website as
Wikipedia.org is categorized as an organizational website,
having no information on the last update, having a positive
sentiment, popularity rank of 7, excellent reputation and
positive review category will be scored based on the
weights in Appendix 1 as below:

Credibility score = (78.57 + 0 + 41.89 + 100 + 100 + 100)/6
=70.07

EMPIRICAL EVALUATION

We carried out an empirical evaluation of WebCAST by
conducting an experiment with some websites and human
judges (students). Our working hypothesis was that the
tool-generated composite credibility scores will be
compatible and correlate with the credibility scores of
human judges.

The variables measured were: credibility and usability on a
scale of 1 (low) to 10 (high); we included usability as a
variable in order to make the study more generic, and not
let the participants know the objective of the test. We
generated composite credibility score results through
WebCAST for the topic Balanced Diet. We selected ten
websites from the output set where the credibility scores
vary from O to 70. The participants were asked to inspect
these websites and to assess their credibility and usability.
A mixture of twenty five undergraduate and graduate
students (19 males and 6 females, mean age = 23.64 years,
sd = 4.59) from T Hyderabad participated in the
experiment. The participation was on a voluntary basis. The
participants were given an online form, which asked them
to visit each URL.

After collecting the data, we performed in view of our
hypothesis a statistical analysis to compute the correlation
between the tool-generated credibility scores and the
average credibility scores given by the participants. As
mentioned previously, the usability related ratings were
used only for making the experiment generic (and not to
focus their attention only to credibility), and we do not use
those data for further analysis. The Pearson product-
moment correlation coefficient of credibility scores with the
tool-generated scores is 0.8988 (p < .01). The positive
correlation indicates that the tool performance is compatible
with the credibility judgments of users. In our previous
work [1], we had found a low (and not significant)
correlation (0.484, p < 0.10) between the human judges and
the proposed tool. Now with the enhanced version of the
tool (WebCAST) that takes into consideration additional
factors, particularly reputation and review ratings based on
users’ personal experience, the correlation is positive and
considerably higher.

CONCLUSIONS AND DISCUSSION
We presented here an automated website credibility
assessment support tool (WebCAST). This tool utilizes the

existing real-time databases like Alexa for popularity
ranking, and Web of Trust for user ratings and review data.
The tool provides a completely automated practical
approach for credibility assessment. WebCAST s
developed using open-source solutions and therefore can be
made freely available to the users.

The correlation value between the tool-generated scores and
human judges shows that the tool is able to generate
credibility scores compatible with human judgments,
supporting our hypothesis.

The main goal of the study was to provide a proof of
concept that it is possible to design a tool which
automatically computes and summarizes credibility of
websites. Future research plans include modifying and
refining the tool to automatically retrieve more credibility-
related factors specifically when the website is Web 3.0
compliant. Features such as primary or secondary sources,
availability of contact information, and author credentials
(e.g. affiliation) are promising next candidates. We also
plan to conduct more experiments by increasing the number
of participants, and by using a broader set of websites. In
the current experiment we used students as human judges
due to their availability at our institute. Further experiments
could be conducted by employing experts for credibility
assessment and also taking into consideration the inter-
individual variability factors. Finally, implementing
machine-learning techniques to take user’s feedback on the
system will probably improve its performance.

An application area where WebCAST in the future can be
used is for teaching or training purposes. As indicated in the
introduction, students often experience problems with
evaluating information and sites when searching for
information on the web [9, 25, 26]. We can imagine that the
WebCAST tool can be used as component in a course for
e.g. high school/bachelor students on learning how to use
information from the internet and to make informed
decisions. Further, information on how to evaluate websites
would be part of this course. The tool could be presented to
the students at the beginning of their learning process, and
summary information of the tool could be provided to them
as a model. As the students progress in learning how to use
internet information, the tool could be gradually withdrawn
(fading out), as we might expect the students to learn about
the credibility criteria, and apply them in a systematic way
themselves. This study has demonstrated that at least it is
possible to design a valid tool, further development is
needed to design an interface that is appropriate to this
context.
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APPENDIX 1

Weights for all attributes or categories on each of the six

Alexa Popularity Rank

factors used for Credibility assessment. Please note that the 50.001 and above 0% 0
percentage values are shown only up-to two decimals. 10.001 -50.000 2 7% 12.42
1001-10.000 10.1% 46.58
Type of Website Percentage | Weight 101-1000 11.8% 54.66
others 0% 0 1-100 21.6% 100
com 0.7% 3.571
info, net 3.5% 18.57 Reputation (based on
edu, ac, org 14.8% 78.57 user's rating)
gov 18.8% 100 0-19 (very poor) 0% 0
20-39 (poor) 7.2% 24.66
Date of update 40-59 (unsatisfactory) 21.5% 73.06
not available 0% 0 60-79 (good) 21.7% 73.97
>5 year 0.1% 2.381 80-100 (excellent) 29.4% 100
> 1 year and <5 year 3.8% 66.67
less than 1 year 5.6% 100 Review Category (based
on user's rating)
Sentiment negative 0% 0
negative 0% 0 questionable 3.2% 22.02
positive 4.2% 41.89 neutral 10.7% 73.39
neutral 9.9% 100 positive 14.6% 100




