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Abstract—6G-enabled network in a box (NIB) is a multi-6
generational, rapidly deployable hardware, and software7
technology for the communication. 6G-enabled NIB pro-8
vides high level of flexibility which makes it capable to9
provide connectivity services for different types of appli-10
cations as it is effective for the communications of after11
disaster scenario, battlefields scenario, and industrial sce-12
nario. In 6G-enabled NIB deployed industrial applications,13
various passive and active attacks are possible because the14
involved entities communicate over insecure channel. In15
this article, a new remote user authentication and key man-16
agement scheme is proposed for securing 6G-enabled NIB17
deployed for industrial applications, which we call in short18
as UAKMS-NIB. The security analysis shows the resilience19
of UAKMS-NIB against various types of possible attacks.20
The practical demonstration of UAKMS-NIB is also provided21
to measure its impact on the network performance param-22
eters. Finally, a comparative analysis with other closely23
related existing schemes shows that UAKMS-NIB performs24
better than the existing schemes.25

Index Terms—Authentication, automated validation of In-26
ternet security protocols and applications (AVISPA), key27
management, multiprecision integer and rational arithmetic28
cryptographic library (MIRACL), network in a box (NIB), NS229
simulation, security.30
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I. INTRODUCTION 31

N ETWORK in a box (NIB) or network in a bag is considered 32

as a multigenerational 2G, 3G, 4G, 5G, and 6G all-in- 33

one, rapidly deployable hardware and software solution for 34

the network communication. The idea of NIB revolves around 35

incorporating all types of software and hardware modules which 36

are essential by a mobile network in a single bag contains a 37

handful of physical devices [1]. The 6G-enabled NIB provides 38

high level of flexibility which makes it in providing connectivity 39

services for various applications (for example, “after disaster 40

scenario,” “battlefields scenario,” and “industrial scenario”). It 41

is worth noticing that the emergency and tactical networks are 42

designed to be flexible as well as adaptable due to the reason 43

that deployment of these networks is not known properly. These 44

kinds of networks fall under the “mobile ad hoc networks 45

(MANETs).” Moreover, NIB is portable in nature. So, it can 46

be applicable for disasters management, such as earthquakes 47

and tsunamis. 48

Recently, the standards for emergency and tactical networks 49

have been developed which can support solutions with less num- 50

ber of physical devices along with the main goal in increasing the 51

viability. Many networks providers have also followed such an 52

idea to launch these networks, which can be deployed using very 53

few physical devices or even a single one. Hence, NIB makes an 54

alternative network communication technology in order to sat- 55

isfy the next-generation mobile networks requirements (i.e., bat- 56

tlefield communication, communication network for industrial 57

use). In general, the 6G-enabled NIB can be “configured to work 58

either completely alone or together with other legacy network 59

components or with other NIBs.” It also provides operational 60

availability for all wireless networks in a small, compact and 61

portable form for commercial, industrial, private, government, 62

and military uses [2]–[6]. 63

The 6G-enabled NIB deployed for industrial applications 64

consists of various components, such as “evolved packet core 65

(EPC),” “tower along with antenna,” “user with mobile device,” 66

“Internet Protocol (IP) multimedia subsystem (IMS),” “content 67

server,” “smart industrial devices,” and “trusted authority.” All 68

these components facilitate the communication of a user with 69

the other users or to access important services, such as access 70

of webs, multimedia services or data of smart industrial devices 71

1551-3203 © 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
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[1]–[3]. The smart industrial devices are deployed for monitor-72

ing and controlling of industrial equipments. The 6G wireless73

communication technology facilitates communication among74

these components and devices.75

A. Motivation76

Though 6G-enabled NIB provides many advantages over77

other wireless communication technologies, network security78

issues exist with the upcoming 6G-enabled wireless networks79

(i.e., NIB). It happens because security measurements are not80

fully adopted in the new wireless communication networks,81

such as 6G. There is a newly discovered potential for man-82

in-the-middle attack in “terahertz-based 6G networks,” which83

is observed through multiple research studies [7]. Therefore,84

it is very important to highlight “6G-enabled NIB deployed85

for industrial applications” may have various security and86

privacy issues as it may be vulnerable to different types of attacks87

[7]. In 6G-enabled NIB deployed for industrial applications, var-88

ious attacks, such as replay, man-in-the-middle, impersonation,89

sensitive information leakage, illegal session key computation,90

privileged insider, and smart industrial device stolen attack may91

be possible [7]. Therefore, we need to deploy security mech-92

anisms in a “6G-enabled NIB deployed for industrial applica-93

tions.” Furthermore, a registered user needs to authenticate with94

the concerned smart industrial devices to access the real-time95

data. There are several critical applications of NIB, such as96

disasters management (earthquakes and tsunami), where a user97

needs to access the real-time data directly from the smart devices98

deployed in the network. To mitigate these issues, authentication99

and key establishment between a legitimate user and an accessed100

smart industrial device should be executed through the important101

intermediate node, called the content server. We, therefore, aim102

to design a novel robust “user authentication and key agreement103

scheme” for mutual authentication and key establishment among104

the user and smart industrial devices via the content server.105

B. Research Contributions106

The main contributions are manifold.107

1) A new remote user authentication scheme is proposed for108

secure communication happens in 6G-enabled NIB de-109

ployed for industrial applications, called UAKMS-NIB.110

Using the UAKMS-NIB, a genuine user can authenticate111

a smart industrial device, and then can access its real-time112

data using the establish session key.113

2) The provided security analysis including the formal se-114

curity verification using the widely-accepted “automated115

validation of Internet security protocols and applications116

(AVISPA)” [8] proves the resilience of UAKMS-NIB117

against various types of possible attacks that are needed118

in 6G-enabled NIB environment.119

3) The practical demonstration of UAKMS-NIB using120

widely used NS2 simulation is then provided to measure121

its impact on various network performance parameters.122

4) The testbed experiments on various cryptographic prim-123

itives using the broadly accepted “Multiprecision Integer124

and Rational Arithmetic Cryptographic Library (MIR- 125

ACL)” [9] under both server and Raspberry PI 3 settings 126

have been performed. 127

5) Finally, a detailed comparative study among UAKMS- 128

NIB and other existing competing user authentication 129

schemes shows the performance of UAKMS-NIB is better 130

than other existing competing schemes. 131

C. Paper Outline 132

The rest of this article is organized as follows. Section II 133

provides a brief survey on related existing schemes. Section III 134

explains the network and threat models used in UAKMS-NIB. 135

Section IV explains the phases associated with the proposed 136

scheme (UAKMS-NIB). Section V provides the security anal- 137

ysis of the proposed UAKMS-NIB. In addition, Section VI 138

gives the formal security verification using the widely accepted 139

AVISPA tool [8]. Section VII provides the practical demonstra- 140

tion of UAKMS-NIB using NS2 simulation study. Section VIII 141

provides the experimental results using MIRACL [9]. Next, Sec- 142

tion IX gives a detailed comparative study of UAKMS-NIB with 143

other existing competing schemes. Finally, Section X concludes 144

this article. 145

II. LITERATURE REVIEW 146

Pozza et al. [1] presented some use cases around which the 147

concept of NIB was conceived. The common features of NIB 148

implementations were discussed along with different propos- 149

als. Some of the possible future research directions were also 150

highlighted. 151

Ramaswamy and Correia [10] provided different methods 152

to enhance resilience of ‘long-term evolution (LTE)” networks 153

deployed for military and public safety missions. Their meth- 154

ods can be enabled through 3GPP LTE specifications and also 155

could be implemented as software enhancement for available 156

systems. Thyagaturu et al. [11] presented a management tech- 157

nique which allowed multiple operators (for example, multiple 158

servicing/packet gateways (S/P-GWs)) to flexibly interoperate 159

via multiple smart gateways (Sm-GWs) in multitude of small 160

cells. The software-defined networking (SDN) coordinated the 161

adaptive allocation of uplink transmission bit rates to SDN-based 162

Sm-GWs which in turn allocated the uplink transmission bit 163

rates to evolved NodeBs on the basis of requirements. 164

Viswanathan and Mogensen [12] discussed the main techno- 165

logical transformations which defined the 6G. Some of them 166

include “cognitive spectrum sharing techniques new spectrum 167

bands,” “integration of localization and sensing capabilities” into 168

the definition of system, “achievement of extreme performance 169

requirements on latency and reliability,” new network archi- 170

tecture paradigms which included “subnetworks” and “RAN- 171

core convergence” and new schemes for security and privacy 172

requirements. 173

Yang et al. [13] highlighted some potential needs and pre- 174

sented an overview of the latest research on promising methods 175

evolving to 6G, which had achieved the considerable attention. 176

Moreover, the key technical challenges along with potential 177

solutions associated with 6G were discussed. Samdanis and 178
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Fig. 1. 6G-enabled NIB deployed for industrial applications.

Taleb [14] provided the overview of key technologies which179

constituted the pillars for the evolution of wireless communi-180

cation beyond 5G by considering “microservice oriented core181

network,” “native IP based user plane,” “network analytics,” and182

“support for low latency-high reliability.” The open challenges183

related to technical and business needs were also discussed by184

elaborating “footprint of softwarization,” “security and trust,”185

and “distributed architectures and services” in the direction of186

implementations of 6G.187

III. SYSTEM MODELS188

The following two models are used to explain and analyze the189

UAKMS-NIB.190

A. Network Model191

The network model of “6G-enabled network in a box (NIB)192

deployed for industrial applications” is provided Fig. 1. It depicts193

the connection and flow of communication among different194

types of entities of NIB. EPC unit is used for providing converged195

voice and data on communication network such as 3G and196

4G. EPC contains important components, such as packet data197

network gateway (P-GW), serving gateway (S-GW), mobility198

management entity (MME), and home subscriber server (HSS).199

P-GW is the connecting node between a user’s mobile device and200

external networks. It is an entry point of data traffic for user’s201

mobile device. To access multiple P-GWs, the user’s mobile202

device can be connected to several P-GWs at the same time.203

Moreover, S-GW does task of routing and forwarding of user204

data packets. It is also responsible for inter-eNB handovers and205

provides mobility between LTE and other types of networks (for206

example, in between 2G/3G and P-GW). eNB is a base station207

which controls the mobiles in one or more cells. The base station208

which communicates with a user’s mobile device is known as209

its serving eNB. MME is an important controller node in NIB,210

which is responsible for different types of tasks such as “idle 211

mode user’s mobile device tracking,” “paging procedure (i.e., 212

retransmissions),” “bearer activation and deactivation process,” 213

“S-GW selection for a user’s mobile device at the initial attach,” 214

“intrahandover with core network,” and “user’s mobile device 215

authentication with HSS. Apart from that MME handles the 216

ciphering/integrity protection for nonaccess stratum signaling 217

and the security key management. HSS is also an important 218

component of NIB. It is a master user database which is stored 219

in one single node (i.e., device). It allows the communications 220

service providers to manage the users in real-time and in a 221

cost effective way. The database of HSS stores information 222

about the subscribers (i.e., users) to help in the authorization, 223

details of devices as well as the user’s location and the related 224

service information. HSS also connects the user’s request with 225

the IMS. IMS is an essential component of an integrated network 226

of telecommunications carriers to facilitate the use of IP for 227

different types of packet transmission in wired or wireless com- 228

munication for example, telephony, fax, e-mail, Internet access, 229

web services, voice over IP, etc. There is also an important node, 230

called as content server, which connects the users with the smart 231

industrial devices. 232

Smart industrial devices are installed in this network for 233

monitoring and controlling of industrial equipments. Each smart 234

industrial device has an objective according to which it acts. 235

Sometimes users of the industrial plant are interested in ac- 236

cessing the real-time data of smart industrial devices. For that 237

purpose, user and smart industrial device have to perform the 238

steps of authentication and key establishment mechanism so that 239

they can exchange their information in a secure way. 240

B. Threat Model 241

The well-known “Dolev-Yao threat model (also known as the 242

DY model)” [15] is followed in the design of UAKMS-NIB. 243
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TABLE I
NOTATIONS UTILIZED IN UAKMS-NIB

Thus, the communicating entities (parties) communicate among244

each other via a open channel. The end-point entities (i.e., users245

and smart industrial devices) are not in general trustworthy.246

However, the trusted authority (TA) of “6G-enabled NIB de-247

ployed for industrial applications” is considered as the fully248

trusted node. Since the TA performs the registration of network249

entities (users, content server, and smart industrial devices), it250

should not be compromised in any case; otherwise, the security251

of the entire network will be compromised. Apart from that, the252

content server can be considered as the semitrusted entity. More-253

over, it is assumed that memory unit of the mobile device (MD)254

of the user is not equipped with tamper-resistant functioning. A255

can steal the mobile device of a user, and extracts all the stored256

sensitive information from the memory of MD by the power257

analysis attacks [16].258

The current de facto standard model in the designing of key-259

exchange schemes, called as the “CK-adversary model” [17], is260

also considered in UAKMS-NIB. Under such a model, A can261

tamper messages such as in the DY model, and in addition to262

that he/she can compromise the session keys, private keys and263

other session states through the session hijacking attacks.264

IV. PROPOSED SCHEME265

The detailed description of various phases associated with the266

proposed UAKMS-NIB is provided in this section. The details267

of notations used in design of UAKMS-NIB are also provided268

in Table I.269

A. Registration Phase270

In this phase, a fully trusted authority (TA) selects a “non-271

singular elliptic curve Ep(a, b) of the form: “y2 = x3 + ax+ b272

(mod p) over a Galois (finite) field GF (p), where p is a large273

prime” so that the “elliptic curve discrete logarithm problem274

(ECDLP)” becomes intractable, with “a base pointP inEp(a, b)275

whose order is as big asp.” In addition, theTApicks a “collision- 276

resistant one-way cryptographic hash function h(·).” 277

1) Smart Industrial Device Registration: The registration 278

process of deployed smart industrial devices is performed by 279

the TA through the following steps. 280

RSD1: The TA picks a unique identity IDSDk
and a ran- 281

dom secret key dSDk
∈ Z∗

p for smart device SDk, and also 282

generates its own random secret key dTA ∈ Z∗
p. For SDk, 283

the TA computes the pseudo identity of SDk as RIDSDk
= 284

h(IDSDk
||dTA), the public key of dSDk

as QSDk
= dSDk

· P 285

and the temporal credential as TCSDk
= h(dSDk

||IDSDk
286

||RTSSDk
||dTA), whereRTSSDk

is the registration timestamp 287

of SDk. 288

RSD2: The credentials {RIDSDk
, TCSDk

, QSDk
, dSDk

, 289

h(·), Ep(a, b), P} are then stored in the memory ofSDk prior to 290

deployment of each SDk. Note that QSDk
is published publicly 291

to other network entities, and the TA also sends RIDSDk
to 292

CSj in a secure way (encrypted using a symmetric secret key, 293

say KCSj ,TA preshared among TA and CSj). 294

2) Content Server Registration: In this phase, the registra- 295

tion of a content serverCSj is performed by the trusted authority 296

TA through following steps. 297

RCS1: The TA chooses a unique identity IDCSj
and a 298

random secret key dCSj
for CSj to compute the pseudo identity 299

of CSj as RIDCSj
= h(IDCSj

||dTA), public key QCSj
300

= dCSj
· P and its own pseudorandom identity RIDTA = 301

h(IDTA ||dTA). 302

RCS2: The credentials {RIDCSj
, RIDUi

, T IDUi
,RIDTA, 303

RIDSDk
, QCSj

, dCSj
, h(·), Ep(a, b), P} are then stored in 304

CSj’s secure/tamper-resistant database by the TA. Note that 305

RIDUi
and TIDUi

related to a registered user Ui are generated 306

in Section IV-A3 during the user registration phase. In addition, 307

QCSj
is published publicly to other network entities. 308

3) User Registration: In this phase, the registration of a user 309

Ui is performed by the TA through a secure channel (e.g., in 310

person) using the following steps. 311

RU1: Ui chooses his/her unique identity IDUi
, password 312

PWUi
and a long-term random secret x ∈ Z∗

p to calculate 313

the masked password RPWUi
= h(PWUi

||x). Ui then sends 314

{IDUi
, RPWUi

} to the TA through a secure channel. 315

RU2: After receiving the registration information, the TA 316

computes the pseudoidentity RIDUi
= h(IDUi

||dTA), gener- 317

ates temporary identity TIDUi
and a random secret key dUi

∈ 318

Z∗
p for Ui. The TA computes temporal credential of Ui as TCUi

319

= h(IDUi
||RPWUi

|| dUi
||dTA|| RTSUi

), αUi
= h(RPWUi

320

||RIDUi
) ⊕dUi

and its public key as QUi
= dUi

· P . The TA 321

then sends {RIDUi
, T IDUi

, RIDTA, TCUi
, αUi

, QUi
, h(·), 322

Ep(a, b), P} to MDUi
of Ui through a secure channel. Note 323

that QUi
is published publicly to other network entities. 324

RU3: After receiving the information from TA, Ui fur- 325

nishes biometric data BIOUi
to the biometric sensor of 326

his/her mobile device MDUi
to compute (σUi

, τUi
) = 327

Gen(BIOUi
), where σUi

and τUi
are the biometric secret 328

key of l bits and public reproduction parameter, respectively, 329

and “Gen(·)/Rep(·) are the fuzzy extractor probabilistic gen- 330

eration and deterministic reproduction functions, respectively 331

[18].” Furthermore, Ui computes dUi
= h(RPWUi

||RIDUi
) 332
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Fig. 2. User registration phase of the proposed UAKMS-NIB.

⊕αUi
, TCUi

= h(TCUi
||x|| σUi

), x∗ = x⊕ h(IDUi
||PWUi

||333

σUi
), RID∗

Ui
= RIDUi

⊕ h(PWUi
||σUi

), TID∗
Ui

= TIDUi
334

⊕h(IDUi
||PWUi

),RID∗
TA = RIDTA ⊕h(IDUi

||RPWUi
||335

σUi
), TC∗

Ui
= TCUi

⊕h(IDUi
||RPWUi

||σUi
), d∗Ui

= dUi
⊕336

h(IDUi
||σUi

), and LV = h(IDUi
||RPWUi

||TCUi
||dUi

337

||σUi
). Finally, {RID∗

Ui
, T ID∗

Ui
, RID∗

TA, TC
∗
Ui
, d∗Ui

, QUi
,338

τUi
, LV x∗, h(·), Gen(·), Rep(·), t, Ep(a, b), P} are stored339

in the memory of MDUi
. Note that αUi

, x, IDUi
, RPWUi

,340

RIDUi
, TIDUi

, RIDTA, TCUi
, TCUi

, and dUi
are deleted341

from the memory of MDUi
to protect against stolen verifier,342

privileged insider attack, unauthorised session key computation,343

illegal user’s password guessing and user impersonation attacks.344

RU4: The TA sends the credentials {RIDUi
, T IDUi

} to345

CSj in a secure way through a preshared symmetric secret346

key KCSj ,TA. The TA also erases {RIDUi
, TIDUi

, RIDCSj
,347

RIDSDk
, dUi

, dCSj
, dSDk

, TCUi
, TCSDk

, αUi
, RPWUi

}348

from its memory to protect against stolen verifier, privileged349

insider attack, unauthorised session key computation, illegal350

user’s password guessing, and user impersonation attacks.351

The user registration phase is summarized in Fig. 2.352

B. User Login Phase353

To access the services of the NIB, a legitimate user Ui first354

needs to login into the system. For such propose, the following355

steps are required.356

LGU1: Ui furnishes his/her identity IDUi
and password357

PW ′
Ui

, and also imprints biometrics BIO′
Ui

at the sensor of358

his/her mobile device MDUi
to calculate biometric secret key359

σUi
=Rep(BIO′

Ui
, τUi

) provided that the “Hamming distance360

between the real biometrics BIOi provided during the user361

registration phase and current BIO′
Ui

is less than or equal to 362

a predefined error tolerance threshold, say t”. 363

LGU2: Ui then computes x = x∗ ⊕h(IDUi
||PW ′

Ui
|| 364

σUi
), RPW ′

Ui
= h(PW ′

Ui
||x), RID′

Ui
= RID∗

Ui
⊕ h(PW ′

Ui
365

||σUi
), TID′

Ui
= TID∗

Ui
⊕h(IDUi

||PW ′
Ui
), RID′

TA 366

= RID∗
TA ⊕h(IDUi

||RPW ′
Ui

|| σUi
), TC ′

Ui
= TC∗

Ui
367

⊕h(IDUi
||RPW ′

Ui
||σUi

), dUi
= d∗Ui

⊕ h(IDUi
||σUi

), and 368

LV ′ = h(IDUi
||RPW ′

Ui
||TC ′

Ui
||dUi

||σUi
), and checks the 369

conditionLV ′ = LV . If it holds,Ui is a genuine user; otherwise, 370

the login phase is halted immediately. 371

LGU3:MDUi
generates a current timestampT1 and a random 372

secret rUi
∈ Z∗

p to calculate M1 = h(rUi
||T1)⊕ h(RIDTA 373

||RIDUi
||dUi

·QCSj
||T1), MM1 = h(h(rUi

||T1) ||TCUi
|| 374

T1|| RIDUi
||RIDTA) ⊕ h(h(rUi

||T1)|| RIDTA ||T1), MUi
375

= h(RIDUi
||RIDTA), M2 = MUi

· P and the ElGamal type 376

signature M3 = MUi
+h(rUi

||T1).dUi
(mod p). MDUi

then 377

picks an accessed smart device SDk with its pseudoiden- 378

tity RIDSDk
and sends the login message Msg1 = {TIDUi

, 379

RIDSDk
, M1, MM1, M2, M3, T1} to CSj via open channel. 380

C. User Authentication and Key Agreement Phase 381

This phase is required for mutual authentication among a 382

registered user Ui, a content server CSj , and an accessed smart 383

industrial device SDk. After the successful completion of the 384

following steps, both Ui and SDk establish a session key for 385

their secure communication via CSj . 386

AKM1: After receiving Msg1 from Ui, CSj first verifies 387

the timeliness of T1 through the condition: |T1 − T ∗
1 | ≤ ∆T , 388

where the “maximum transmission delay” is represented by ∆T 389

and T ∗
1 is reception time of the message Msg1. If it matches, 390

CSj searches for the same TIDUi
in its database and fetches 391

corresponding RIDUi
from its database. CSj further calcu- 392

lates h(rUi
||T1) = M1 ⊕ h(RIDTA ||RIDUi

||dCSj
·QUi

393

||T1), MUi
= h(RIDUi

||RIDTA) and checks if M3 · P = M2 394

+h(rUi
||T1) ·QUi

. If CSj finds this condition true, Ui is 395

authenticated by CSj . 396

AKM2: CSj generates a current timestamp T2 and a random 397

secret rCSj
∈ Z∗

p to compute M4 = h(rCSj
||T2 ||RIDCSj

)⊕ 398

h(RIDSDk
||dCSj

·QSDk
||T2), MM2 = MM1⊕ h(h(rUi

399

||T1)|| RIDTA ||T1)⊕ h(h(rCSj
||T2 ||RIDCSj

)|| T2|| 400

RIDSDk
), MCSj

= h(RIDSDk
||T2), M5 = MCSj

· P and 401

the ElGamal type signature M6 = MCSj
+ h(rCSj

||T2|| 402

RIDCSj
) · dCSj

(mod p). CSj further generates a new ran- 403

dom temporary identity TIDnew
Ui

for Ui and computes MT 404

= TIDnew
Ui

⊕ h(h(rUi
||T1)||RIDTA||T2). CSj then sends the 405

messageMsg2 = {RIDSDk
,M4,MM2,M5,M6,MT , T1, T2} 406

to SDk via open channel. 407

AKM3: After receiving Msg2 from CSj , SDk first verifies 408

the timeliness of T2 by checking |T2 − T ∗
2 | ≤ ∆T where T ∗

2 is 409

reception time of the message Msg2. If it is valid, SDk com- 410

putes h(rCSj
||T2 ||RIDCSj

) = M4 ⊕ h(RIDSDk
||dSDk

· 411

QCSj
||T2), h(h(rUi

||T1) ||TCUi
|| T1|| RIDUi

||RIDTA) 412

= MM2⊕ h(h(rUi
||T1)|| RIDTA ||T1)⊕ h(h(rUi

||T1)|| 413

RIDTA ||T1)⊕ h(h(rCSj
||T2 ||RIDCSj

)|| T2|| RIDSDk
), 414

MCSj
= h(RIDSDk

||T2), M6 · P = MCSj
· P +(h(rCSj

415

||T2|| RIDCSj
).dCSj

) · P = M5 + h(rCSj
||T2|| RIDCSj

) · 416
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Fig. 3. Login and authentication, and key agreement phases.

QCSj
. If SDk finds this condition true, CSj is authenticated by417

SDk, and SDk sets χs = h(h(rUi
||T1) ||TCUi

|| T1|| RIDUi
418

||RIDTA).419

AKM4: SDk generates a current timestamp T3 and a random420

secret rSDk
∈ Z∗

p to calculate M7 = h(rSDk
||T3)⊕ h(T1 ||T3||421

dSDk
·QUi

), Mx = h(RIDSDk
||TCSDk

) ⊕h(h(rSDk
||T3)422

||T1), MSDk
= h(h(RIDSDk

||TCSDk
) ||T1 ||T3) and M8423

= MSDk
· P , session key SKSDk,Ui

= h(χs||h(rSDk
||T3)||424

T1||T2|| T3||MSDk
), and generates the ElGamal type signature425

M9 = MSDk
+ h(SKSDk,Ui

||MT ||T1 ||T3).dSDk
(mod p).426

SDk then sends the message Msg3 = {M7, Mx, M8, M9,MT427

T3, T2} to Ui through the open channel.428

AKM5: After receiving Msg3 from SDk, after successful429

verification of the timeliness of T3,Ui computes h(rSDk
||T3) =430

M7⊕ h(T1 ||T3 ||QSDk
· dUi

), h(RIDSDk
||TCSDk

) = Mx⊕431

h(h(rSDk
||T3) ||T1), MSDk

= h(h(RIDSDk
||TCSDk

) ||T1432

||T3) and session key SKUi,SDk
= h(h(h(rUi

||T1) ||TCUi
433

||T1 ||RIDUi
||RIDTA) ||h(rSDk

||T3) ||T1||T2|| T3|| MSDk
),434

M9 · P = M8+ h(SKUi,SDk
||MT ||T1 ||T3) ·QSDk

. If this435

condition holds true, SDk is genuine; otherwise, Ui immedi-436

ately aborts the process. Ui also computes TIDnew
Ui

= MT ⊕437

h(h(rUi
||T1)||RIDTA||T2). In addition, MDUi

of Ui and CSj438

replace TIDUi
with TIDnew

Ui
in their memory and database439

which will be used in the upcoming sessions.440

Overall, the “login and authentication, and key establishment441

phases” is also provided in Fig. 3.442

D. User Password and Biometric Update Phase443

In this phase, a legitimate user can update his/her password444

and biometric information at any time without involving TA.445

The following steps need to be executed.446

PBU1: Ui furnishes his/her identity IDUi
and his/her old 447

password PW o
Ui

, and old biometrics information BIOo
Ui

at the 448

sensor of the MDUi
. After that MDi applies the steps LGU1 449

and LGU2 to check if the user Ui is a genuine user to proceed 450

for the password and biometric update process; otherwise, the 451

process is halted immediately. 452

PBU2: Ui chooses his/her new password PWn
Ui

and also 453

provide new biometric data BIOn
Ui

to the biometric sensor 454

of his/her mobile device MDUi
to compute (σn

Ui
, τnUi

) = 455

Gen(BIOn
Ui
), where σn

Ui
and τnUi

are the biometric secret key 456

of l bits and public reproduction parameter, respectively. Ui 457

also computes RPWn
Ui

= h(PWn
Ui

||x), xn = x⊕ h(IDUi
458

||PWn
Ui
|| σn

Ui
), RIDn

Ui
= RIDUi

⊕ h(PWn
Ui

||σn
Ui
), TIDn

Ui
459

= TIDUi
⊕h(IDUi

||PWn
Ui
), RIDn

TA = RIDTA ⊕h(IDUi
460

||RPWn
Ui

|| σn
Ui
), TCn

Ui
= TCUi

⊕h(IDUi
||RPWn

Ui
||σn

Ui
), 461

dnUi
= dUi

⊕ h(IDUi
||σn

Ui
) and LV n = h(IDUi

||RPWn
Ui

462

||TCUi
||dUi

||σn
Ui
). The values of RID∗

Ui
, T ID∗

Ui
, RID∗

TA, 463

TC∗
Ui
, d∗Ui

, τUi
,LV and x∗ will be replaced byRIDn

Ui
, T IDn

Ui
, 464

RIDn
TA, TC

n
Ui
, dnUi

, τnUi
, LV n and xn. 465

PBU3: Finally, {RIDn
Ui
, T IDn

Ui
, RIDn

TA, TC
n
Ui
, dnUi

, QUi
, 466

τnUi
, LV n, xn, h(·), Gen(·), Rep(·), t, Ep(a, b), P} are stored 467

in the memory of MDUi
. Note that x, IDUi

, RPWUi
, RIDUi

, 468

TIDUi
,RIDTA,TCUi

and dUi
are deleted from the memory of 469

MDUi
to protect against stolen verifier, privileged insider attack, 470

unauthorised session key computation, illegal user’s password 471

guessing and user impersonation attacks. 472

The user password and biometric update phase is also sum- 473

marized in Fig. 4. 474

E. Dynamic Smart Industrial Device Addition Phase 475

Suppose a smart industrial device is lost/stolen or failed due to 476

some reasons (e.g., battery power exhaustion). In that case, we 477
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Fig. 4. User password/biometric update phase of UAKMS-NIB.

need to deploy new smart industrial devices SDnew
k after initial478

deployment. This process is executed with the help of TA using479

the following steps.480

DSD1: The TA chooses a unique identity IDnew
SDk

and a481

random secret dnewSDk
∈ Z∗

p for smart device SDnew
k . The TA482

uses its own random secret key dTA to compute the pseu-483

doidentity of SDnew
k as RIDnew

SDk
= h(IDnew

SDk
||dTA), pub-484

lic key Qnew
SDk

= dnewSDk
· P and temporal credential as TCnew

SDk
485

= h(dnewSDk
||IDnew

SDk
||RTSnew

SDk
||dTA), where RTSnew

SDk
is the486

registration timestamp of SDnew
k .487

DSD2: The credentials {RIDnew
SDk

, TCnew
SDk

, Qnew
SDk

, dnewSDk
,488

h(·), Ep(a, b), P} are then loaded in the memory ofSDnew
k prior489

to deployment. Qnew
SDk

is published publicly to other network490

entities, and the TA also sends RIDnew
SDk

to CSj securely for491

further processing.492

V. SECURITY ANALYSIS493

In this section, we show that UAKMS-NIB can resist the494

following potential attacks that are crucial for 6G-enabled NIB495

deployed for industrial applications.496

1) Replay Attack: In UAKMS-NIB, the exchanged messages497

Msg1, Msg2, Msg3, and Msg4 use the freshly generated498

timestamps T1, T2, and T3. When an entity receives a message,499

it verifies the condition: |Tx − T ∗
x | ≤ ∆T , x = 1, 2, 3 on the500

timeliness check. If this condition holds, the replay attack is501

detected by the receiving end.502

2) Man-in-the-Middle Attack: Suppose an adversary A tries503

to update the messages exchanged among the communicating504

parties. For instance, Msg1 = {TIDUi
, RIDSDk

, M1, MM1,505

M2, M3, T1} between Ui and CSj . To modify Msg1, A has to506

generate current timestamp T a
1 and random secret raUi

∈ Z∗
p to507

computeMa
1 = h(raUi

||T a
1 )⊕h(RIDTA ||RIDUi

||dUi
·QCSj

508

||T a
1 ),MMa

1 = h(h(raUi
||T a

1 ) ||TCUi
||T a

1 ||RIDUi
||RIDTA)509

⊕ h(h(raUi
||T a

1 )||RIDTA ||T a
1 ),M

a
Ui

= h(RIDUi
||RIDTA),510

Ma
2 = MUi

· P , and Ma
3 = Ma

Ui
+h(raUi

||T a
1 ).dUi

(mod p).511

However,A can not succeed in completingMsg1 as he/she does 512

not have the knowledge of secret values (TCUi
, TCUi

, RIDUi
, 513

RIDTA, RPWUi
, x, dTA, dUi

). Moreover, computing secret 514

(private) keys from the public keys is also “computationally 515

infeasible due to the ECDLP.” Similar situation will arise for 516

other messages Msg2 and Msg3. Hence, man-in-the-middle 517

attack is resisted in UAKMS-NIB. 518

3) Impersonation Attacks: Suppose an adversary A tries to 519

create a valid login message on behalf of a registered user Ui. To 520

create a genuine login message Msg1, A has to generate current 521

timestamp T a
1 and random secret raUi

on behalf of Ui. However, 522

A will stuck in computing Ma
1 = h(raUi

||T a
1 )⊕ h(RIDTA 523

||RIDUi
||dUi

·QCSj
||T a

1 ), MMa
1 = h(h(raUi

||T a
1 ) ||TCUi

|| 524

T a
1 || RIDUi

||RIDTA) ⊕ h(h(raUi
||T a

1 )|| RIDTA ||T a
1 ), 525

Ma
Ui

= h(RIDUi
||RIDTA), Ma

2 = MUi
· P , and Ma

3 = Ma
Ui

526

+h(raUi
||T a

1 ).dUi
(mod p), because the essential secrets are 527

not available. Therefore, A is not able to create the original 528

login request message Msg1 on behalf of Ui. Thus, A can not 529

have ability to impersonate a genuine user. In the similar way, 530

UAKMS-NIB also protects against content server and smart 531

industrial device impersonation attacks. 532

4) Privileged-Insider and Stolen User Mobile Device Attacks: 533

A privileged insider user of the TA, being an internal attacker, 534

sayA, may know the registration information of a registered user 535

Ui. However,A is not able to compute the session keySKUi,SDk
536

= h(h(h(rUi
||T1) ||TCUi

||T1 ||RIDUi
||RIDTA) ||h(rSDk

537

||T3) ||T1||T2|| T3|| MSDk
), where TCUi

= h(TCUi
||x|| σUi

) 538

as he/she does not have any information about user’s secret 539

number x, password PWUi
and secret biometric key σUi

even 540

if he/she has the lost/stolen user’s mobile device MDUi
. This 541

is because we have not stored any secret values directly in the 542

memory of MDUi
. In the similar way, A does not have the 543

ability to compute/derive the password/biometric key of the user 544

Ui through offline guessing attacks. 545

5) Ephemeral Secret Leakage (ESL) Attack: In UAKMS-NIB, 546

the session key computed by a smart industrial device (SDk) 547

shared with the user Ui is SKSDk,Ui
= h(χs||h(rSDk

||T3)|| 548

T1||T2|| T3||MSDk
), where MSDk

= h(h(RIDSDk
||TCSDk

) 549

||T1 ||T3). Similarly, the same session key computed by Ui 550

shared with SDk is SKUi,SDk
= h(h(h(rUi

||T1) ||TCUi
||T1 551

||RIDUi
||RIDTA) ||h(rSDk

||T3) ||T1||T2|| T3|| MSDk
) (= 552

SKSDk,Ui
). It is worth noticing that the session key SKSDk,Ui

553

(=SKSDk,Ui
) is based on both the short term (i.e, random 554

secrets) and long term secrets (i.e., various identities and secret 555

keys). In the following, we consider the following cases. 556

1) Case 1: If only the short term secrets (rUi
, rSDk

) are 557

compromised through the session hijacking attacks, the 558

session key SKSDk,Ui
(=SKSDk,Ui

) can not be com- 559

promised by an adversaryAwithout having the long term 560

secrets (TCSDk
, RIDUi

, and RIDTA). 561

2) Case 2: If the long term secrets (TCSDk
, RIDUi

and 562

RIDTA) are only compromised by the adversary A, the 563

session key SKSDk,Ui
(=SKSDk,Ui

) can not also be 564

compromised without having the short term secrets (rUi
, 565

rSDk
). 566

Thus, the session key SKSDk,Ui
(=SKSDk,Ui

) is only com- 567

promised when both the short term secrets and long term secrets 568
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are compromised by the adversary A. Therefore, in UAKMS-569

NIB A does not have ability to compute the session key on the570

behalf of the genuine network entities (Ui andSDk). In addition,571

A can neither perform this attack through the user’s stolen572

mobile device attack nor through the eavesdropped messages.573

Hence, UAKMS-NIB provides session key security. In other574

words, we can say that UAKMS-NIB is secured against “ESL575

attack under the considered CK-adversary model” as described576

in our threat model (see Section III-B).577

6) Anonymity and Untraceability: Let an adversary A cap-578

ture the messages Msg1, Msg2, and Msg3 during the “login579

and authentication & key establishment phases” among Ui,580

CSj , and SDk. These messages are calculated using different581

“random nonces” and “current timestamps” that help to obtain582

dynamic and unique messages in different sessions. Moreover,583

we have not exchanged any user identity information in the584

“plaintext forms.” Other exchanged messages are also created585

in the similar way. This method assisted us to attain both “user586

and content server anonymity and untraceability” properties in587

UAKMS-NIB.588

7) Smart Industrial Device Physical Capture Attack: A smart589

device SDk stores the credentials {RIDSDk
, TCSDk

, QSDk
,590

dSDk
, h(·), Ep(a, b), P} which are required for “authentication591

and key establishment” process with a user Ui. Suppose SDk592

is physically captured by A and the stored information are593

extracted from SDk’s memory using the power analysis attacks594

[16]. Since RIDSDk
, TCSDk

, QSDk
, and dSDk

are different595

for all deployed smart devices, the revealing of these sensitive596

information does not affect the security among noncompromised597

smart devices and the userUi. Therefore, UAKMS-NIB protects598

against “smart industrial device physical capture attack.” In599

other words, UAKMS-NIB is “unconditionally secure against600

device physical capture attack.”601

VI. FORMAL SECURITY VERIFICATION602

USING AVISPA: SIMULATION STUDY603

This section provides the formal security verification of our604

proposed scheme (UAKMS-NIB) using one of the most used605

formal security software verification tools, known as “AVISPA”606

[8]. The main purpose of doing the formal security verification607

using AVISPA tool is to assure the safety of the proposed608

UAKMS-NIB against “replay” as well as “man-in-the-middle”609

attacks.610

AVISPA has the following four back-ends: 1) “on-the-fly611

model-checker (OFMC);” 2) ‘constraint logic based attack612

searcher (CL-AtSe);” 3) “SAT-based model-checker;” 4) “tree613

automata based on automatic approximations for the analysis of614

security protocols.” To implement the proposed UAKMS-NIB,615

it needs to be written in the “high-level protocol specification616

language (HLPSL).” With the help of the HLPSL2IF transla-617

tor, HLPSL code with extension (.hlpsl) is converted into the618

“Intermediate Format (IF).” The generated IF is then fed into619

one of the four available back-ends as input, and the “Output620

Format (OF)” is produced, which tells whether the tested scheme621

is “safe, unsafe, or inconclusive.” In addition, the OF has a622

DETAILS section which provides an explanation supporting623

Fig. 5. Simulation results of UAKMS-NIB under CL-AtSe and OFMC
backends.

the result displayed in the “SUMMARY” section, so as to why 624

the protocol is safe or unsafe. The detailed description about 625

AVISPA tool and HLPSL implementation are available in [8]. 626

It is worth noticing that HLPSL is a role-oriented language. 627

The HLPSL implementation of UAKMS-NIB involves four 628

basic roles for the TA, a user (Ui), a content server (CSj) 629

and a smart industrial device (SDk), and two mandatory roles 630

of session and, goal and environment. The registration phase 631

described in Section IV-A is implemented, which is performed 632

through the secure channel. In addition, we have also done the 633

HLPSL implementation of the user login phase described in 634

Section IV-B and user authentication and key agreement phase 635

explained in Section IV-C. 636

AVISPA implements the “DY threat model” [15]. Thus, an 637

intruder (defined in HLPSL by i) cannot only intercept the 638

messages but can also modify, delete or insert false messages 639

during communication. The “Security Protocol ANimator for 640

AVISPA (SPAN)” tool [19] is a broadly accepted tool which 641

is used to perform formal security verification simulation. The 642

simulation results of the proposed UAKMS-NIB illustrated in 643

Fig. 5 clearly indicate that UAKMS-NIB is secured against 644

replay and man-in-the-middle-attacks. 645

VII. PRACTICAL PERSPECTIVE: NS2 SIMULATION 646

This section provides a simulation study of UAKMS-NIB 647

using the “widely accepted network simulator, NS2 2.35” on 648

“Ubuntu 18.04 LTS” platform. The purpose is to measure the 649

impact of UAKMS-NIB on the important “network performance 650

parameters, such as end-to-end delay (in seconds) and network 651

throughput (in bps)”. 652

Various simulation parameters used in the practical study are 653

provided Table II. We have taken total 1800 s (30 min) as the 654

simulation time. Both types of users (static and mobile) are 655

considered in the simulation who move with different speeds 656

ranging from 2 to 15 meters per second (mps). The remain- 657

ing parameters are considered with standard values as used in 658

NS2. We take 3, 5, and 8 users in “scenario-1,” “scenario-2,” 659

and “scenario-3,” respectively, and a single content server is 660
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TABLE II
DIFFERENT PARAMETERS USED IN SIMULATION

Fig. 6. Impact on (a) end-to-end delay and (b) throughput.

considered along with 50 smart industrial devices SDk in all661

scenarios. The communication range of SDk is taken as 50 m.662

The hash output (in case of use of “SHA-1 hash algorithm”)663

and an “identity” are considered as 160 b and 160 b, conjointly.664

Three exchanged messages Msg1 from Ui to CSj , Msg2 from665

CSj to SDk, and Msg3 from SDk to Ui need 1152 , 1184 , and666

1024 b, conjointly.667

A. Discussion on Results668

The following outcomes are obtained during the simulation.669

1) End-to-End Delay: The end-to-end delay (EED) is mea-670

sured as the “average time taken by the messages to reach671

the destination node from a source node,” which is defined as672 !npt

i=1(TRi
− TSi

)/npt, where “TRi
and TSi

are the receiving673

and sending time of a packet i,” conjointly, and npt denotes the674

“total number of packets.” From Fig. 6, it is observed that the675

EED values for the scenarios 1, 2, and 3 are 0.05340, 0.06420,676

and 0.08333 s, conjointly. It is important to notice that the EED677

values increase as the number of users increases due to the reason678

that more users induce more exchanged messages which then679

increases congestion in the network.680

2) Throughput: The network throughput is the “measure-681

ment of the number of bits transmitted per unit of time” that682

can be estimated as “Nρ×|pt|
Tδ

, where Tδ is the total time (in683

seconds), |pt| is a packet size, and Nρ is the total number of684

received packets.” The throughput (in bps) of UAKMS-NIB in685

different considered scenarios presented in Fig. 6 shows that the686

throughput are 349.90, 596.11, and 959.82 bps for scenarios 1,687

2, and 3, conjointly. The values of throughput also increase in688

case of “increment in the users,” because in those cases “the689

number of messages exchanged also gets increased.”690

VIII. EXPERIMENTAL RESULTS USING MIRACL691

In this section, we provide the experimental results for compu-692

tational time needed for various cryptographic primitives using693

TABLE III
EXECUTION TIME FOR A SERVER OF CRYPTOGRAPHIC PRIMITIVES

USING MIRACL

TABLE IV
EXECUTION TIME UNDER RASPBERRY PI 3 SETTING
FOR CRYPTOGRAPHIC PRIMITIVES USING MIRACL

the widely used “MIRACL” [9]. MIRACL is a “C/C++ based 694

programming software library that has been already recognized 695

by the cryptographers as the gold standard open source SDK for 696

elliptic curve cryptography (ECC).” 697

The symbols Tecm, Teca, Tse/Tsd, and Th are used to repre- 698

sent the computational time needed to execute “elliptic curve 699

point (scalar) multiplication,” “elliptic curve point addition,” 700

“symmetric key [Advanced Encryption Standard (AES-128)] 701

encryption/decryption,” and “one-way hash function,” respec- 702

tively. The elliptic curve point addition and multiplication are 703

performed on a nonsingular elliptic curve of the form: “y2=x3 + 704

ax+ b (mod p)” such that 4a3 + 27b2 ̸= 0 (mod p). 705

In the following, we consider the following two types of 706

scenarios for MIRACL. 707

1) Scenario 1: The first scenario involves the platform for 708

MIRACL using the setup: “Ubuntu 18.04.4 LTS, with 709

memory: 7.7 GiB, processor: Intel Core i7-8565U CPU @ 710

1.80GHz× 8, OS type: 64-b and disk: 966.1 GB.” The ex- 711

periments for each cryptographic primitive are executed 712

for 100 runs. From these runs, we have computed the 713

maximum, minimum and average run-time in millisec- 714

onds for each cryptographic primitive. The experimental 715

results are shown in Table III. 716

2) Scenario 2: The second scenario involves the testbed plat- 717

form which is considered for MIRACL under the setting: 718

“Model: Raspberry PI 3 B+ Rev 1.3, with CPU: 64-b, 719

Processor: 1.4 GHz Quad-core, 4 cores, Memory (RAM): 720

1GB, and OS: Ubuntu 20.04 LTS, 64-bit.”. The experi- 721

ments are executed for each cryptographic primitive for 722

100 runs. From these runs, we have also calculated the 723

maximum, minimum and average run-time in millisec- 724

onds for each cryptographic primitive. The experimental 725

results are then tabulated in Table IV. 726

IX. COMPARATIVE ANALYSIS 727

This section provides a comparative analysis of UAKMS- 728

NIB with other existing ECC-based user authentication schemes 729

designed by Chang and Le [20], and Sadhukhan et al. [21]. 730

For communication costs comparison, an identity (tempo- 731

rary/pseudo), a random secret (nonce), a current timestamp, an 732
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TABLE V
COMMUNICATION COST COMPARISON

TABLE VI
COMPUTATION COSTS COMPARISON

TABLE VII
SECURITY AND FUNCTIONALITY FEATURES COMPARISON

SF1 : “user anonymity;” SF2 : “user untraceability;” SF3 : “offline guessing
attacks;” SF4 : “fast wrong input detection;” SF5 : “mutual authentication and
session key agreement;” SF6 : “impersonation attacks;” SF7 : “privileged-
insider attack;” SF8 : “replay attack;” SF9 : “man-in-the-middle attack;”
SF10 : “stolen smart card/mobile device attack;” SF10 : “ESL attack under
CK-adversary model;” SF11 : “smart device physical capture attack;” SF12 :

“Denial-of-service (DoS) attack under biometric verification;” SF13 : “offline
smart device registration phase;” SF14 : “freely and locally password/biometric
changing facility;” SF15 : “dynamic smart device addition;” !: “a scheme is
secure or supports a functionality feature;” × “a scheme is insecure or does not
support a feature;” N/A: “not applicable.”

“elliptic curve point,” and a “hash output (digest) using SHA-1733

hash algorithm” are taken as 160, 160, 32, 320, and 160 b,734

respectively. It is assumed that the security level of an 1024-b735

“RSA public key cryptosystem” is same as that for an 160-b736

“ECC public key cryptosystem.” Under these assumptions, the737

communications costs for a user, a server and an IoT smart device738

along with total cost among UAKMS-NIB and other schemes are739

listed in Table V. It is seen that UAKMS-NIB requires less cost740

as compared to the scheme of Sadhukhan et al. [21]. Although741

the cost of UAKMS-NIB is little bit high as compared to Chang742

and Le’s ECC-based scheme [20], UAKMS-NIB is superior743

while the “security and functionality features” are compared744

to the scheme [20] in Table VII. However, for a smart device745

communication cost point of view, UAKMS-NIB requires less746

communication cost as compared to other schemes.747

For computation costs comparison, Tecm, Teca, Th, Tse/Tsd,748

and Tfe are the symbols to denote the time required for an749

“ECC point multiplication,” an “ECC point addition,” a “hash 750

operation,” a “symmetric encryption/decryption,” and a “fuzzy 751

extractor operation (Gen/Rep).” We neglect the bitwise XOR 752

operation as it is negligible as compared to other operations. 753

We consider the experiments on the cryptographic primitives 754

using the widely-accepted MIRACL [9] as demonstrated in 755

Section VIII. We use the average computational time for various 756

cryptographic primitives listed in Table III for a server as it 757

is computationally resource-rich than that for a user’s mobile 758

device or a smart device, whereas the average computational 759

time for various cryptographic primitives listed in Table IV are 760

used for the user’s mobile device or the smart device. Thus, under 761

a server setting, we have Tecm ≈ 0.674 ms, Teca ≈ 0.002 ms, 762

Th ≈ 0.055 ms, Tfe ≈ Tecm [22], which is 0.674 ms, Tse 763

≈ 0.001 ms, andTsd ≈ 0.001 ms. On the other side, under user’s 764

mobile device or smart device using Raspberry PI 3 setting, we 765

haveTecm ≈ 2.288 ms,Teca ≈ 0.016 ms,Th ≈ 0.309 ms,Tfe ≈ 766

Tecm ≈ 2.288 ms, Tse ≈ 0.018 ms, and Tsd ≈ 0.014 ms. The 767

comparative study on computational costs among the considered 768

schemes in Table VI shows that UAKMS-NIB requires little bit 769

high cost as compared to other schemes. However, it is justified 770

by considering the offered “security and functionality features” 771

by the proposed UAKMS-NIB as compared with those for other 772

schemes [20], [21]. 773

Finally, in Table VII, possible essential “security and function- 774

ality features (SF1–SF15)” are compared among UAKMS-NIB 775

and other competing schemes. It is observed that UAKMS-NIB 776

is superior in terms of the features (SF1–SF15) as compared to 777

other schemes. 778

X. CONCLUSION 779

In this article, we attempted to solve an important security 780

service by means of designing a new authentication protocol 781

in “6G-enabled NIB deployed industrial applications.” The pro- 782

posed UAKMS-NIB allowed a legal registered user to access the 783

service (real time data) from a smart device with the help of con- 784

tent server provided a successful mutual authentication between 785

the user and smart device occurs. The robustness of the proposed 786

UAKMS-NIB had been shown through the security analysis. 787

NS2-based simulation study had been conducted to show the 788

impact of UAKMS-NIB for various network performance pa- 789

rameters. Finally, a detailed comparative study revealed that 790

the superiority of UAKMS-NIB in terms of “security and func- 791

tionality requirements,” “communication,” and “computational” 792

overheads. Therefore, we concluded that UAKMS-NIB was 793

practical for 6G-enabled NIB deployed industrial applications. 794
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