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ABSTRACT

Employment scams, such as scapegoat positions, clickbait and
non-existing jobs, etc., are among the top five scams registered
over online platforms.! Generally, scam complaints contain het-
erogeneous information (money, location, employment type, or-
ganization, email, and phone number), which can provide critical
insights for appropriate interventions to avoid scams. Despite sub-
stantial efforts to analyze employment scams, integrating relevant
scam-related information in structured form remains unexplored.
In this work, we extract this information and construct a large-scale
Employment Scam Knowledge Graph consisting of 0.1M entities
and 0.2M relationships. Our findings include discovering different
modes of employment scams, entities, and relationships among en-
tities to alert job seekers. We plan to extend this work by utilizing
a knowledge graph to identify and avoid potential scams in the
future.
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1 INTRODUCTION

Employment scams are among the top five scams registered over
consumer complaint platforms. These scams typically include jobs
from fake recruiters, fake check scams? asking for money or offering
attractive non-existing jobs. Figure 1 shows a sample Employment
scam complaint from a popular platform. According to report? of
employment scams, 14 million people are exposed to employment
scams with more than $2 billion lost per year. These reports focus

"I applied for an @dmin job on Indeed. | received an interview over the phone and did not
think anything of it because of the [EBTORENIMES. | was informed that | had the job and it was a
work from home. | was issued a check in the amount of $4,800 off of a M&T business account. |
finally got an information that the check was fraudulent.”

Figure 1: A sample Employment scam complaint from BBB
platform. Entities present in text are shown in color.

on understanding the overall impact of these employment scams,
providing prevention tips and structural interventions to help peo-
ple avoid losing money. Researchers [4, 5] have previously analyzed,
normalized, and detected online job scams.

However, there are a few limitations to these approaches, a) most
of these qualitative studies are survey-based and are costly, b) these
methods also ignore the heterogeneous information about money,
location, employment type, organization, email, and phone number
in the unstructured text that can help prevent consumers from
losing money, c) understanding the victim’s perspective (reported
scams) and providing them objective information about scams is
still unexplored in the domain. To address these issues, Knowl-
edge graphs [3] are considered suitable to capture heterogeneous
information in form of entities and their relationships. A knowl-
edge graph is a multi-relational graph that stores the information
in triples, consisting of entities as nodes and relations as different
types of edges. Many research teams have organized the knowledge
in their domain into a structured format, e.g., YAGO [6], NELL [1],
and DBpedia [8].

Towards this end, we collect a dataset of six years consisting of
17K scam complaints from the BBB website.3 Further, we investi-
gate and extract the entities (money, location, date, email, phone
Zhttps://bbbfoundation.images.worldnow.com/library/d8707e47-c886-48ec-b143-

7b3db2806658.pdf
3https://www.bbbmarketplacetrust.org/story/39089075/bbb-scam-tracker
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number, employment type, and organization) from employment
scam complaints. Then, we construct an Employment Scam Knowl-
edge Graph consisting of 0.1M entities and 0.2M relationships to
help workers protect themselves before falling for scams. To the
best of our knowledge, this is the first work to leverage and obtain
structured information in knowledge graphs from scam complaints.
This is our preliminary work, and we plan to extend this work by
leveraging graph representations to identify and avoid potential
scams using this Employment scam knowledge graph.

2 DATASET

The dataset source for this research is BBB Scam Tracker!, an on-
line platform where consumers and businesses report scams. BBB
scam tracker website was accessible at the time of data collection.
We collected around 17K employment scam complaints of USA
and Canada from August 2015 to April 2021. We consider the em-
ployment scam complaints, which have a non-empty description
field. The dataset consists of the scam’s reported date, textual de-
scriptions, the dollar value of any loss, zipcode, and business name
(imposter).

3 APPROACH

The approach consists of three components a) Understanding the
complaints, b) Entity Extraction, and c) Knowledge integration.
We extract the mode of approaching the victim from textual de-
scriptions using a set of keywords such as Email, mailbox, inbox,
spammed by inbox, text message, Facebook, phone call, call, called
me up, social media, Instagram, Twitter, LinkedIn, personal mes-
sage, WhatsApp, message, telegram, phone message, and contact
number. We categorize them into six significant ways, i.e., ‘email’,
‘call’, ‘online social networks’, ‘online professional networks’, ‘text
message’ and others. These are the most common modes scammers
use to approach victims online [2]. We use rule-based heuristics
and Spacy NER [7] to identify these entities from text. There are
2.2K unique money values, 1.9K unique dates, 1.1K unique URLs,
4.6K unique organisations, 0.2K unique phone numbers, and 55
individual states from employment scam complaints content. We
define seven types of relationships ( ‘reported _from’, ‘reported_date’,
job_type’, ‘contact’,‘mentions_money’, ‘mentions_org’, and ‘email’)
from these complaints. To integrate the knowledge, we extract these
entities and relationships and store them efficiently in graphical
storage, i.e., Neo4j Cypher Query Framework [9]. Figure 2 shows a
sample snapshot of an Employment Scam Knowledge Graph.

4 DISCUSSION

Our findings show that 61% of the complaints mentioned ‘email’
and 12% are engaged through ‘online professional networks’. 10%
scammed through ‘online social networks’, usually Facebook chats.
At least 500 scam complaints mentions ‘work from home’, ‘Covid’
or ‘Corona’. For scammers, email is the most common method of
approaching the victim. We observe that scammers impersonated
well-known retailers like Amazon and Walmart to seem legitimate,
posting scam jobs on major online employment platforms. We find
that the money or amount mentioned in the complaint text was
mostly $32). Interestingly, there was a surge in scams during late
2018, where scammers impersonated popular business names using
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Figure 2: A sample snapshot of Employment Scam Knowl-
edge Graph. All the entity types are shown in bold. For bet-
ter visualization, we show edges among the entity types in
snapshot. For instance, a fact in the KG is of form (Scam,
mentions_org, Amazon).

amazon jobs. Such information, when converted to KG, is helpful
for victims to protect themselves from potential scams. This is our
preliminary work, and we aim to extend this work by proposing
the strategies that precarious job seekers can utilize to identify and
avoid scams for future research directions in the area.
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