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Abstract

In recent years, we have encountered a mutual boost in mobile communication ca-

pabilities and the diffusion of Online Social Media (OSM). As an outcome, a new

socio-technical convergence has been established that features a resilient network

of humans who generate a continuous flow of information across online and offline

environments. The information loop between the online and offline environments

tends to provide a feedback effect, where the offline ecosystem may affect the online

ecosystem and vice versa. The impact of the feedback ecosystem intensifies during

times of protest (or movement), as information flow around the protest might affect

a person’s judgment followed by their action. On the bright side, the socio-technical

convergence enables AI-powered applications to use social media to reach a critical

mass during the protest, demystify people’s opinions and address the concerns of

the protest. Hence, our first research objective is to address how social media en-

ables the advancement of a social movement’s goal and to demystify opinions shared

during the protest. On the dark side, the socio-technical convergence unveils un-

paralleled opportunities to manipulate and deceive users on social media leading to

the manipulation of public opinions, the polarization of society, and violent protests

in the offline ecosystem. The second objective of our research is to weed out the

possible threats present during the protest to foster a secure online ecosystem and

dilute violent on-ground activities.
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Chapter 2

Introduction

The recent technological advancement has transformed the Online Social Media

(OSM) platforms into a significant place for debate around socio-political phenom-

ena, expressing opinions, and mediating social interactions [Pond and Lewis, 2019].

The abundance of communication capabilities has produced a resilient public net-

work responsible for a continuous flow of information between the offline and the

online ecosystem [Conti et al., 2012]. With the help of communication capabilities,

social media helps people identify like-minded people who boost their belief sys-

tem [Garimella et al., 2018b]. While identifying with a group of people on social

media gives a sense of belongingness and helps fight for a cause [Bittner et al., 2020],

it sometimes leads to a polarized information flow between users who are ignorant of

the other side [Horawalavithana et al., 2021]. The tendency of users to adjust inter-

ests, opinions, and actions according to the recent observations introduces a feedback

effect, where the offline and the online ecosystem might affect each other [Ramakr-

ishnan et al., 2014]. The public posts on social media provide valuable information

about the ongoing events in real-time [Muthiah et al., 2016b,Goode et al., 2015],

and the anger-fueled discussion on social media can also give rise to an agitated

society and mark the beginning of social movements or uprisings [Poltrock et al.,

2012,De Choudhury et al., 2016a].

Protests and social movements are scarce; however, they may lead to dramatic

outcomes when they occur. Social media, such as Twitter, has become a central point
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for organizing and developing collective action, such as online protests worldwide.

The manifestation of collective identity (for example, #wearethe99percent launched

by the Occupy Wall Street movement ) is accompanied by a set of goals that pro-

vides users with a collective sense of self and what they stand for [Gerbaudo and

Treré, 2015]. The human feedback loop of socio-technical convergence has helped

throw light on significant societal issues, including environmental change [Weart,

2015], breaking gender stereotypes [Bittner et al., 2020], and voicing marginalized

social groups [Liu et al., 2017a] among others. We can extract actionable knowl-

edge about diverse aspects of the current ongoing phenomena. In particular, the

social-technical convergence has paved the way for social sensing, where humans act

as data sensors that continuously post about the ongoing phenomena [Wang et al.,

2014]. The collected information from the human sensors can provide data-driven

decision support to policy-makers and stakeholders for making an informed decision

and adjusting any interventions according to the needs of the people [Alonso et al.,

2018,Alonso et al., 2018].

Due to the world-scale capabilities of social media for enabling communication

between users and distribution and aggregation of information, OSM was initially

considered a great opportunity to promote a diversified point of view, positively im-

pacting individual critical thinking and democratic discussions. However, as social

media became the main outlet for information dissemination and consumption, the

socio-technical convergence started posing severe threats to society. As humans are

prone to “confirmation bias”, which induces them to consume information that con-

firms their pre-existing beliefs, the benefit of being exposed to different point-of-view

is highly limited [Yardi and Boyd, 2010]. On the other hand, the news feed algo-

rithms and social network dynamics also lead to reinforcement of selective exposure

mechanism [Cinelli et al., 2020]. As a result, the democratic discussion on a given

topic has formed the so-called echo chambers, where users tend to mutually reinforce

their opinion and biases on a topic [Dash et al., 2021]. Such an ecosystem becomes a

perfect breeding ground for malicious activities ranging from promoting terrorist ac-

tivities [Badawy and Ferrara, 2018], disruption of foreign campaigns [Badawy et al.,

2019], and inducing fear among fragile audience [Akhtar et al., 2021]. Hence, the
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threat to the secure society can range from genuine users involved in occasional ha-

rassing fragile people [Fast and Horvitz, 2016] to more profound inauthentic actors

who purposefully become part of an online discussion with the ill-intention to cre-

ate polarization [Gorrell et al., 2019a], spread propaganda [Sree Hari et al., 2021],

among other intentions. Despite the efforts of the platform to remove malicious

content, the posts made by the accounts may reach a wider audience before the ma-

licious content or account is suspended from the platform [Santini et al., 2021]. The

malicious accounts also innovate themselves to deceive the platform’s regulations.

Hence, the malicious accounts often hide under the stream of benign OSM content

and become viral before soliciting any intervention. Due to the feedback loop formed

between the online and offline ecosystems, the malicious content spread in the online

world might affect the offline ecosystem gravely. For example, the recent debate on

vaccines on social media has not only led to an infodemic on social media, but it has

also led to the slowing of the process of vaccinations [Germani and Biller-Andorno,

2021].

In summary, from a secure society perspective, there is a need to understand so-

cial movements mediated by social media and counter threats that pollute the online

and offline ecosystem and might unfold grave consequences. For the above two ob-

jectives, a research endeavor must design approaches and apply suitable techniques

for the challenges.

2.1 Understanding Protest Strategy and Objectives

In the past decade, the most effective approach to understanding social movements

was grounded in the assumptions that shared grievances and potential means of

reducing them are essential preconditions for the emergence of collective actions.

However, recently the strong hypothesis about the centrality of deprivation and

grievances has been pivoted to a weaker one. The current assumption is that any

society always has sufficient discontent to provide the breeding ground for a move-

ment, given that the campaign is organized efficiently [Mccarthy and Zald, 1977].

From the Arab spring witnessed during the start of the decade, sustainable protests

3



are distinguishing between two logics interplay: the formal association of organi-

zational resources, i.e., the logic of collective action, and users’ interest in sharing

personalized content on social media, i.e., the logic of connective action [Bennett

and Segerberg, 2012b]. Social media has become a prime site where protests are

created, channeled, and contested [Gerbaudo and Treré, 2015]. According to the

global protest tracker from Carnegie Endowment for International Peace 1, since

2017, over 230 anti-government protests have erupted worldwide, in more than 110

countries. Over 25 significant protests have been directly related to the coronavirus

pandemic. Since social media has become one of the center places for organizations

and sharing protest-related posts, social media can help in many ways. For example,

the study of protesters’ posts on social media on the ‘no ball, no wall’ protest was

done to reduce the prejudice towards a given section of society [Wei et al., 2020a]. In

another instance, the study of social media posts was used to understand the dog-

matic mindset of the users of a marginalized community [Fast and Horvitz, 2016].

The new direction of social movement research has attracted a lot of attention in

two directions: the movement-media relationship and social movement strategy.

2.1.1 Challenges

The understanding of the major objective and strategy adopted for a sustainable

socio-technical protest requires (i) extracting actionable and concise knowledge from

the online ecosystem; (ii) identifying and characterizing prime advocates involved

in the online social movement; and (iii) designing suitable techniques to demystify

online strategies used by activist for sustaining the movement online. At the same

time, there is a range of work for protests that consider the western context, the work

done on social movements in non-western countries are scarce [Gerbaudo and Treré,

2015]. Gathering user-generated content from OSM comes with its fair share of

challenges. It included incompleteness, information overload, and multidimensional

information (text, images, videos). One of the major challenges concerning study

protests in non-western contexts remains the barriers by content shared in low-

resource languages [Haider et al., 2020]. The debate on movement are both single-

1https://carnegieendowment.org/publications/interactive/protest-tracker
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sided [Wang and Zhou, 2021a], as well as rich is discourse [Gallagher et al., 2018a].

Since the protests are unique and subjective, posing another major challenge in

studying online social media protests. When understanding the strategies of the

protest, the major challenges are understanding the most influential users (activists)

and how to sustain the movement online [Wang and Zhou, 2021a].

2.2 Understanding online and offline threats

Posts on OSM are prone to subjectivity, informality, propaganda, and disinforma-

tion [Gorrell et al., 2019b]. The unreliable content shared by various inauthentic

users gets attention from unaware users, who fall prey to propaganda or decep-

tion [Stella et al., 2018]. Apart from propaganda and disinformation, the content on

social media also constitutes hate and fear speech that might affect users and debate

on social media [Saha et al., 2021]. During a social media protest that unfolds into

discourse, there is a risk of inauthentic or disrespectful content on either side of the

discourse [Gallagher et al., 2018a]. To fully understand the interplay of inauthentic

activity within the discourse, we need to focus on both sides of the discourse. We

focus on the threats against inauthentic users and their content on one end. On

the other side of a protest, we focus on the hateful content during a social media

protest.

2.2.1 Challenges

The major challenge with these online threats is the barrier of low-resource language

posts made during the protest. While protests are very prominent phenomena in

different parts of the world, due to a shortage of different language representations,

the protests of non-western countries remain understudied. Recently, we have seen

a rise in the study of protests in Brazil [Costa et al., 2015] and various election

campaigns in Asia-pacific [Uyheng and Carley, 2021a]. The study of protests is yet

a long way to go [Wang and Zhou, 2021a]. Another major challenge with the study

of protests is the awareness of the different political and moral values of the country

or community under study [Haidt, 2011, Rezapour et al., 2019]. As delineated in
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the previous Section, a common issue while dealing with OSM data is the need

to automate the extraction of information from a large variety of inputs (such as

texts, images, videos, etc.). This involves complex machine tasks, including Natural

Language Processing (NLP), speech recognition, and computer vision which are

naturally associated with human intelligence.

2.3 Solutions

Social Network Analysis enables modeling of information flow between the users

in the OSNs, identifies the most relevant actors, and helps understand people’s

perceptions when combined with various AI techniques [Liu et al., 2018]. Hence,

extracting relevant topics from large OSM discussions requires a combination of AI

and SNA. We can classify a huge collection of data, understand hidden patterns of

information in the data, and use the network of users and content to understand

the user’s perception and beliefs of the topic of discussion. While using AI and SNA

to understand protest-related activities, we can understand the emotional take on

the protest [Costa et al., 2015], the stance of the user on a particular debate [Gal-

lagher et al., 2018a], understand their discontent with a political change [Wang and

Zhou, 2021a], among other knowledgeable insights. One of our primary goals is to

enhance the various techniques used to understand the protests in low-resource coun-

tries. For the next goal, i.e., to identify the online and offline threats in conjugation

with the above methods, we need expertise in various political, psychological, and

management-related domains. We also need to keep track of emergent new topics

and keep pace with threats in the online and offline world. Collecting user-generated

content in OSM and extracting actionable knowledge for decision support can pro-

vide enormous advantages for understanding our societies. However, those actions

raise serious concerns about their probable adverse effect on other vital public goods,

such as personal privacy or the freedom of speech. The next section elaborates on

such legal and ethical considerations.
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2.4 Legal and ethical concerns

Although users’ profile data in OSM are publicly available, it is inherently sensitive.

For example, users who post about the campaign might not anticipate the use of

their data by anyone, especially around sensitive topics. All the data collected in our

study is from publicly available information, and no attempt to explore any user-

level demographic information has been made. The opinion shared by the users on

the campaign is broadly studied to understand public perception of various protests

and not on an individual level to maintain users’ privacy. While sharing tweet IDs

is a common practice in such studies, there is a risk to sharing the Tweet IDs due

to the sensitive nature of the campaign. For example, if we share the tweet IDs, we

risk obtaining all the user-level information from the tweet ID. Hence, sharing the

tweet IDs used in our various studies were not undertaken. Instead, tweet and user-

level features without revealing personal information such as profile name, profile

description, username, etc., are shared.

2.5 Targets and contributions

We first examine how to enhance AI techniques enabling essential applications. Sec-

ondly, we develop complex approaches targeting specific online and offline threats.

2.5.1 Understanding Protest narratives

As outlined in Section 2.1, OSM provides a ground for understanding the partic-

ipants’ protest narratives and prime opinions. Hence, adopting methods for auto-

matic understanding of protest-related narratives and underlining topics becomes

crucial for a secure society. Understanding activists and the content shared in the

OSM not only helps users make an informed decision on their stance but the infor-

mation available in OSM also helps policymakers and stakeholders make decisions

that support the need of common people. Since each protest are unique, and no fixed

set of labels can be applied to all protests under study, we propose an unsupervised

framework for understanding major protest narratives.
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Contributions. We contribute to the understanding of narratives in various non-

western protests. In particular, we use various deep learning and unsupervised

techniques to identify strategies and narratives in various recent protests.

#ShushantSinghRajput: Strategies by Counterpublics. Twitter has emerged

as a prominent social media platform for activism and counterpublic narratives.

Counterpublics [Jackson and Banaszczyk, 2016] are defined as marginalized com-

munities that distribute messages to diverse social groups, raise awareness, and

challenge dominant narratives. The counterpublics leverage hashtags to build a di-

verse support network and share content on a global platform that counters the

dominant narrative. Our first work applies the framework of connective action to

the counter-narrative campaign over the cause of death of #SushantSinghRajput.

We combine descriptive network, modularity, and hashtag-based topical analysis to

identify the campaign’s three major mechanisms: generative role-taking, hashtag-

based narratives, and forming an alignment network toward a common cause. Using

the case study of #SushantSinghRajput, we highlight how the connective action

framework can be used to identify different strategies adopted by counterpublics for

the emergence of connective action.

Detection of Objectives and Narratives across Protests. Mass mobilization

and protests are uncommon, but they could have unexpectedly dramatic results

when they do happen. Twitter and other social media platforms have emerged as

hubs for the planning and development of online protests all across the world. In-

terpreting the many narratives shared during an online protest is essential to grasp

people’s perspectives. In our next work, we introduce a methodology based on un-

supervised clustering for comprehending the narratives present in a given online

protest. We offer insights into the narratives expressed during an online protest

through a comparative study of tweet clusters from three protests against laws af-

fecting government policy. In all three of the protests under consideration, we discov-

ered narrative clusters containing both reports of on-the-ground activity and calls
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for people to participate. We also discovered protest-centric narratives in several

protests, such as cynicism regarding the subject. The outcomes of our investiga-

tion can be used to comprehend and contrast how individuals view potential mass

mobilizations in the future.

2.5.2 Understanding Online threat during protests

The threats in the online ecosystem may range from bots, and semi-automated

accounts, to extremist accounts, which might get suspended or deleted later by the

platform. We investigate how various inauthentic actors participate in the protest

and what threats they impose on society.

#CitizenshipAmendmentAct. On December 12, 2019, Citizenship Amendment

Act (CAA) was enacted by the Indian Government, triggering a debate on whether

the act was unfair. In this work, we investigate the user’s perception of the #Citizen-

shipAmendmentAct on Twitter, as the campaign unrolled with divergent discourse

in the country. Keeping the campaign participants as the prime focus, we study

9, 947, 814 tweets produced by 275, 111 users during the starting 3 months of protest.

Our study includes the analysis of user engagement, content, and network properties

with online accounts divided into authentic (genuine users) and inauthentic (bots,

suspended, and deleted) users. Our findings show different themes in shared tweets

among protesters and counter-protesters. We find the presence of inauthentic users

on both sides of the discourse, with counter-protesters having more inauthentic users

than protesters. The following network of users suggests homophily among users on

the same side of discourse and a connection between various inauthentic and au-

thentic users. This work contributes to filling the gap in understanding the role of

users (from both sides) in a less studied geo-location, India.

2.6 Ph.d. Thesis outline

The research plan can be summarized in Figure 2.1. We focus on the 3 different

objectives in detail in our work, understanding protest objectives, tackling the online

threats, and tackling offline threats in the research objective.
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Figure 2.1: A depiction of Ph.D. Thesis outline and vision.

2.6.1 System Requirements

For our experiments, we used a Linux-based system with Xeon(R), an x86 micro-

processor developed by Intel with a system memory of 62GB. We ran our machine

learning models using NVIDIA-SMI GPU with a driver version of 440.33.01 and in-

stalled Cuda version 10.2. Another server used for training our deep learning models

was Nvidia RTX 3090 GPU system with an installed Cuda version of 11.3.
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Chapter 3

Literature Review

From the start of the decade, the use of Twitter for mass mobilization has been very

evident [González-Bailón et al., 2011]. During the onset of a social media-mediated

movement, the content shared is usually distinguished between more influential gen-

erators and other users who become part of the cascade network [González-Bailón

et al., 2011]. The study of protests has been broadly divided into two categories (i)

when will the protest take place [Muthiah et al., 2016b,Goode et al., 2015], and (ii)

whether and how the social media contributes to the explosion during the protest.

What makes the studies on various protests challenging are the inherent nature and

cause of protests. Over the last decade, several political protests have erupted in

different parts of the world [Lotan et al., 2011,Xiong et al., 2019,Wang and Zhou,

2021b, González-Bailón et al., 2011]. What makes every study interesting is that

all these protests show some similarity concerning the use of the same platform for

conducting online protest; however, the narratives and expected outcomes remain

subjective from one protest to another.

3.1 Understanding Protest narratives

Financial Crisis protest of Spain, 2011 The mobilization in Spain in 2011

emerged due to the political response to the financial crisis, which resulted in the

demand for new forms of democratic representation. The main target of the protest
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was to organize a mass mobilization on May 15, bringing people out on the streets

in 59 cities. From May 15 to May 22, the participants camped in the city square,

which was the date of the regional and national elections. Slowly after this, the

movement lost its strength and faded.

In the work [González-Bailón et al., 2011], researchers study the dynamics of

protest recruitment during the protest to identify whether the dynamics of mass

mobilization depend on broad-casting links (i.e., weak links) or stronger connec-

tions. The study spanned a 30-day duration on the tweets done by 87,569 users

and their 581,750 protest-related tweets. The authors formed a network of followers

and retweets for the most active users during the protest and used threshold-based

metrics to identify recruitment patterns in the protest. Their result shows that it is

important to have multiple exposures rather than repeated exposure from the same

individual to form a social contagion for a user to join the protest.

Egyptian uprising, 2011 In 2011, a string of political uprisings was witnessed

around the Arab world. This also led to an uprising in Egypt following Tunisia’s

successful demonstrations. The protest was conducted to overthrow the authori-

tarian regime in Egypt. The uprising in Egypt started on January 25, 2011, and

continued for 18 days until Egyptian president Mubarak resigned on February 11,

2011. The protest was seen as a peaceful demonstration at the start; however, on

2nd of February marked a significant shift to violent protest due to clashes between

the pro-Mubarak and anti-Mubarak groups being formed. The pro-Mubarak users

acted like ‘Thugs’ and attacked the Anti-Mubarak activists.

In the work [Starbird and Palen, 2012], the authors studied the interplay of the

users involved in online activism and the users present on the ground during the

protest. The study on the topic involved the study of tweets and the active users

during the protest. The data collection included hashtag-based collection and user

information from Twitter API. The authors studied the diffusion of the most popular

tweets during the protest. The protest tweets included the bar-chart structure and

on-ground activity of the users who were present at the location of the protest. The

retweet was a prominent feature for the propagation of the tweet during the protest.

The study of tweets also showed coordination between tweets, as various variations
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of the “Uninstalling dictator” with progress bar tweet appear 19, 836 times in the

dataset.

Brazil Summer Protest, 2011 The protest in Brazil in the summer of 2011

was initially disrupted due to the rise in public transport fares. However, as the

protest moved forward, the protest included corruption in politics and police bru-

tality against the people conducting the protest.

The authors in the work [Costa et al., 2015] analyzed tweets shared during the

protests in Brazil to find the emotional dynamics of the posts. They found that the

peak in the tweets coincided with days with substantial online activity. They also

found that the protest’s tweets showed negative and positive emotions. To identify

tweets that were protesting relevant, the authors used an SVM classifier on the

initially collected tweets. They trained a multi-nominal naive Bayes classifier with

9003 tweets manually annotated as positive, neutral, and negative emotions.

Gezi Park protest, 2013 The Gezi park protest began quietly in Turkey,

which was already politically divided at the time. On May 28, 2013, about 0–100

environmental activists gathered for a sit-in at Gezi Park in Taksim Square, Istanbul.

They were there to demonstrate against the destruction of one of the last public green

spaces in central Istanbul. The government had planned to make the construction of

malls and luxurious residences in the park. The protesters were attacked by police

with tear gas, and water cannons, triggering clashes between authorities and the

demonstrators that lasted until the end of the park occupation on June 15.

In their work [Varol et al., 2014a], the authors focused on the extraction of

topics of conversation about the social uprising and identified the trending topics.

The authors also studied the Spatio-temporal characteristics of the conversation,

including were tweets about protests started and what locations shared the most

identical trends and topics. The authors also reported that the online content shared

was highly affected by the on-ground activities.

Brexit Refendrum, UK Brexit (or the UK EU membership referendum) was

done on 23rd June 2016 in the UK and Gibraltar. The main goal was to gauge

support for whether to remain a member of or leave the EU by the countrymen.

In October 2015, a cross-party, formal group campaigning for Britain to Remain a

13



member called Britain Stronger in Europe. Two groups promoting exit sought to

be the official Leave campaign: Leave. Most of the UKIP party supported the EU,

led by Nigel Farage, and Conservative Party, Eurosceptics supported Vote Leave.

On April 13, 2016, the Electoral Commission announced that Vote Leave was the

official leave campaign. The UK government’s official position was to support the

remaining option. The referendum turnout was 71.8%, with more than 30 million

people voting. Leave won with 51.9%, while Remain got 48.1% of the votes.

The work done by authors in [Grčar et al., 2017] addresses two main questions.

The first is the mood of the users on the Brexit referendum and who are the most

influential users in the pro- and anti- stances. The authors collected geo-tagged

tweets related to the Referendum, and the results of their opinion mining from the

Twitter data matched well with the opinion polls on the topic. This becomes a very

important result, as it sheds light on the importance of sharing on social media,

such as Twitter can be equated to what people’s views are on a given opinion

piece. The authors in the work [Howard and Kollanyi, 2016] show that the two

most important accounts in the referendum were indeed bots, i.e., @iV oteLeave,

@ivotestay. The purpose of the bots was to amplify the source simply by aggregating

the content and then retweeting it. The authors in [Grčar et al., 2017] collect 4.5

million tweets from almost 1 million users about Brexit from May 12, 2016, to

June 24, 2016. 35,000 tweets were randomly selected for manual annotation. The

study uses a score metric that considers users’ leave, remain, and neutral tweet

counts to judge the user’s stance on the topic. The analysis of users who joined

leave vs. remain discourse shows that leave users gradually increased compared to

remaining users who were persistently present and contributing to the debate. As

for the Influence, the authors use retweets and the number of posts a user created

to measure influence. The users were ranked for influence using the Hirsch index

(h-index) metric. The metric is taken from the author-level bibliometric indicator

that quantifies the scientific output of a scholar by a number. Given a scholar with

an index of h, he has published h papers, with each one having been cited in other

papers at least h-times. In the case of a Twitter adaptation, the authors provide a

Twitter user with an index of h if he has posted h tweets, each of which has been
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retweeted at least h times. The Leave group is found to be considerably more active

in generation as well as retweeting of content, while the Remain side was found to

be less active.

Venezuela political crisis, 2019 In [Horawalavithana et al., 2021], the au-

thors used Venezuela’s political crisis in early 2019 as a case study to gauge how

the external and internal factors drive the related activities on social media. In

Venezuela, the past decade has witnessed a sociopolitical fragmentation due to dif-

ferences in interests, identities, and politics. There are two ideologies in Venezuela,

i.e., Chavism, embraced by supporters of the political ideology of the late president

Hugo Chavez, and Anti-Chavism, embraced by people who strongly oppose Chavez’s

legacy. Chavism, however, still controls the Venezuelan political system with Nico-

las Maduro as the state’s head. The re-election of Nicolas Maduro as the country’s

president on January 10, 2019, led to the beginning of a presidential crisis driven

by claims of illegitimacy and reports of coercion and fraud. The crisis continued

for a while and slowly faded after March 25 when the Russian aircraft were seen

arriving at the Caracas airport guarded by the Venezuelan military. The work done

by the authors [Horawalavithana et al., 2021] focuses on the content being shared

on social media during the crisis as a response to external and internal factors. The

external data for the analysis was taken from ACLED (Armed Conflict Location and

Event Dataset) [Raleigh et al., 2010] and GDELT database [Leetaru and Schrodt,

2013]. The authors first divided the users’ tweets into anti-Maduro and pro-Maduro

tweets. The internal drivers were politicians, media outlets, and normal users. The

200 most influential users were identified from both pro- and anti- tweets to iden-

tify the influence. On performing clustering, the authors found that the clustering

coefficient for the anti-Maduro community decreases if media accounts are removed.

This gives evidence of the media’s involvement in the anti-Maduro campaign. For

the pro-Maduro community, the clustering community decreases if political accounts

are removed. The clustering coefficient did not change much if the random users

were removed from the discussion. To gauge external drivers of the crisis campaign,

the authors calculate the correlation between the volume of anti-Maduro and pro-

Maduro daily Twitter activities and the volume of offline events reported in the
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ACLED and GDELT databases. The anti-Maduro community related more with

ACLED, suggesting that online discussions from the anti-side tend to align well

with reports about protests and violent clashes as documented by ACLED.

Day Without Immigrants & No ball, no wall protest, 2020 The “Day

Without Immigrants” and the “NoBan, No Wall” protests were the most recent

nationwide protests in the US that aimed to show the important contributions of

immigration and to resist punitive immigration policies. The “Day Without Im-

migrants” was held on February 16, 2017, in response to Donald Trump’s plans to

build a border wall, deport potentially millions of undocumented immigrants, and

strip sanctuary cities of federal funding. The main aim of the protest was to show

the importance of immigrants in the US economy. The “No Ban, No Wall” protest

took place on January 28, 2017, in response to President Donald Trump’s plan to

ban citizens of certain Muslim countries from entering the US and suspend the ad-

mission of all refugees. Both protests used social media to disseminate information

and aided the online protests that were going on at the time. The authors in the

work [Wei et al., 2020b] performed a control focus group-based study to identify and

reduce online prejudice towards a given part of the community. The work focuses on

identifying a focal event that impacts people’s behavior. Prejudices are a very mild

form of hate or predefined mindset that a person has towards another community

or people. The authors used the two protests as an intervention to reduce online

prejudice. The results show positive and negative changes in people’s prejudice af-

ter the protest. The authors also identified features of users who are more likely to

change (or resist) their mindset after a protest. The findings of the work can be

used to design targeted interventions during a protest-like situation.

3.2 Understanding Online Threats

With the rise in use of social media use for conducting protest activity, social media

started becoming the target of various radicalization groups [Spiro and Ahn, 2016],

inauthentic actors [Luceri et al., 2019] who started to use social media for nefarious

reasons.
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3.2.1 Accounts identified as ISIS groups

The authors in the work [Spiro and Ahn, 2016] used the pre-identified 25, 538 ISIS

accounts. They conducted a forecasting task to identify extremist users, estimating

whether regular users will adopt their content and whether users will reciprocate

contacts created by the extremists. The authors detected the extremist users with

93% AUC, while adoption of extremist content was forecaster with 80% AUC. The

users were predicted to reciprocate interaction with extremist users with 72% AUC.

The datasets the authors collected included 3, 395, 901 tweets by ISIS group ac-

counts, 9,193,267 tweets generated by users exposed to the ISIS content from the

ISIS account followers data, which was taken for 25, 538 random users from the set

of followers. The authors curated several feature sets for their prediction purpose

and implemented several machine learning models for the classification task. The

models included Logistic Regression with LASSO regularization and Random Forest

with k-fold cross validation with the value of k set as 5. The authors used the greedy

method to select the best set of features for conducting their prediction problem.

The exposure to the content of the ISIS account is determined by the Retweet mech-

anism in Twitter while reciprocating the user’s reply to the tweet as an alibi. As

for the static prediction task, the model doesn’t take advantage of the timeline of

the activity sequence, while a dynamic model looks into the time while making the

prediction. The Random Forest takes advantage of the temporal data dependency

for real-time prediction. The work done by the authors in [Spiro and Ahn, 2016] is

one of the few early works that shed light on the beginning of a new era of social

media, where extremists groups and content manipulators started to co-exist in the

digital ecosystem along with the other naive users.

3.2.2 Russian Trolls on Twitter

By 2016, researchers warned about trolls and other forms of online manipulations.

The elections in a country are the breeding ground for manipulation. Bots have

been introduced into the social media world. However, the researchers defined the

trolls used in the 2016 US elections as semi-automated accounts with humans in
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their blackened [Badawy et al., ]. The authors could accurately identify the Russian

trolls with AUC 96% using 10-fold cross-validation. The most important features for

their classification task were bot-like activity, account-level features, and political

ideology. The authors collected 43 million tweets from 5.7 million users between

September 16, 2016, and November 9, 2016. The dataset also contained 221 Rus-

sian trolls-produced tweets. The best algorithm for their case came as the Gradient

boosting algorithm, whereas, in features, political ideology came as the most im-

portant feature in the task. The work analyzes how the users on social media are

susceptible to the content they are exposed to and how easily target people can be

made.

3.2.3 Bots

While there are accounts that are purposefully created for deceiving humans on social

media, the automated accounts have drawn a lot of traction on social media [Uyheng

and Carley, 2021a, Chang et al., 2021a]. The bots try to create content that may

be polarized [Luceri et al., 2019], talking highly of one side or even helping spread

propaganda on social media [Howard and Kollanyi, 2016]. The involvement of bots

has led to discourse and tension in the online world, which are very much prevalent in

Elections [Shevtsov et al., 2022]. However, the bots have most recently invaded any

discussion space on the social media platform [Ferrara, ]. The threat of automated

and semi-automated accounts has been rising in social media and needs to be tackled

for a safer society.

3.2.4 Hateful Users

Apart from trolls and bots, polarized and hateful users pose another threat to se-

cure society. They tend to pollute online discussions irrespective of their knowledge

of wrongdoing. Hate speech is any content that promotes violence against the op-

posing stance cohort, directly or indirectly threatens the people based on their race,

ethnicity, national origin, religious affiliation, political ideology, and political affilia-

tion. [Schmidt and Wiegand, 2019]. Few studies have been on hate speech detection

of low-resource languages [Mathur et al., 2019]. The early work on hate and offensive
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tweet detection in code-mixed language argues that the translation of code-mixed or

low-resource language might alter the meaning and context of hate speech [Mathur

et al., 2019].

3.2.5 Co-ordinated Campaigns

The manipulation of social media users has two important characteristics. The first

one is the use of propaganda and the second one is the coordination of the inauthen-

tic users to provide for the widespread reach of the propaganda. The work done by

authors [Hristakieva et al., 2022] shows the interplay between the spread of propa-

ganda and coordinated activities carried on the spread of propaganda which helps

provides a better insight into the malicious behavior leading to a better understand-

ing of coordinated inauthentic behavior. The authors collected 11,264,820 tweets

about the 2019 UK general election, published by 1,179,659 users between 12 2019

and December 12, 2019 (coincides with Election day). For identifying coordination,

the authors used network-based approach, with the extraordinary similarities be-

tween user’s post as a proxy for coordinating communities. The analysis starts with

selecting of top 1% users called the superspreaders. For each super-spreader, the

TF-IDF vector of the tweet ids they have retweeted was created. The similarity

between all the users was conducted using the cosine similarity between their corre-

sponding vectors, thus obtaining a weighted undirected user-similarity metric. The

network was filtered by calculating its multi-scale backbone, which allows for the

statistically significant network structure to be kept. After we had a filtered net-

work, the Louvain community detection algorithm was applied to group users into

network communities. Finally, network dismantling was applied, which assigns a co-

ordination score to each user in the network by iteratively removing network edges

and nodes based on a moving edge weight threshold. For propaganda detection,

the authors used Proppy, which performs best in the detection of propaganda. The

results show that different parties can be identified using a coordination mechanism.

While propaganda level for the different political communities varies.
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Chapter 4

Understanding Counterpublic

Campaign

Social media platforms are used as a primary source of information and opinion shar-

ing in recent times [Liu et al., 2017b,ElSherief et al., 2017,Field et al., 2019,Starbird

and Palen, 2012,Contractor et al., 2015]. A Twitter user involved in activism ac-

tivities such as organizing online petitions and building a counter-public campaign

narrative through hashtags is defined as a Twitter activist [Wang and Chu, 2019].

Often heated debate on controversial topics leads to users divided into protesters

and counter-protesters on social media [Gallagher et al., 2018b,Khatua and Khatua,

2016,Mitra et al., 2016]. As the online movement involve multiple users and their in-

teractions, the different studies have focused on understanding social media protests

concerning different heterogeneous user data, including user profile information [Liu

et al., 2017b], network of users involved in the protest [Wang and Zhou, 2021b] as

well as the content of the tweet [Gallagher et al., 2018b].
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4.0.1 #ShushantSinghRajput

Sushant Singh Rajput (SSR) was a Bollywood actor and celebrity who was found

dead in his Mumbai apartment on June 14, 2020 [India Today, 2020]. The death

of the 34-year old actor was reported as a case of suicide. However numerous dark

conspiracies are triggered on social media, including debates of nepotism [Times,

2020], and the possibility of framing [Cohen et al., 2020] or murder [Contributors,

2020]. This led to rising of a social media movement, which was sustained on the

social media and gave rise to a very connected and dedicated community of online

users who identified themselves as SSRians 1.

Related Literature

A combined study of prominent news channels and politicians over the SSR con-

troversy revealed that the commentators on the topic were rewarded with higher

retweet rates, which can be attributed to the widespread discourse engagement [Ak-

bar et al., 2020].

In our work [Neha et al., 2021], we study the social media users’ narratives that

followed after the actor’s death broke on news and social media. The narrative

included counterpublics [Jackson and Banaszczyk, 2016], defined as marginalized

communities that distribute messages to diverse social groups, raise awareness, and

challenge dominant narratives. Our study aims to reveal the strategies adopted by

Twitter activists (i.e., counterpublics) to share, spread, and mobilize the support of

the counterpublic campaign about the untimely death of the Bollywood actor.

Theory of Connective Action: The logic of collective action answers the

general question of why people get involved in collaboration with one another by ex-

plaining that people act collectively to achieve a common goal [Marwell and Oliver,

1993]. Traditionally, collective action refers to loosely connected groups of individ-

uals, usually led by certain organizers or influential users [Bimber et al., 2012]. In

contrast, the logic of connective action is based on the idea of digital media function-

ing as organizing agents, whereas traditional organizations are either not present or

1https://www.urbandictionary.com/define.php?term=SSRians&defid=15832257
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are loosely responsible for providing coordination [Bennett and Segerberg, 2012b].

In that sense, connective action leverages the weaker ties present in social media,

where users are self-motivated to post about the topic or share them. The inter-

personal network hence formed can be similar to collective action sans any formal

organizations. There are underlining economic and psychological logic driving the

connective action, i.e., co-production and personalized sharing of expression, respec-

tively. The two prominent indicators of a connective action are (i) a large number

of participants in a movement, and (ii) a very small number of users staging the

connective action through the creation of content. To enrich the knowledge of how

social media is deployed during social movements and how a movement is carried

differently in the online world than the offline counterpart, we need to understand

(i) who participates in a given movement, and (ii) how people create a narrative in

the social media around the protest.

Connective action comprises networked and decentralized actions of mobilization

in contrast to the traditional collective action characterized by centralized resource

mobilization or led by a formal organization [Bennett and Segerberg, 2012a]. The

most crucial aspect of the emergence of connective action is the rise of self-claimed

activists who co-ordinate themselves, challenge the formal organization, and con-

duct a campaign [Bimber et al., 2012]. Counterpublics have been found to form

retweet networks on social media to gain legitimacy [Lotan et al., 2011] and rec-

ommend relevant messages to the supporters of the campaign [Starbird and Palen,

2012]. Connective action holds an assumption of a decentralized network since the

activists who participate in the campaign are self-motivated to participate [Marwell

and Oliver, 1993]. The user retweet network can therefore be used to analyze the

organizational structure of the campaign [Wang and Zhou, 2021b].

Methodology

We adopt a network perspective to unpack the three major mechanisms of the con-

nective action framework. We focus on the activists and their content posted to

understand the first mechanism (i.e., generative role-taking) underlying the connec-

tive action. When users on social media use common hashtags, it creates a context
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for like-minded people. The connection of like-minded individuals thus gives rise to

a networked public [Xiong et al., 2019,Xu, 2020,Wang and Zhou, 2021b]. We divide

the networked public into two categories, information generators and information

drivers. The information generators work on content creation, while the drivers

engage in driving the discussion by retweeting the content. To inspect the second

mechanism (i.e., hashtag-based storytelling), we perform an evolutionary analysis of

hashtags used in the campaign. We divide the hashtags into buckets based on their

mutually exclusive appearance in the tweets and use topic modeling on the content

shared among the buckets to identify topics focused on in the different buckets. The

third mechanism (i.e., formation of alignment network) focuses on how the activists

use social media for issue alignment and achieve virality. Identifying fellow activists

supporting the cause is crucial to achieving a collective goal (i.e., virality) [Bimber

et al., 2012]. We thus use community detection to identify sub-communities within

the activist community to account for the diversity of users involved in the campaign.

We also focus on how the narratives differ among sub-communities and examine any

pattern within and among sub-communities. This study thus expands the literature

on connective action framework and counterpublic campaigns and asks the below

research questions:

• RQ1: What is the organizational structure of the social media counterpublic

campaign around the death of Singh Rajput (SSR)?

• RQ2: How did hashtag-based storytelling evolve during the counterpublic cam-

paign?

• RQ3: How did the campaign activists with different perspectives achieve issue

alignment on the topic?

Data

The time duration of data collection coincided with an increase in media cover-

age and counterpublic narratives on Twitter. We used the Twitter search API to

collect the tweets about the topic through trending hashtags which included #can-

dle4ssr, #justice4ssr, #ssr, #sushantsingrajput. We curated a total of 1, 027, 213
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Figure 4.1: Evolution of counterpublic campaign over the period of three months
with respect to hashtag buckets as presented in Table 4.1

tweets from 67, 822 users using the official Twitter API. The duration of data col-

lection spanned approximately 102 days from July 17, 2020, to October 21, 2020.

The tweets consisted of 76, 781 original tweets and 950, 432 retweets. Any random

tweet, on average, consists of 14.9 words, giving a good window for analysis of the

user’s thoughts around the campaign. counterpublics [Jackson and Banaszczyk,

2016], defined as marginalized communities that distribute messages to diverse so-

cial groups, raise awareness, and challenge dominant narratives. Pre-processing

Before performing any analysis on the collected tweets, we converted all the tweets

into lower-case, removed stop-words, and removed any occurrence of URL from the

tweets. We removed any tweet with less than 3 words to keep informative tweets for

further analysis. We also removed tweets with hashtags with a frequency less than

100 in our dataset. The selection of the most frequent hashtags served to identify the

narratives that became popular. The hashtags belonging to a bucket were identified

based on a common theme (e.g., Bollywood and media cover hashtags with movie

actors or journalists) or a different variation of the same keyword (e.g., candle4SSR

written as candleforssr or candle4shushant written as candleforsushant) as shown in

Table 4.1. Tweets that used hashtags from more than one bucket were excluded from

the analysis due to limitation of intention understanding that may require looking

beyond the hashtag usage.

We construct a retweet network from the person who posted the message to
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Table 4.1: Table showing the bucket of hashtags in the counterpublics campaign
against the dominant narrative.

Hashtag bucket Hashtag variants Tweet
count

#candleforssr #candle4ssr, #candleforsushant, #candle4sushant,
#candles4s

543, 897

#justiceforssr #justiceforsushantsinghrajput, #ssrkoinsaafdo
(give justice to SSR), #arrestculpritsofssr

11, 622

#sushantsinghrajput #sushantsinghrajpoot, #sushantinourheartsfor-
ever, #ssrians, #sushanthsinghraj, #shushant

20, 486

#bollywood / #me-
dia

#akshaykumar, #salmankhan, #kanganaranaut,
#bollywoodpakisilink, #rheachakraborty, #anki-
talokhande, #boycottkhans

4, 064

#cbiforssr #cbienquiryforsushantsinghrajput, #cbiivestiga-
tionforsushant, #cbicantbedeniedforssr, #cbien-
quiryforssr

1, 904

the user who retweeted the message to capture information-sharing activities for

message-motivated communication. The retweet network is directed and weighted,

where the direction indicates the flow of information, and the weight indicates the

number of retweets between the two users.

We use descriptive network analysis coupled with modularity analysis and hashtag-

based topical analysis to examine strategies used by Twitter users to build collective

agendas and mobilize attention. We first make a user retweet network that consists

of 79, 170 nodes and 490, 910 directed and weighted edges.

To answer RQ1, we examine the overall network structure and information flow of

the tweets among counterpublics. We also identify the most active hashtag activists

from the collected dataset, defined by activists’ in-degree and out-degree centrality

scores. While the in-degree centrality captures the level of user initiative in informa-

tion sharing, the out-degree centrality accounts for the influence and communication

power of the activist.

For RQ2, we bucket the hashtags according to their mutually exclusive appear-

ance. Social media users created numerous hashtags relating to the Bollywood actor.

Selecting only the popular hashtags was to identify the narratives that went pop-
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Table 4.2: Network descriptive statistics for the top information drivers and gen-
erators to understand the organizational structure of the counterpublic campaign.
∗p < 0.05,∗∗ p < 0.01,∗∗∗ p < 0.001 analyzed using unpaired Mann–Whitney U test.
SD stands for Standard Deviation.

Top Information Generator Top Information Driver
Metric Mean SD Mean SD p

Active Days 7.65 20.19 12.05 24.94 ∗ ∗ ∗
Number of Fol-
lowers

8024.8 107137.7 122.084 351.87 ∗ ∗ ∗

Number of Fol-
lowees

479.54 3278.9 136.861 336.64 ∗ ∗ ∗

Number of
Tweets

8225.29 22076.6 9204.433 14673.42 ∗ ∗ ∗

Indegree Cen-
trality

8.37 0.0002 0.0013 0.0052 ∗

Outdegree Cen-
trality

8.37 0.0018 0.0013 0.0042 ∗

Betweenness
Centrality

4.86 1.50 1.29 0.00013 ∗ ∗ ∗

Closeness Cen-
trality

0.003 0.0012 0.015 0.016 ∗ ∗ ∗

Eigenvector
Centrality

0.0012 0.0035 0.0024 0.0097 ∗

ular during the campaign. The final set of hashtags’ buckets used for the study is

presented in Table 4.1. We further analyze the content of the tweets from different

hashtag buckets to understand the dominant narratives around the hashtags.

To examine RQ3, we apply community detection on the retweet network to dis-

cuss how the counterpublic campaign narratives differ among the sub-communities.

For community detection, we use CNM (Clauset-Newman-Moore) greedy modularity

maximization algorithm [Clauset et al., 2004]. CNM is a bottom-up agglomerative

clustering algorithm that maximizes the modularity [Newman and Girvan, 2004]

of the community structure in a greedy manner. Once we have identified the sub-

communities, we examine how the topics presented by the sub-communities differ

for detecting alignment in the sub-communities.
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Figure 4.2: #can-
dleforssr

Figure 4.3: #bolly-
wood

Figure 4.4: #cbi-
forssr

Figure 4.5: #jus-
ticeforssr

Figure 4.6: Word clouds for narrative hashtag bucket from Table 4.1.

Analysis

Network descriptive analysis The descriptive network analysis of a network can

help identify the user dynamics and their clustering patterns during the online cam-

paign. We present the descriptive analysis of the retweet network of the counter-

public campaign in Table 4.3. The retweet network was found to be very sparse,

with a network density of 0.000078. The sparseness in the network is expected given

the large number of nodes and edges in the network. Usually, the retweet network

tends to cluster rather than be evenly distributed, which can indicate the formation

of an echo chamber around a topic [Shen et al., 2020]. The average in-degree and

out-degree centrality for the activists were 7.83, which indicates that the average

connection between activists for either retweeting or being retweeted is equal. The

average clustering coefficient for the network is 0.060, which is very low. The low

clustering coefficient indicates that all the activists are not well connected. Based

on the out-degree centrality, a single user’s highest number of retweets is 23, 210.

While based on the in-degree centrality, the activist who retweeted the maximum

number of times is 1, 253.

The in-degree centralization of the network is 0.0065, while the out-degree cen-

tralization is 0.29. A higher out-degree centralization indicates a set of users who

were more frequently retweeted than others. Comparatively, a lower network in-

degree suggests that the activists were more or less equally active while retweeting

about the campaign. This result indicates the evidence towards slacktivism, defined
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as actions requiring minimum effort and participation cost, like retweeting since it

does not require the user to write their content [Bozarth and Budak, 2017]. Since

the counterpublics were mostly slactivists, the campaign’s main goal was to obtain

momentum and raise awareness about the campaign.

Table 4.3: Descriptive statistics of the overall retweet network for SSR counterpublics
campaign.

Metric Mean value

Network Density 0.00078

In-degree Centrality 7.83

Out-degree Centrality 7.83

Clustering Co-efficient 0.060

In-degree Centralization 0.0065

Out-degree Centralization 0.29

To answer RQ1, we divide the activists involved in the counterpublic campaign

into two parts based on their in-degree and out-degree centrality measures. We se-

lect the top 1000 activists in our dataset based on their in-degree and out-degree

centrality. The top 1000 users with a high out-degree centrality are referred to as top

information generators, and the top 1000 users with the highest in-degree centrality

are referred to as top information drivers. We analyze the descriptive network statis-

tics for the top information drivers and generators to understand the organizational

structure of the counterpublic campaign. The descriptive network statistics for the

top generators and drivers are listed in Table 4.2. Based on the descriptive statistic

analysis summary of the activist’s attributes, a typical information generator was

active for 7.65 days, had about 8, 024 followers, followed 479 users, and tweeted

8, 225 times. While on the other hand, a typical information driver was active for 12

days and had a comparable follower-to-followee ratio. Mann–Whitney U tests were

performed to examine whether the difference between information generators and

information drivers is significant or not. We perform Mann–Whitney U tests since

the test does not make any inherent assumption about the population distribution.

We found that there is a significant difference between the active days, the number

of followers, and the number of followers, as shown in Table 4.2.

Although the average number of days a user participated in the campaign is
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Figure 4.7: Figure showing the community formed among top information genera-
tors and their top drivers. Each color uniquely identifies a sub-community. Sub-
community 1, shown in purple, constitutes 92.96% of the users. The second sub-
community, shown in green, constitutes 4.15% of the users. While the blue sub-
community includes 1.27%, orange comprises 1.2%, dark green comprises 0.7%, and
pink sub-community comprises 0.42% of the users, respectively.

29



low for drivers and information generators, we found that the drivers were more

active than the generators. From the eigenvector centrality score, we can conclude

that since the information driver’s score is more than the generator’s score, drivers

are more actively connected with other active campaign activists. However, the

betweenness centrality for a generator is more than the driver, indicating generators

are more likely to have a shorter path between two activists. The active retweeting

of the campaign hashtags and a mix of centralized information aggregation and

decentralized information generation are key to developing connective action.

Evolution of the counterpublic campaign narratives

To analyze how the counterpublic campaign evolved over the period, we plot the

frequency of narratives’ buckets identified through hashtags in Figure 4.1. The

division of hashtags is presented in Table 4.1. We found that all the hashtags

generally saw a spike between July, 20, 2020, and July, 24, 2020. The tweets with

hashtags #cbiforssr and #justiceforssr were initially used more; however, during

the period of highest frequency, #candleforssr was used most times. The use of

#Bollywood hashtags also rises during the spike. #justiceforssr, however, was the

most consistent hashtag bucket throughout the data collection.

To understand what narrative was spread in tweets within the hashtag buckets

and how they differ, we plot the word cloud of the tweets from hashtag buckets as

shown in Figure 4.6. The dominant narrative from #candleforssr was the declaration

of online protest against the debate on the suicide of the late actor. The #candle-

forssr bucket revolves around demanding justice, mobilization through participation,

and mention of debate and journalists (e.g., Arnab Goswami). The #justiceforssr

bucket showed some narratives similar to #candleforssr, in addition to mentioning

influential people, murder conspiracy, and shades at Mumbai police as shown in

Figure 4.5. The #bollywood bucket in Figure 4.3, mainly included tweets mocking

other Bollywood celebrities and despising nepotism. #cbiforssr, which was one of

the first spikes in the dataset, consisted of tweets about inquiry, involvement of CBI

(Central Bureau of Investigation), and topics of justice, protest, and nepotism as

shown in Figure 4.4.
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Issue alignment among the counterpublics

We used the top 1000 generators and their top 10 drivers to identify whether there is

the formation of any sub-community within the network and whether different sub-

communities share different narratives. The reason for selecting the top generators

is to account for the most popular content in the campaign. We apply the CNM

algorithm for community detection [Clauset et al., 2004] among the counterpublics.

The number of iterations for the community detection algorithm was 100. The

average clustering coefficient was 0.021, with an average degree of 14.075, modularity

of 0.35, and network diameter of 9. We found 6 sub-communities in our user-retweet

network as shown in Figure 4.7 with each community represented by a different color.

The retweet network of top generators is densely connected, which shows evidence

Table 4.4: Table with topics discussed among top 1000 information generators and
drivers respectively.

Justice singh, world, justice, protest, digital

Candle supporting, hope, smile, many, stand

SupportT tweets, guys, digital, protest, million

SupportC comment, below, million, reach, post

Media arnab, goswami, debate, worldwide, live

Support dead, watching, where, living, duty, suicide

of a connective campaign and a leaderless information-sharing framework. A few

nodes with less connection indicate a centralized structure where information is

shared from a few generators to many drivers. The formation of the dense cluster

is evidence of connective action. We further perform LDA [Blei et al., 2002] on the

combined tweets of top 1000 generators and top 1000 drivers to identify the major

topics they share in the online environment.

Among the top 6 topics from the LDA as shown in Table 4.4, 3 dominant topics

revolved around online mobilization represented as SupportT , SupportC , and Sup-

port. In the 3 mobilization topics, the social media users requested SSR fans and

fellow social media users to retweet the content for widespread dissemination of in-

formation. While SupportT is encouraged to tweet about the campaign, SupportC

suggests commenting on the posts to gain momentum on social media. On the topic
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Table 4.5: Table with topics discussed among sub-communities.

Protest protest, want, world, justice, digital, love, tweets

Media arnab, know, rhea, raha, pagal (mad), aadmi
(man), badla (revenge), will

Nepotism money, huge, production, extract, houses, handle

Candle light, candle, support, thank, fight, unity, hope,
march

of Support, the counterpublics used words like duty and watching to encourage fellow

campaigners and social media users to participate. The other 3 topics were identical

to #justiceforssr and #candleforssr buckets, which were the two most prominent

narratives in the overall campaign. The topic represented as Media included the

debate led by news media on the investigation of the suicide.

To answer RQ3, we first run the LDA on the tweets from each sub-communities.

Given that the people who were retweeting each other would belong to the same

sub-community based on modularity analysis, the same set of tweets is expected

from a given sub-community to remain connected. We set the number of topics as

3 with 10 words in each topic. To find the alignment among users from the 6 sub-

communities, we identify the common topics in all the sub-communities. We found

that users from sub-communities tweeted or retweeted more or less on the topics

presented in Table 4.5 indicating an inter-connected community structure and issue

alignment in sub-communities.

Conclusion

We apply the connective action framework to analyze the counterpublic campaign on

online social media through a case study of the untimely death of Sushant Singh Ra-

jput (SSR). We uncover the conditions under which hashtag activism can turn into

connective action. With the help of a network-based approach, we investigate the

users and their content simultaneously and identify three mechanisms of the connec-

tive action framework: generative role-taking, hashtag-based storytelling, and issue

alignment among the different diverse groups of activists. To identify generative

role-taking, we construct a user retweet network. We found that while top informa-
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tion generators tend to have a shorter path than any fellow activist, the top drivers

are more actively connected. The most consistent hashtag used for the counterpub-

lic campaign was #justiceforssr, while #candle4ssr had the highest peak. Lastly,

community detection indicates clique formation in the retweet network, where most

of the top generators are densely connected, while a few have a sparse connection.

The community of counterpublics thus indicates a mix of centralized and decentral-

ized information aggregation with a strongly connected network with no standalone

communities present.
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Chapter 5

Understanding Common

Narratives Across Protests

Mass mobilisation and protests are uncommon, but when they do happen, they could

have unexpectedly dramatic results. Twitter and other social media platforms have

emerged as hubs for the planning and development of online protests all across the

world. To grasp people’s perspectives, it becomes essential to interpret the many

narratives shared during an online protest. In this paper, we suggest a methodol-

ogy based on unsupervised clustering for comprehending the narratives present in

a specific online protest. We offer new insights into the narratives expressed during

an online protest through a comparative study of tweet clusters from three demon-

strations against laws affecting government policy. We discovered well-known mass

mobilisation narratives in case studies of government policy-related internet protests

in India and the United Kingdom. We discovered accounts of local events and calls

to action.

5.1 Introduction

Social media has become integral to various social movements and protests due

to easy information dissemination and wider public reach [Korolov et al., 2016,

De Choudhury et al., 2016b,Field et al., 2019,Wang and Zhou, 2021b,Lotan et al.,
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2011]. Over 230 influential anti-government protests have erupted worldwide in

the past six years, covering 110 countries 1. Irrespective of the different socio-

economic circumstances or political agendas, the various online protests share similar

morphological features in using social media for self-organization and obtaining a

more significant number of participants [González-Bailón et al., 2011]. Using a

hashtag to build a collective narrative makes Twitter one of the prime spots for

conducting protest [Wang and Chu, 2019]. While Twitter enables a broad reach

of the protest, a fine-grained analysis of various narratives present within a protest

setting may also help decipher the people’s perception and shed light on people’s

will and social protest’s overall focus.

Figure 5.1: Figure showing examples of different narratives expressed by people dur-
ing online protests. CTA: Call-to-action, OGA: On-ground activities, GRV: personal
grievances.

Previous studies on social media movements/protests have focused on different

collective narratives in the campaign [Neha et al., 2021,Wang and Zhou, 2021b].

The narratives range from information dissemination (such as personal grievances)

around the topic [Sinpeng, 2021,Field et al., 2019]; to call for participation [Rogers

et al., 2019] or reporting of on-ground activities [Varol et al., 2014b], as shown

1https://carnegieendowment.org/publications/interactive/protest-tracker
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in Figure 5.1. The grievance narrative might include personal stories of perceived

injustice or other forms of hardships related to the cause. On-ground activities

are narrative that either comes from people who are witnessing the offline protest or

posts about current online activities related to the protest. The call for participation

(call-to-action) narrative urges the users to participate in the cause by either being

part of the physical protest or using social media to tweet protest-related posts.

Although the different narratives during a protest have been studied individually, a

unified discussion of various narratives present within a protest is scarce [Wang and

Zhou, 2021b].

In this work, we focus on various narratives in recent instances of the Reform

movement [DeFronzo and Gill, 2019] in India and the UK, where policies introduced

by the government in power were deemed unjust and demanded to be repealed [desk,

2021,Damini Nath, 2019,desk, 2022]. According to Social Movement Theory, Reform

movements [] is a subclass of movements that calls for change in a policy/behavior

without alteration to the complete social institution. The reform movements studied

in this work are as follows -

Citizenship Amendment Act, 2019 (CAA): The Citizenship amendment

Act, 2019 was passed by the Indian Government on December 11, 2019. It allows the

illegal immigrants who have faced religious persecution in Afghanistan, Bangladesh,

or Pakistan to seek citizenship in India if they have entered India on or before

December 31, 2014 [Chandrachud, 2020]. This led to a protest in the country with a

debate on the non-secular roots of the Act. The protests were rooted in the exclusion

of other religious minority communities like Rohingya Muslims, Jews, Bahais, and

Zoroastrians from seeking citizenship.

Farmer’s Protest, 2020 (FP): The Indian government proposed the Farmer’s

bill on September 20, 2020, which stirred the country. The country’s farmers feared

that the three laws introduced in the bill would result in the abolishment of the

minimum support price (MSP), leaving farmers at the mercy of big corporations.

Protests broke out in both the online and offline world due to the proposed bill, with

people demanding it be repealed. The turn of events in the country led the Indian

government to finally repeal the bill on November 09, 2021, ending the year-long
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protest in the country [desk, 2021].

Kill the Bill Protest, 2022 (KTB): The Police, Crime, Sentencing, and

Courts Bill (PCSC) introduced new police powers and reviewed the present rules

around crime and protests in England and Wales. The activists opposed the law

due to its ability to impose conditions on any protest deemed disruptive to the local

community, leading to upto 10 years of jail. The punishable conditions included

disruption of public properties, and statues, along with restricting access in and out

of parliament [desk, 2022].

Since each protest is unique in its goals, we propose an unsupervised cluster-

based framework to identify the different narratives of the protest. The primary

motivation for using cluster-based analysis is to leverage the semantic difference

between clustered texts and identify fine-grained separation between clusters as dif-

ferent narratives in a protest. We also focus on a comparative study of narratives in

protests under study to examine converging narratives across the different protests.

Using a clustering-based framework, we bridge the gap of unified narrative detection

in social media protests and identify converging narratives across different protests.

Broadly, we ask the following research questions:

RQ 1: What are the different narratives present in a protest?

RQ 2: What are the most prominent narratives present within a protest?

RQ3: Are there any converging narratives across protests?

The succeeding sections of the paper are organized as follows. We discuss the

related work in Section II. Next, we discuss the Data and Methods in Section III,

followed by Results in Section IV and the Conclusion in Section V.

5.2 Related work

The early work on social media protests focused on how a protest can reach critical

mass for collective mobilization through network analysis of participants [González-

Bailón et al., 2011, Barberá et al., 2015]. The analysis of textual features for

understanding the sentiment of protest tweets shows the prevalence of negative

sentiment [Costa et al., 2015] and specific psycho-linguistic lexicons over the oth-
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Figure 5.2: Framework to identify dominant narratives amid social media protest.
The different color of tweet represents different narrative tweets present in the
dataset.

ers [De Choudhury et al., 2016a]. A study of tweeting activity during a protest

shows that social media activists plan the protest and share relevant tweets with

a future date and time of offline protest conduct (call-to-action) to gain critical

mass [Muthiah et al., 2015,Yaqub et al., 2017]. The call-to-action tweets have helped

successfully predict future protests [Muthiah et al., 2016b,Goode et al., 2015,Kork-

maz et al., 2016].

More recently, researchers have focused on advocates [Ranganath et al., 2016a]

and extreme users [Zheng, 2016,Spiro and Ahn, 2016,Dash et al., 2021,Horawalavithana

et al., 2021] who tend to spread the content of one particular side over the other,

leading to the formation of echo chambers and biased opinions [Ingrams, 2017,

Garimella et al., 2018a]. Moreover, the politicians use social media to create a “us

vs. them” narrative leading to marginalization and polarization among the public

at large [Karkın et al., 2015]. While some protests are accompanied by offline gath-

erings, which may turn violent [Lotan et al., 2011,Wang and Zhou, 2021a,Sinpeng,

2021], others are sustained on the online platform only [Mitra et al., 2016, Neha

et al., 2021]. The use of collective action to conduct recent anti-government protests

has shown how hashtag activism has helped reach mass mobilizaiton [Sinpeng,

2021,Wang and Zhou, 2021a].

Social media protests often tend to bring social justice and help marginalized

social groups [Khatua et al., 2019]. On the other hand, posts shared during protest

activity shed light on the people’s will and hardships [Costa et al., 2015]. Protest

tweets have been used to study and reduce online prejudice around certain social

groups [Wei et al., 2020c]. The study of anti-vaccine infodemic helped to understand
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the human perception around the topic [Germani and Biller-Andorno, 2021]. With

twitter achieving the center position for most of the modern online activism and

protests, manipulation of the campaigns has emerged as another topic of interest

among various research [Jakesch et al., 2021, Badawy et al., , Luceri et al., 2019].

The study of social media-mediated protests have been done concerning protest

prediction [Korolov et al., 2016], protest participation [González-Bailón et al., 2011],

and study of protest growth [Barberá et al., 2015].

Our work builds on the previous literature on the ingredients present in the

protests, including grievance [Sinpeng, 2021], call-to-action [Rogers et al., 2019,

González-Bailón et al., 2011], and reporting of on-ground activity [Lotan et al., 2011].

However, to the best of our knowledge, we are the first to propose an unsupervised

tweet clustering-based framework to identify the presence and relative abundance of

all the narratives in an online protest.

5.3 Results

RQ1: Narratives present in a protest

Per RQ 1, we examine the clusters formed in each campaign using our framework.

We leverage the semantic difference in the clusters to identify plausible narratives

in the campaign. We have not reported the tweets clustered as noise for brevity.

For annotation of protest clusters into different narratives, we leverage the previous

literature on protest studies in different parts of the world [Rogers et al., 2019,

Sinpeng, 2021,Lotan et al., 2011].

CAA: With the duplicate threshold set as 30, the number of unique tweets for

clustering was 36, 109. As shown in Figure 5.3, 6 clusters of tweets were formed for

CAA. For analysis of narratives, we manually annotate randomly selected two sets

of 10 sample tweets from each cluster. Table 5.1 shows the 4 different narratives

clusters in the campaign with highest engagement. The other two clusters belonged

to personal grievances and location-specific tweets. In terms of engagement (i.e.,

tweet/retweet activity), the largest cluster showed skepticism towards the Act. On

manual intervention, we found skepticism in both tweets that opposed the Act and
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Figure 5.3: #CAA Figure 5.4: #FP

Figure 5.5: #KTB

Figure 5.6: Clusters of narratives for CAA, FP and KTB respectively.
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those who opposed the protesters. The second dominant narrative for CAA was the

Questioning cluster, where the tweets posed questions to the Act, politicians, and

protesters for violent actions. The other two important narrative clusters included

call-to-action and on-ground activities clusters. The example tweets for the 4 major

narratives are presented in Table 5.1.

FP: The duplicate threshold to give the best clustering result for FP is 30.

Unlike CAA, with the same framework for narrative clustering, we found 20 clusters

for FP. However, we focused on the top 4 clusters for further analysis, constituting

more than 500 unique tweet text each. As shown in Table 5.1, the most dominant

narrative in FP was call-to-action, with 6, 287 (CTA-AP) and 845 (CTA-AP) unique

tweets respectively . While the cluster ( denoted as CTA ) called for participation

in support of farmers, the cluster CTA-AP (i.e., Call to action against politicians)

contained tweets against the ruling government for their proposal of the bill.

KTB: The duplicate threshold for KTB was set to 5, as the data collected

for the protest was small. With duplicate threshold as 5, KTB had 203, 355 total

engagements, with 5, 601 original tweets and 197, 754 retweets. The UK protest on

the policing formed 2 clusters using our framework as shown in Figure 5.5. Among

the two clusters, more engagement was around call-to-action. Table 5.1 shows the

example of tweets from both on-ground activities and call-to-action for the protest.
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Table 5.1: Main narratives present in the protests under study. P stands for Protests

P Narrative Unique
Tweets

#Tweets #Users Example

Questioning 13, 380 2, 387, 533 278, 184 The police showed patience and did not
shoot. Who fired at 56 policemen in Luc-
know? Those who are saying that they
do not have any paper, are they who are
the end? Listen to the story of Pakistani
Hindu.

CAA Skepticism 15, 274 3, 911, 679 466, 139 Thousands on the street in support of
CAA! I was not expecting this from
Bhubaneshwar

CTA 865 154, 926 72, 415 What ever way is there we oppose poi-
sonous #CAA Rangoli is our tool

OGA 647 98, 221 48, 276 The demonstration was held today at the
Valluvar Fort in Chennai on behalf of the
Tamil National Party and the Tamil Na-
tional Alliance. Urged to withdraw the
Citizenship Act

CTA 6, 287 13, 734 464 Through violence, haarsh weather, beat-
ings, & amp; Deaths of OurThers and Sis-
ters, We Stand Tall And Adud! We Will
Not Back Up Down Till Farm Laws ARE
Repealed. #300deathsatProtest The war
continues ... the war continues ...

FP CTA-AP 845 26, 897 9, 470 We want humanity in our country We
want a government who serve for na-
tion/people not for corporations No more
BJP

OGA 683 66, 660 2, 538 Watch- On #HolikaDahan, Farmers
in Rajasthan #BurnFarmLawsOnHoli
amidst slogans for 300+ who have died in
#FarmersProtest.

OGA 742 20, 557 9, 431 Don’t worry we are no longer be-
ing gaslighted @BorisJohnson @Conserva-
tives @sajidjavid no trial needed you are
as bad as each others. Lie after lie af-
ter lie #BorisJohnsonMustGo #ToriesDe-
voidOfShame #ToriesUnfitToGovern

KTB CTA 2, 958 178, 499 56, 079 The government are stripping away our
fundamental rights with the #Policing-
Bill. It would: - Ban noisy protests
- Criminalise the GRT community - In-
crease stop search powers - Jail protest
organisers for up to 10 years. Join us at
protests tomorrow to #KillTheBill
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Chapter 6

Tackling Online Threats during

Protest

6.1 #CitizenshipAmmendmentAct

In India, the first Citizenship Act was enacted in 1955, which enlisted the routes to

obtain citizenship in India, which include birth, descent, registration, naturalization,

and acquisition of a foreign territory. The amendment in the Act in 2019 (CAA

2019) allows the minority communities to apply for citizenship via registration or

naturalization [Chandrachud, 2020], with the caveat that migrants who have faced

religious persecution in Afghanistan, Bangladesh or Pakistan, can seek citizenship

in India if they have entered India on or before December 31, 2014 [Chandrachud,

2020]. The debate on the non-secular roots of the Act was rooted in the exclusion

of other religious minority communities like Rohingya Muslims, Jews, Bahais, and

Zoroastrians from seeking citizenship sd. The protesters deemed it unconstitutional

to discriminate on religious grounds, as only certain persecuted illegal immigrants

benefited from the Act. At the same time, the supporters / counter-protesters based

their argument on the presumption that refugees of particular minority religious

communities are more in need of asylum [Chandrachud, 2020].
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Figure 6.1: Timeline of counter-protest and protest vs on-ground activity

Figure 6.2: Radar plot to show the 4 set
of users and their plutchik-8 emotions.

Figure 6.3: Application of word shift
graphs for highlighting narratives that
characterize protesters and counter-
protesters. Protesters are shown in green,
while counter-protesters are shown in red.
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Protesters Counter-Protesters
For those who are protesting against 
 #CAA2019 in Kerala, #CitizenshipBill  
doesn't fetch any rights of Indian citizens.
Don't fall for the vested interests and 
 burn public properties. #CAB is to give 
 citizenship for religious minorities of  
Pak,Ban,Afg migrated to India before 2014.

We respect our Constitution.
We can't see break any act  
from our Constitution...
A True Indian will never support 
 CAA with religious discrimination..
#IndiaDoesNotSupportCAA 

Authentic Protesters Inauthentic Protesters Authentic 
Counter-protesters

Inauthentic 
Counter-protesters

Deleted Users
Suspended Users
Bots

Deleted Users
Suspended Users
Bots

Figure 6.4: The users considered under study divided into 4 sets.

In this work, we study the online debate about Citizenship Amendment Act

(CAA), enacted by the Indian Government on December 12, 2019. The enactment

led to a divergent discourse on social media, with users divided in their opinion on

the Act. Among the users who participated in the debate, one cohort rejected the

Act, while another supported it. We define the users who reject the Act as protesters.

The protesters were contested by a counter-protest campaign that questioned the

protest and favored the Act. We define the users who were in favor of the Act as

counter-protesters [Gallagher et al., 2018b]. While the campaign gained traction on

both Twitter and the offline world, the prevalence of manipulation of the campaign

was found to be evident [Hari et al., 2021]. Given that the forms of manipulation

of a discourse keep on innovating, it becomes crucial to filter the influence created

by the inauthentic users in an online campaign. We define bots [Shao et al., 2018],

suspended and deleted users (who tend to disseminate malicious content 1) who

participated in the discourse as Inauthentic users. In contrast, Authentic users are

1https://help.twitter.com/en/rules-and-policies/enforcement-options
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defined as the users who were not identified as bots, neither were suspended nor

deleted. We thus study the online debate on the #CitizenshipAmendmentAct on

Twitter with the participants divided into authentic and inauthentic users for both

protesters and counter-protesters forming 4 set of users as shown in Figure 6.4.

Twitter has been the focus of various characterization studies involving online

campaigns [Gallagher et al., 2018b,De Choudhury et al., 2016b,Panda et al., 2020].

However, the characterization of a campaign concerning various sorts of authentic

and inauthentic actors in discourse is limited [Chang et al., 2021b]. To the best of

our knowledge, we are the first to conduct a characterization study of a campaign

with various users (Figure 6.4) in a less investigated setting, i.e., India. Our anal-

ysis contributes to a few recent preliminary studies on the CAA [Mahapatra and

Garimella, 2021,Hari et al., 2021] which provide a very coarse-grained analysis of the

Act. We focus on a broader study of the Act, covering a larger dataset, multi-lingual

tweets, and a richer analysis set.

To this end, we analyze 275, 111 users who post about topics relevant to CAA

during the initial three months of the debate from December, 2019 to February,

2020. We seek to understand the interplay of authentic / inauthentic users and

pro- / against stance on CAA and investigate the presence and participation of

inauthentic users on both sides of the discourse. For the characterization study,

we first identify the stance of the participants using unsupervised stance detection

approach [Rashed et al., 2021]. We further study the 4 set of participants from

the user, content, and network perspective, to obtain a fine-grained analysis of the

discourse. Broadly, we aim to answer the following research questions (RQs) through

the characterization study of CAA.

RQ 1: How are the protesters and counter-protesters involved in conducting the

online campaign with respect to authentic and inauthentic users?

The prevalence of inauthentic users has been studied in online campaigns, in-

cluding elections [Bessi and Ferrara, 2016], and more recently, the coronavirus [Dunn

et al., 2020]. In the CAA debate, we found the prevalence of inauthentic activity

in both side of the debate, with the online protest being highly mediated by the

inauthentic users.
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RQ 2: What did the users in the discourse discuss about?

The discourse analysis helps identify various themes in the discussion to help

understand the user’s perception [Khatua and Khatua, 2016]. While the themes for

protesters / counter-protesters varies in CAA, we also found difference in themes for

authentic and inauthentic users in both sides, with inauthentic users posting lesser

emotional content than authentic counterpart.

RQ 3: What was the network structure of the users?

The analysis of the network structure helps examine issue alignment [Wang and

Zhou, 2021b], and polarization around a controversial topic [Garimella et al., 2018c].

The follow network of users show homophily, where users with similar stance follow

each other more than users with opposing stance. The analysis of the follow net-

work shows edges between authentic and inauthentic users, showing risk of exposure

of content from inauthentic users to the authentic users. Our findings reveal the

interplay of inauthentic and authentic users in the online discourse around CAA.

Prevalence of inauthentic activity was found on both sides of the debate. How-

ever, user characterization reveals that inauthentic users are more prevalent in the

counter-protesters than protesters. The content analysis of the 4 set of users shows

that the inauthentic users highly mediated the online protest. Emotional analysis

of the content posted by the 4 set of users shows that the inauthentic users use

less emotional tweets than their authentic counterparts. Through follow network of

the users, we found evidence of homophily in the network. However, the edges be-

tween various inauthentic and authentic users shows their connectedness, indicating

risk of manipulating authentic users. Background: In India, the first Citizen-

ship Act was enacted in 1955, which enlisted the routes to obtain citizenship in

India which includes birth, descent, registration, naturalization, and acquisition of

a foreign territory. The amendment in the Act in 2019 (CAA 2019), allows the mi-

nority communities to apply for citizenship via registration or naturalization [Chan-

drachud, 2020], with the caveat that migrants who have faced religious persecution

in Afghanistan, Bangladesh or Pakistan, can seek citizenship in India if they have

entered India on or before December 31, 2014 [Chandrachud, 2020]. The debate

on the non-secular roots of the Act were rooted in the exclusion of other religious
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minority communities like Rohingya Muslims, Jews, Bahais, Zoroastrians to seek

citizenship sd. The protesters deemed it unconstitutional for being discriminatory

on religious grounds, as only certain persecuted illegal immigrants benefited from

the Act. While the supporters / counter-protesters based their argument on the

presumption that refugees of particular minority religious communities are more in

need of asylum [Chandrachud, 2020].

Related Work

Protests are a form of collective sociopolitical action in which members with similar

beliefs express their objection to a cause or situation [Amenta and Young, 1999].

Time and again, the world witnesses protests over a government policy, bill [Ray-

nauld et al., 2018,Wei et al., 2020d], or the government itself [Starbird and Palen,

2012]. In online discussions related to societal issues, users in one group may show

hatred for users with opposing views [Wei et al., 2020d]. The “no ban, no wall” and

“day without immigrants” protests are examples of people’s divide on social media in

their opinion to resist the punitive immigration policy [Wei et al., 2020d]. #Black-

LivesMatter (#BLM) is another campaign where the people on social media were di-

vided into two groups [Gallagher et al., 2018b]. Researchers studying online protests

and campaigns on micro-blogging websites have used various stance detection tech-

niques [Mohammad et al., 2016] and news articles [Riedel et al., 2017, Awadallah

et al., 2012] to identify opposing views automatically. More recently, researchers have

Table 6.1: Manually identified protest and counter-protest hashtags from trending
topics during the period of data collection used for data collection.

Protest
#tags

#CABProtest, #IndiaRejectsCAB, #HindusAgainstCAB, #SC-
STOBC Against CAB, #IndiansAgainstCAB, #IndiaAgainstCAA,
#CAA NRC Protest, #CAAprotests, #CAA NRCProtests

Counter-
protest
#tags

#IsupportCAB2019, #HindusSupportCAB, #IndiaSupportsCAB,
#ISupportCAA NRC, #MuslimsWithNRC, #CAA NRC support,
#ISupportCAA

Ambiguous
#tags

#CAB, #CABBill, #cab, #CAB2019, #CitizenshipAmendmentAct,
#caa, #CABPolitics, #CitizenshipAmmendmentAct

focused on opinion modelling, which reflects and justifies the belief or judgment of

a person towards a target entity, irrespective of having the same stance [Gurukar
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et al., 2020]. The previous literature studied the contrasting opinions through com-

puting topic models followed by Jensen-Shannon divergence among the individual

topic opinions [Fang et al., 2012]. The different perspectives or viewpoints have also

been explored using a graph partitioning method that exploits the social interaction

between the users [Quraishi et al., 2018]. Previous research has also shown almost

75% of the protests are planned in advance [Bahrami et al., 2018]. There has been a

lot of interest in the social media domain to predict the on-ground activity through

the social media platform [Ranganath et al., 2016b, Rogers et al., 2019, Muthiah

et al., 2016a, De Choudhury et al., 2016b]. The authors in [Wei et al., 2020d]

used protest as an intervention to reduce online prejudice, with focus on manual

annotation for understanding prejudice in the tweets [Wei et al., 2020d]. The study

of protests have also been studied in regards to the volume of the status messages

relating to the protest event [De Choudhury et al., 2016b,Gallagher et al., 2018b].

While social media has been used to share opinions and debate on current hap-

penings [Slobozhan et al., 2021], the involvement of inauthentic users is becoming

more prevalent on the platform [Ferrara et al., 2016]. The manipulation of the debate

are studied with regards to bots [Shao et al., 2018,Bessi and Ferrara, 2016,Uyheng

and Carley, 2021b,Chang et al., 2021b], pre-defined campaign toolkit users [Jakesch

et al., 2021], co-ordinated accounts [Pacheco et al., 2020,Pacheco et al., 2021,Sharma

et al., 2021], or trolls [Luceri et al., 2020,Gorrell et al., 2019c]. Social media manipu-

lation has been extensively studied with respect to election campaigns [Uyheng and

Carley, 2021b,Bessi and Ferrara, 2016]. In social media, bots refer to fully automated

and semi-automated accounts that contribute to disinformation campaigns [Ferrara

et al., 2016]. [Uyheng and Carley, 2021b] studied how bots propagate misinforma-

tion during electoral campaigns and found that bots participate in online discourse

in high numbers and interact with humans via the use of mentions. The bots also

share partisan or irrelevant content to pollute the discourse [Uyheng and Carley,

2021b,Dunn et al., 2020]. While bot accounts that use abusive language are more

likely to be suspended by Twitter [Uyheng and Carley, 2021b,Dunn et al., 2020],

social media manipulation might involve propaganda [Gorrell et al., 2019c], or cam-

paign toolkits [Jakesch et al., 2021], which do not necessarily use abusive language.
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Russian trolls’ involvement during the 2016 US presidential elections are evidence

of campaign manipulation through social media accounts that were not necessarily

humans and were controlled by certain intelligence agencies [Luceri et al., 2020].

In this paper, we contribute to the use of social media manipulation in other

than western context during an online protest and study the online debate with

different user’s involvement in India, a country in Asia-pacific.

Data Collection

Using the official Twitter API, we collect tweets around CAA between December 07,

2019, and February 27, 2020, through daily trending hashtags around the topic. The

list of hashtags used for data collection is shown in Table 6.1. Our collected data

Table 6.2: On-ground activities coincident with peak tweet days.

Date Tweets On-ground activities
December 11 158, 134.33 CAB passed by the upper house of parlia-

ment [Damini Nath, 2019].
December 16 376, 788.00 Student protests in Delhi [Web, 2019].

December 17 379, 699.00 Protest turns violent in Uttar Pradesh, Delhi, West Ben-
gal and relaxed in Guwhati [ANI, 2019b, IANS, 2019b].

December 20 436, 616.33 Protesters turn violent with stone pelting in Gujarat,
police vehicle burnt in UP, journalists detained in Ker-
ala [dec, 2019d].

December 22 783, 662.33 Protesters arrested, Women protest in Guwhati [Service,
2019].

December 24 503, 779.00 Protesters die due to bullet injury in UP [dec, 2019b].

December 30 276, 724.33 Counter-protest rally in Madhya Pradesh, Indian-
American protests in Washington [dec, 2019c, IANS,
2019a].

December 31 312569.66 Nation wide protests [IANS, 2019c,dec, 2019e].

consists of 11,350,276 tweets, with 1,543,805 unique tweets and 9,806,471 retweets

from 931,175 users. We first collate all the tweets from a given user to identify users

actively tweeting about the topic. Hence, we consider users who have at least five

tweets during the period of data collection. The total number of users after the

filtration process came down to 276,149.
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Data Pre-processing: Twitter users often use various emoticons, emojis, media

links, hashtags, and other non-alphabetic characters. The informal nature of Twitter

often leads to spelling and grammatical errors or incomplete sentences. Thus, we

follow the below list of pre-processing steps for the tweets before further analysis.

1. Removal of all links and mentions from the tweets

2. Removal of “RT” keyword from the beginning of retweets

3. Split of the camel case words into distinct words

4. Removal of punctuation marks

5. Removal of extra spaces

6. Replacement of digits with the word ¡number¿

7. Case-folding where we lower-cased letters

8. Desertion of tweet if it had lesser than three terms left after all the above steps

After the pre-processing steps, 1, 038 users were disregarded for further analysis.

The study conducted in the paper was thus on the 275,111 users, who were most

active during the campaign and their tweets contained substantial information for

further analysis. For further division of the users into authentic / inauthentic, as

shown in Figure 6.4, we query the Twitter API and botometer [Yang et al., 2020]

on the user IDs obtained from tweets.

The inauthentic users that we consider for the study include suspended users,

deleted users and bots. Table 6.4 shows the total number of deleted and suspended

users identified through querying the official Twitter API. We further collect the

follower network using the official Twitter API for the users who were not deleted/

suspended/ private. We use Botometer [Yang et al., 2020], a tool used to identify a

Twitter user as being automated (partially or fully) or not. Due to botometer API

constraint, we collect the bot score for randomly selected 26,110 users ( roughly

equal to the total number of suspended/ deleted accounts in our dataset). We
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use the Cumulative Automation Score (CAP) score metric provided by the API to

identify a user as a bot account.

On-ground activity: To identify the impact of on-ground activities on opinion

sharing around CAA, we manually curate the on-ground activities of the peak tweet-

ing days, as shown in Table 6.2. The first online tweet peak was seen on December

11, 2019, which coincided with the bill passed as Act by the Rajya Sabha (upper

house) of the Indian parliament [Watch, 2019]. However, the highest peak was found

on December 20, 2019, 9 days after the bill became an Act. On December 20, 2019,

protesters around the country turned violent. A major protest was witnessed about

the CAA bill in Guwahati (north-east state of India) on December 10, 2019, which

was the beginning of the chain of protests in certain parts of the country.

The anonymized version of our data is available at https://precog.iiit.ac.

in/resources.html

User Characterization

To capture the fine-grained divergence among the users, we build on the previous

work by [Rashed et al., 2021] that uses text-feature for identification of user’s stance

during a political campaign. We further identify the themes in shared tweets and

discuss the presence of inauthentic users in the discourse.

Understanding the discourse through unsupervised stance detection

Based on the online discourse on the Act, we identify two cohorts of users. We call

the users who opposed CAA as protesters. While users who share tweets in support

of CAA are called counter-protesters. [Rashed et al., 2021] proposed unsupervised

stance detection techniques based on the text of the tweets. Another reason for the

choice of algorithm is to surpass the manual annotation required in a supervised

setting.

The ground truth labelling process for the seed set of users constitutes of two

steps:

(1) Manual Labelling: First, we manually identify a set of hashtags indicating

stance, as shown in Table 6.1. We identified 27 hashtags as counter-protest hashtags
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on manual inspection, which occurred in over 1.3 million tweets. The count of protest

hashtags were 48, which accounted for around 1.04 million tweets. In the first step

of labelling, if a user used only counter-protest hashtags and never used protest

hashtags, we label the user as counter-protester. Similarly, if a user used only protest

hashtags, we classify the user as a protester. In the first level of manual labelling,

we identified 106,605 users as counter-protesters and 79,493 users as protesters.

Figure 6.5: Here Clusters 0 and 2 represent counter-protest users and Clusters 1
and 3 represent protest users. Cluster 4 had a purity below 80% and hence was not
considered.

(2) Label Propagation: Around 86% of the tweets in our dataset were retweets.

Based on the tweets that a user retweets, users were further labelled such that a user

with at least 15 retweets from protest and none from counter-protest side belongs to

protesters. The intuition behind this approach is that the users retweet a given tweet

if it aligns with their stance. We conduct this approach for two rounds. After the

two rounds of label propagation, 114,977 users were identified as counter-protesters,

while 79,613 were identified as protesters. The tweets of identified users were further

pre-processed and users with less than five tweets were disregarded. The final set of

users after the pre-processing is 270,889.

Embedding-based Stance Detection: The word-based embedding can capture

fine-grained divergence between two sets of cohorts [Rashed et al., 2021]. We apply

LASER (Language-Agnostic Sentence Representations)2 to obtain 1024-dimensional

2https://github.com/facebookresearch/LASER
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embeddings of users based on their tweets. LASER is a sentence encoder trained

on 93 languages, including many Indian regional languages. To obtain user-level

embedding, we use the average of the vector for the filtered tweets. The users are

then projected in a 2-dimensional space using Uniform Manifold Approximation and

Projection (UMAP) algorithm [McInnes et al., 2018]. The projection of users on

lower dimension helps overcome the curse of dimensionality [Verleysen et al., 2003].

UMAP projects the data elements closer if they are similar, while dissimilar data

elements are placed far apart. The projected user vectors are further clustered using

hierarchical density-based clustering (HDBSCAN) [McInnes and Healy, 2017]. Using

the HDBSCAN algorithm, 5 clusters were formed, with the 270,889 users.

We consider clusters pure if they contain at least 30% of labelled users obtained

via label propagation. We found 4 clusters have more than 80% purity of labels, as

shown in Figure 6.5. Clusters 0 and 2 were identified as counter-protesters, while

clusters 1 and 3 were identified as protesters’ clusters according to the labelled users.

The number of users identified in the 4 clusters was 263,869 users, with 142,839

counter-protesters and 121,030 protesters.

Topics discussed by the users in the different clusters:

Among the 4 clusters with high purity, the protesters are represented with shades

of green, and counter-protesters are represented with shades of red, as shown in Fig-

ure 6.5. The two major clusters of opposing views (cluster 2 and cluster 3) shows

rich discourse on the topic. For manual inspection of assigned clusters, we ran-

domly picked 4 sets of 10 users from each cluster, and annotated all tweets for these

users. We found the users in the clusters were indeed on the protester and counter-

protester side, as identified through label propagation. To understand the theme

of the 2 protester’s clusters and 2 counter-protesters clusters, we go through all the

tweets form the 4 sets. The topics discussed by the two cohorts in the 4 clusters

shown in Figure 6.5 follow different themes as follows:

Cluster 0: (Counter-protesters) On a more thematic side, we found that the topics

discussed by the users in Cluster 0 are mostly informative, with users sharing opin-

ions on why CAA should be implemented.

Cluster 2: (Counter-protesters) The primary topic discussed by the users of this
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cluster includes questioning the protester about their actions and reasons for their

disagreement with the implementation of CAA.

Cluster 1: (Protesters) The users in this cluster were tweeting about the on-ground

activity of the protest, including public demonstrations, stone pelting, etc.

Cluster 3: (Protesters) The users in the cluster were posting informative tweets

about CAA in the protest context.

Content Characterization

Through content characterization, we try to understand the interplay between the

online and offline activities during the period of data collection and quantify the

difference in opinion among the 4 set of users.

Online (Twitter) Vs. offline (on-ground) activity

Taking cues from previous works around planned protests [Bahrami et al., 2018,

Muthiah et al., 2016a], we investigate the interplay of the online and on-ground

activities during the CAA discourse, with respect to the 4 set of users in Table 6.4.

Figure 6.1 shows the frequency of tweets by the 4 set of users during the 2 month

of the protest period. The x-axis represents the days of protest taken as rolling

average of 3 days (one day before the date and one day after). The on-ground

activities corresponding to peaks in tweets are listed in the Table 6.2. The first

peak in the dataset was on December 11, 2019, when the CAB (Citizenship Amend-

ment Bill) was passed by the upper house of parliament and officially became an

Act [Damini Nath, 2019]. Students in Assam held protest opposing the Act [dec,

2019a] on this day. In the initial few days, authentic protesters were more active

than inauthentic protesters. While there was almost an equal proportion of au-

thentic vs inauthentic tweets during the initial days of passing of the bill. Another

significant day was December 16, 2019, when students led the protest across the

country, including Delhi, Maharashtra, and UP [Web, 2019]. Anarchy was observed

the same day in West Bengal, where people torched trains and staged sit-ins on

the railway tracks [ANI, 2019a]. Inauthentic counter-protesters made most tweets

at this day, followed by authentic protesters. On December 17, 2019, several metro
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stations in Delhi [Soni, 2019] were closed and Section 1443 was imposed in UP. The

previous trend of high tweets from inauthentic counter-protesters followed by high

tweets from authentic protesters continued.

December 20, 2019 witnessed nationwide protest eruption including states of

Uttar Pradesh, Tamil Nadu, and Delhi [dec, 2019d]. The government opened to

suggestions and reaching out to the protesters [dec, 2019d]. While the inauthentic

counter-protesters were more active than inauthentic protester during the period,

authentic counter-protesters made more tweets on around December 20 than au-

thentic protesters. December 22, 2019 had the largest peak in the dataset with

on-ground counter-part of protesters being arrested and women leading the protest

in Guwhati [Service, 2019]. Both Inauthentic and authentic counter-protesters were

more active around this day. December 24, 2019 showed the second largest peak in

the dataset, which co-incided with protester’s death in Uttar Pradesh, due to bullet

injury [dec, 2019b]. The spikes on December 30, 2019 and December 30, 2019 found

counter-protesters more actively posting than protesters. The on-ground activities

for the day included continued protests in different parts of the country as well as

abroad in Washington [dec, 2019c]. The counter-protesters started rallies on De-

cember 30, 2019 in support of CAA in different parts of the country [IANS, 2019a].

One of the dip in tweets that we find was on December 19, 2019, when internet was

shut down in many parts of the country [int, 2019].

3https://www.aninews.in/news/national/general-news/up-section-144-imposed-in-rampur-
after-protest-against-caa20191217125542/
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6.1.1 Threat by Inauthentic Users

CAA: Presence of authentic and inauthentic users in the discourse we

identify users based on their authentic behavior to study the role of inauthentic

users in mobilizing protests and counter-protests. As shown in Table 6.3, among

the 263,869 users considered for the analysis, we found Twitter suspended 13,871

users. In comparison, 13,251 users were not found (referred to as deleted users)

when queried for follower network. The number of non-authorized (private users)

was 5,844. We were unable to retrieve information of 11,091 users using Twitter API.

The Inauthentic users obtained so far are 27,122, including suspended and deleted

users. Next, we use botometer API [Yang et al., 2020] to identify bot users. Given

the limitation of botometer API, we randomly pick 27,122 users from the rest of the

users to query botometer for bot scores. We could retrieve bot scores for 26,110 users,

out of which 14,970 were counter-protesters, and 11,140 were protesters. Table 6.4

shows the complete set of users considered for the analysis.

Table 6.3: Distribution of suspended and deleted accounts in protesters and counter-
protesters in the dataset.

Suspended
Users

Deleted User

Counter-protesters 8655 (62.39%) 7440 (56.16%)
Protesters 5216 (37.60%) 5806 (43.83%)

Table 6.4: Distribution of authentic and inauthentic users in dataset.

Total Users 53, 227
Suspended Users 13, 871
Deleted Users 13, 246

Bots (CAP score¿=0.8) 4, 664
Authentic Users 21, 446

Findings: Through user characterization, we infer that both sides of the discourse

had suspended, deleted users and bots. Counter-protesters had more than 50%

suspended or deleted users on the platform, as shown in Table 6.3. Figure 6.11

shows the distribution of bots in the stance-based cluster. We notice, as shown in

Figure 6.10 and Table 6.5 that as the bot score varies from 0.8 to 0.5, there is a sharp
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Table 6.5: Distribution bots in the discourse with varying bot scores. P: protesters,
CP: counter-protesters, T: total number of users for which bot score is known in our
analysis.

Bot score (>=) CP (% bots
in CP)

Protesters
(% bots in
P)

Total (%
bots in T)

0.8 2,589
(17.29%)

2,075
(18.62%)

4,664
(17.86%)

0.7 11,359
(75.87%)

8,214
(73.73%)

19,573
(74.96%)

0.6 12,706
(84.87%)

9,096
(81.65%)

21,802
(83.50%)

0.5 13,500
(90.18%)

9,688
(86.96%)

23,188
(88.80%)

Figure 6.6: bot
score >= 0.5

Figure 6.7: bot
score >= 0.6

Figure 6.8: bot
score>= 0.7

Figure 6.9: bot
score >= 0.8

Figure 6.10: Distribution of the users with varying bot scores ranging from from
0.6-0.8.

decline of bots above 0.7. This shows the presence of semi-automated accounts in

the discourse.

Network Characterization

To determine if protesters and counter-protesters are in homophily and how authen-

tic and inauthentic users are connected, we study the follow network of users in

our dataset. We build a follow graph induced by the users in the dataset for net-

work characterisation. The users for whom the follow network was obtained from

Twitter API exclude private accounts and accounts for which information was not

obtained due to API constraints. The final follow network was obtained for 226, 412

users. First, 5, 000 followers were retrieved from Twitter API for each user from
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Figure 6.11: The presence of 4 set of users in the cluster.

Table 6.6: Network descriptive statistics for the authentic and bot accounts who
participated in the discourse. ∗p < 0.05,∗∗ p < 0.01,∗∗∗ p < 0.001 analyzed using
unpaired Mann–Whitney U test. SD stands for Standard Deviation.

Authentic Users Inauthentic Users (Bots)
Metric Mean SD Mean SD p
Number of Follow-
ers

22.91 43.84 27.57 46.49 ∗ ∗ ∗
(5.5e−32)

Number of Fol-
lowees

22.43 61.00 29.70 72.50 ∗ ∗ ∗
(9.07e−09)

Eigenvector Cen-
trality

0.002 0.006 0.003 0.007 ∗ ∗ ∗
(2.55e−26)

Betweeness Cen-
trality

0.00011 0.0004 0.0001 0.00038 ∗∗ (0.01)

the sample. We consider the graph of 226, 412 users as G. Directed edge from user

x to user y exists if x follows y. We use this convention to ensure the network

under study is campaign-specific, as participants in the online debate constrain the

edges in the graph G. The graph G contains 21, 495, 449 edges, and 226, 412 ver-

tices. We found 33, 278 connected components in the network. The largest strongly

connected component contains 192, 903 users with 89, 377 protesters and 103, 526

counter-protesters. Since a strongly connected component in a directed graph is

it’s maximal strongly connected sub-graphs, the presence of both protesters and
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counter-protesters in the largest strongly connected sub-graph indicates the path

between the protesters and counter-protesters. The betweenness centrality of the

graph G is 9.80e−06 (SD 1.388e−07), which indicates how much a node appears in

the shortest path between two nodes. Since the network has very low betweenness

centrality, this implies that the users in the network do not occur in many shortest

paths in the follow network. The average eigenvector centrality for the network is

0.00056 (SD 4.25e−06), which shows that the users in the network are connected

to influential neighbours, i.e., user-nodes which themselves have high eigenvector

centrality (or high in-degree). The network density is 0.0004 indicating a sparse fol-

low network. Figure 7.1 shows the follower-followee graph of 10, 000 random users

selected from 263, 869 users. We experimented with different random samples of

10, 000 users to check for consistency in network structure and observed a similar

structure across various random sampled networks. In Figure 7.1, we can observe

two distinct clusters of follow network, clearly showing homophily among the users.

The analysis of the graph G shows that the CAA debate on Twitter was conducted

by campaigners who were connected to both sides of the debate; were not strongly

Figure 6.12: Overall follower-followee network of the protesters and counter-
protesters. protesters are represented by green color while counter-protesters by
red color.
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connected among each other, forming a sparse network; were connected to many

influential users on the platform.

Follow network for authentic and inauthentic users: In order to gauge

the presence of inauthentic users, we construct a graph H from a set of authentic

and inauthentic users (bot scores (>= 0.8)).

We see a mix of a different sets of users in the follow network, indicating that the

inauthentic users are connected with the authentic users. Consequently, exposing

authentic users to the content posted by the inauthentic users.

We study the authentic and inauthentic users in the graph H and discuss the

network descriptive statistics of authentic and inauthentic users. Table 6.6 shows

the difference between authentic and inauthentic users with respect to various net-

work descriptive statistics measures. We see there is a very significant difference

between the followers and followees of the authentic and inauthentic users. The

inauthentic users tend to have a higher followers and followee than the authentic

counterparts. The eigenvector centrality shows a significant difference among the

authentic and inauthentic users, with bot being prominent in both the measures.

As a result, inauthentic users are more reachable than authentic users and have a

stronger influence in the network as compared to the authentic users.

Conclusion

In this work, we characterize the Citizenship Amendment Act (CAA) discourse on

Twitter concerning various authentic and inauthentic users. We identify the partici-

pants’ stance using unsupervised learning in a multilingual setup. Using the sampled

cluster analysis, we were also able to identify major topics of the discourse from both

protester’s and counter-protester’s standpoints. We further study the presence and

perception of various authentic and inauthentic actors in the discourse. The inau-

thentic actors considered for the study are bots, suspended, and deleted users. Users

who were not deleted, suspended or bots were considered Authentic users. To this

end, we collected 9 million tweets revolving around CAA through trending hashtags

in India. Our findings suggest the presence of inauthentic activities on both sides

of the discourse. However, counter-protesters show more inauthentic activity than
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protesters. We observe through tweets frequency over the timeline that most of the

discussion was driven by inauthentic users, who also post lesser emotional content

than their authentic counterparts. The content shared by authentic users on both

sides mainly revolved around violence and protest, while inauthentic user’s posts

were more appealing. The follower network of the participants reveals the presence

of homophily, where users with similar stances tend to follow each other. One of

the largest connected components in the follower network suggests the presence of a

path between authentic and inauthentic users, suggesting reachability of inauthentic

users to their authentic counterparts.
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Chapter 7

Timeline

Figure 7.1: Overall Timeline for Ph.D
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‘we’ of social media activism: introduction to the special issue on social media

and protest identities. Information Communication and Society, 18(8):865–871.

73



[Germani and Biller-Andorno, 2021] Germani, F. and Biller-Andorno, N. (2021).

The anti-vaccination infodemic on social media: A behavioral analysis. PLoS

ONE, 16(3 March):1–14.
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