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Ransomware

Hijack User System

Ransomware
malware Encrypts files or

Locks system

Demand Payment



Types of Ransomware

RANSOMWARE

LOCKER

Ransomware

CRYPTO
Ransomware

Seftad
Reveton
Winlock

CryptoWall
CryptoLocker
TeslaCrypt




Propagation

Phishing

email

Attachments

Network

spread

Other
sources
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Looking at the past 5 years, governmental entities
bore the largest share of ransomware attacks.

4% Manufacturing Government

4% Educational e

/_.

Business Services

Services
6% Utilities Finance and
: Insurance
6% Retail
13% Other 13% Health Services

http://www.riskmanagementmonitor.com/ransomware-threats-jump-300/



Motivation

— . 48,000 ransomware attack attempts seen in
ransomware h:acIr Kers Indja: QuiCk Heal TeCh

Quick Heal says 60% of the ransomware attack attempts by WannaCry virus in
India were targeted at enterprises, while the rest were on individual customers

HEWS ARMALY SIS

Hollywood hospital hit with ransomware: Hackers
demanq §3.6 million |as ransom

By Darlene S5torm, Computerworld

Ransomware attack on Red Deer College thwarted

University of Calgary recently paid a $20K ransom
By Robson Fletcher, Jennifer Lee, CBC Mews  Posted: Jun 21, 2016 3:40 PMMT | Last Updated: Jun 21, 2016 3:40 PM MT

The spread of the WannaCry ransomware attack slowed over the weekend but the

respite might only be brief, experts have said. More than 200 000 computers have
been affected so far.

BEAE o= News | Sport = Weather Shop | Earth | Travel |

NEWS

Home Video World Asia UK Business Tech Science Magazine  Enterfainm

Global cyber attack isn't over yet, your =+

phone could be ransomware's next Microsoft warns ransomware cyber-attack
is a wake-up call

target Tue EconxoMmic TIMES @ uppatep: mav 18,2017, 0145 pmisT

@ 15 May 2017 | Technology f ¥ © & «<Shae
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To Identify Indicator of Compromises (IOCs) for
ransomware

Classification of unknown ransomware samples using
machine learning classifiers
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e Signature based
approach (Static):
signatures like code,
frequency of
occurrence,
executable processes
and cryptographic
operations

e UNVEIL (Dynamic):
desktop attribute
change, Input Output
file buffers and
entropy change in file
system

Related Work

e Connection-Monitor &

Connection- Breaker:
communication of
victims system with
C&C server

HTTP Traffic
characteristics (HTTP
POST messages):
between the infected
host and a proxy
server to detect
ransomware data
exchange, for
Cryptowall, Locky
ransomware

e Specific to
Cryptolocker
ransomware: payment
mode

e Specific to android
platform: .APK Files
structures of android
application, critical
path and data flow,
malicious domain
access, malicious
charges, and android
permissions.



e Interactions between
malware and sensitive
system resources

e File, Registry, Process,
Network

* Prototype based
clustering technique is
used for malware
clustering

Related Work

e For all malwares

e Based on Network
realted features

e |P Address, Port
number, &
dependencies
between network
activities

e Modelled as Graph

o WEKA tool used for
malware classification
into their respective
families.

49070n12>

e Ransomware &
goodware

e Registry Keys
Operation, API Stats,
Strings, File
Extensions, Files
Operations, Directory
Operations. Dropped
Files Extensions

e Analysis with limited
application on VM

e Logistic Regression
Classifier



Sample
collection &
execution using
Cuckoo sandbox

Classification
using 5 classifiers

Accuracy
Comparision of
classifiers

Work Flow

Analysis of JSON
& HTML reports

Finding 11 most
important 10Cs
for ransomware

Finding 45 10OCs
for ransomware

Comparative
analysis of other
ransomware
detection tools



Data Set
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* virusshare.com
* malwr.com
e Ransomware samples - 848

Ransomware Variants | Number of samples

CryptoLocker 239
TorrentLocker 186
Cryptowall 181
Locky 149
TeslaCrypt 50
CTB Locker 36

Winlocker 7



Sample

Execution

Comparative Analysis

System

Automation

Tools Used

Cuckoo Sandbox[1]

Bitdefender [2]
Cryptoprevent [3]
Cryptomonitor [4]
CryptoDrop [5]
HitmanPro [6]

MATLAB




ldentified I0C’s

45 Ransomware Specific I0C’s identified




Static |OC

Compiled recently
Recently downloaded
Packed/obfuscated
Reported infected by YARA
Imports crypto libraries
Process signature




System |0C

Browser security setting changed
Deletes shadow copies

Disable windows error recovery startup
Disables startup repairs

Disables UAC

Disable Task Manager

Stops windows security center service and prevents it from
starting up on boot



System |0C

Stops windows defender service and prevents it from starting
up on boot

Stops windows update service and prevent it from starting up
on boot

Stops Error reporting service and prevents it from starting up
on boot

Firewall disabled
Antivirus disabled

Stops background intelligence transfer service and prevents it
from starting up on boot

Renames file to executable



Network 10C L@

Performs HTTP requests

Connects to tor2web

Too many DNS requests

Too many non existent domain name responses.
Requests to high entropy domain name

I2P requests



Behavioural IOC

Fingerprints the system (SystemBiosDate, Machine GUID,
Digital Product ID)

Tries to unhook windows function

Tries to detect virtual environment
Dropped files (downloads exe’s and dll’s)
Periodic Activity

Untrusted Processes spawning/injecting into OS processes
(explorer.exe, svchost.exe)

Temp Directory



Behavioural IOC

Appdata Roaming

AppData Local Directory

Program Data Directory

Links to crypto libraries during runtime
WinCrypt APl used- BOOL WINAPI CryptDecrypt()
Create RWX memory

Create hidden files

Delete original files from disk

Suspicious registry entry

Mimics file times of a windows system files
OS process encryption — writes to target files
File/File name Encryption
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Comparative Analysis with other ransomware specific s

tools for identification, detection & prevention

* Not all 45 IOC we used together with any of the ransomware
detection tools

e Can be seenin the table*



Solution Approach
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e Training Dataset (678 samples)
e Testing Dataset (170 samples)

Dataset




Feature set
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11 most important 10Cs

Delete Shadow Copy,

I2P Anonymity Network,

Connect to tor2web,

Request to high Entropy Domain Name,
File Encryption,

Encrypts File Name,

Locks Screen,

Deletes original Files from disk,
Import and Links to Crypto Libraries,
Packed/obfuscated,

Create RWX memory



Classifiers

e 5 classifiers are used for
classification

e Support Vector Machine (SVM)
e Linear Discriminant Analysis (LDA)
e Quadratic Discriminant Analysis

(QDA)
e K- nearest neighbour (KNN)
e Complex Tree
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Results and Observations
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Observation for winlocker ransomware it

SfeE:

Desktop snapshot before ransomware Desktop snapshot after ransomware
execution execution with no applications available



Snapshot of cuckoo sandbox HTML report for winlocker
ransomware, showing no network related behaviour e o

W) Hosts (0)  HTTP(0) IRC(0)  SMTP(0)

Domains

NO domains contacted
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Observation for crypto ransomware, i
Installing Unlocker for files deletion =

(%) Quick (Recommended)
Trstall Unfocker and Delta Toolbar, Dela is & populer free tookue
designed to make browsing and searching the internet faster and easier!
Deta toobar gives you access to a large variety of radio, music & news
stations, comprahansive tarm, taxt and wab page translstions

:.
g ‘
(O Advanced

By chcking neot you accept the lagal terms of Delta tookr

[ <ok J[ Met> | [ cancel |

Desktop snapshot after crypto ransomware
Desktop snapshot after crypto ransomware P . P : yp . .
execution, showing quick installation

execution, showing language selection . . :
feature selecion for unlocker installation



{PEE Iy,
JHIPEE Iy n,
e %
L0
) z
- 3
: =
H I &
o
“00300”

3
%

5o ) l 16" Unlocker 1.9.2 Setup

000k Chrome kast oot

License Agreement
Ploase review the kcarse terms bofore instaling Unkacker 1.9.2.

Completing the Unlocker 1.9.2
Setup Wizard

Press Page Down to see the rest of the agresment. — . Unlocker 19,2 has been installed on your computer,

3 ENochaEndu:« LI(ense Aqreemerk 3 A n Chek Finigh to closa this wizard.
B, Delta Toolbar End Liser License Agrasment

A, Unlocker End User Liconse Agreement
This software is provided “as is", without any guarantee made as to ks sutabiity or

FRness for any particular use, It may contain bugs, %0 use of this tool is &t your own risk,
We take no responsitility for any damage that may unintentionally be caused through s

h e
You may not distrbute Unkocker in any form without express written permission of v X s
: InthrrRe Ret ety
1 you aceept the terms of the agreement, chck I Agree to continue, You must accept the Laplore

agresment to install Unlocker 1,9.2,

| <ok [ 1ages | [ cocd |

1 s[bn W hovte 9,2 Setup % "9, 409 PM i stvar( ® hovtar 8 Uinkocker 1,9.2 Setu v 'Y, 411 P
Desktop snapshot after crypto ransomware Desktop snapshot after crypto ransomware
execution, showing ransomware agreement execution, showing successful installation

to all the terms and conditions as a of unlocker for files deletion

legitimate user



Installed malware detection tool showing
global threat level

A RSA ECAT - & @ x

Configure Tool View About =
Main Menu fachine ( 5 Dashboard  x
Daily Seans Far Last Menth Last 23 Scans

Machine Name Scan Time
CERC.LABL-PC3 TA/2016 2:35:41 PM

(1]
\
1
Dashioard Draily Scang For Last Month
SAFE - 0%
D L LICWAT - 1%
D':l Wy BAECHLIM - 0 % .
h Wy, HEGH - 100 % M
Machines ™ CRITICAL - 0% lﬁ]
Last 25 Scans

20160701 1 iteemd batsl “‘

| =
' Maichine Status

Global Threat Level

Percentage Of Machines Scanned

Q 1 Percentage Of Machines

Percentage Of Machines Connected

Scanned
Certificates

InstantioCs ; - Menth _ Malware Found per Manth
Iri Lagt & Manths
@ ot _ l

UserMame= T Mmayanky, Host=, Instance=, Database=ECATSPRIMARY, Build=1297826, |




Malware detection tool showing global threat
level before ransomware execution

A RSA ECAT

Configure Too

Main Menu L)

A=

Dashboard

==
o”

Modules

[

IP List

@®

AR

Certificates

A\

InstantlCCs

ls View About

Machines [ CERC-LABL-PC X
E ~ Show Whitelisted
e il Administrative Status | Hide Good Files
CERC-LAB1-PC3 = Last Seen | 4 mins ago Hide Valid Signature
Summary Blocked Maodules History Downloaded Agent Log Scan Data Mare Info
Filename IOC Score v | Risk Score Machine Count  Signature Hash Lookup Status Comment
uTorrent.exe . 132 0 1 Meed Revoke Update: BitTorrent Inc Unknown -
TeamViewer_Service exe . 130 1] 1 Meed Revoke Update: TeamViewer Unknaown
chrome, exe . 129 1 1 Meed Revoke Update: Google Inc Unknown
ConsoleServer, exe . 129 1] 1 Meed Revoke Update: RSA Security LLC Unknown
acpi.sys 2 0 1 Meed Revoke Update: Microsoft Wind... Unknown
-
683 items total 1 2
X || [Status] <= "Whitelisted' Edit Filter

Machine Instant I0Cs

Description

Modifies services ImagePath

Duplicate section name

Compiled in last month
Mo file description

Autorun

10 items total

I0C Level « | Bias Status

1

3

Meutral
Meutral
Meutral
Meutral

Meutral

O & X Tracking (1)

Event Time

0 items total

+ Source Filename Event

Paths | Machines | Autoruns | Diagram

.. Instance=, Database=

Target Filename

Machine Properties o

Summary All

Agent ID
Elocking Ac True

b1d44926-745a...

Driver Error| Oxe0010014
ECAT Driver| 7/20/201511:0...
ECAT Packai| 7/1/2016 2:24:3,.,
ECAT Server CERC-LABL-PCS
ECAT Servic| 7/20/201511:0..,
Group Default

Idle True

Included in| True

True

Install Time | 7/1/2016 2:26:1...
Last Connes 7/1/2016 3:12:0...
Last Scan | 7/1/2016 2:35:4,.,
True

Included in

Online

Roaming Ay True

Scan Start T) 7/1/2016 2:29:1...

Start Time | 7/1/2016 2:25:5.,.

Version Infe 4.1.0.0
Machine.Network -

DMS 192.168.1.7
Gateway 1921681611
Local IP 192,165.20.136

MAC 6C3B:ESIDOT..

MNetwork Se| 192.168.20.0

Remote IP | 192,168.20.136
Machine.OperatingSystem -
T/L/2016 1:24:1..,
UsA -

Boot Time
Country

=1|

3:20 PM
1/1/2016



Malware detection tool showing global threat
level after cryptowall ransomware execution

Main Menu

A
=

Machines

iy

Modules

AR

Certificates

A\

InstantICCs

Configure Tools

View About

Modules -1

e

MAYANK

[ pavank Modules -1

Machines

Modules -1

Last Seen | 9 mins ago

Show Whitelisted
Hide Good Files

Hide Valid Signature

Summary Blocked Modules History Downloaded Agent Log

File Mame NOC Score *  Risk Score Machine Count
Cryptowall-vd.exe 405 1
bootmgr 266 1
bkjyoskhf2.exe 173

svchost.exe 140

how_recover=std.txt 132

how_recover+std.html 132

svchost.exe 17

1335 items total

X || [Status] <> "Whitelisted

Machine Instant I0Cs
Description I0C Level & | Bias Status
In root of AppDataRoaming directory 1 Meutral

Mon-Microsoft & System attributes 1 Meutral
Autorun unsigned only executable in directory 1 Meutral
37 items total 1

Scan Reque

Scan Data

More Info

Signature Hash Lookup Status Comment

Mot Signed: TRENDY Corporation -
Mot Signed

Mot Signed: UltraVMNC

Walid: Microsoft Windows

Mot Signed

Mot Signed

Mot Signed

D T TR P T T

Tracking (463)

Event Time *  Source File Name Event

9/6/2016.2:57:42.775 PM WmiPrv5E.exe

9/8/2016 Z57:42.760 PM WmiPrv5E.exe

468 items total 4

BTt BT [ =twork (137) | Paths | Machines | Autoruns | Diagram

| UserMame=IITDmayankv, Host=,, Instance=, Database=E!

Open System Pro...

Open System Pro...

Edit Filter

Target File Name

wininit.exe

C5r55.8Xe

3:16 PM

L bl
=0 g6




Drive containing new file named as ‘how_recover+std’, created by
ransomware with information of encryption and ransom to be paid

@Wiﬂdows & VMwa

File Edit View VM Tabs Help

Library

Q, Type hereto search v

[ | B4 (‘_EJ

= [ My Computer
(5 Windows 8
Shared VMs

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.

B‘ Windows 8

Recycle Bin

-{ Favorites
B Desktop
& Downloads

| Recent Places

4 Libraries
5] Documents
rJ”i Music
k= Pictures
™ videos

+ Homegroup
1% Computer

Gi Network

how_recover+std Date modified: 9/8/2016 2:53 PM
Text Document

g,

RICIEIT 1)

Share with v

i Contacts

fz Desktop

& Downloads

. Favorites

& Links

“| My Documents
W My Music

= My Pictures
My Videos

® Saved Games

' Searches

2]

2 how_recover+std

. how_recover+std

A

Size: 2.27 KB

Print

Burn

A

New folder
Date modified

9/8/2016 2:53 PM
8/2016 2:54 PM
8/2016 2:53 PM
/8/2016 2:53 PM

9/8/2016 2:53 PM

9/8/2016 2:53 PM

9/8/2016 2:53 PM

016 2:53 PM

2016 2:53 PM

016 2:53 PM
8/2016 2:53 PM
9/8/2016 2:53 PM
9/8/2016 2:53 PM

Search mayankv

Type

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder
HTML Document
Text Document

Date created: 9/8/2016 2:53 PM




File named ‘how_recover+std’, created by ransomware with
information of encryption and ransom to be paid

@'_Wi-ndows 3_— VMware

File Edit View VM Tabs Help > | @ | O 0
J

_lE#lEd! @RIeR! | @#1ed! | Te#Ie#! 1efled! laRles! leflas! leflas! ledlas! le#las! -

D= 553

Library X

Q, Type hereto search A lle  kdit  Format  View  Help

= 9 My Computer
E;] Windows &

NOT YOUR LANGUAGE? USE https://translate.google.com
Shared VMs

what happened to your files 7
All of ¥0ur files were protected by a strong encryption with RSA-4096.
More information about the encryption keys using RSA-4096 can be found here: http://en.wiki

How did this happen 7

11! specially for your PC was generated ﬁersonaW RSA-4096 KEY, both public and private.

il '!! ALL YOUR FILES were encrypted with the public key, which has been transferred to your c
pecrypting of your files is only possible with the help of the private key and decrypt prog

m

ii|what do T do 7
50, there are two ways you can choose: wait for a miracle and get gour price doubled, or st
If vou have really valuable data, you better not waste your time, because there is no other

For more specific instructions, please visit your personal home page, there are a few diffe
1. http://n5kldbfj5sxfnkj.bosegena. com/20A89F54ADC33CCH

. http://mgabfhrmsmcdnc. glorgalp. com/20A89F 534ADC33CCO

. http://hrdsjrnvskdijnt. payd4softrn. com/20A89F54ADC33CCY

. https://t7re7vsrpjcmsdfc. onion. to,/20A89F 54ADC33CCY TKB
. hteps://tir67vsrpjcmsdfc. tor2web. org/20A89F 54ADC33CCH 2KE
. https://t7r67vsrpjcmsdfc. onion. cab/20A89F54ADC33CCO

If for some reasons the addresses are not available, follow these steps:

. Download and install tor-browser: http://www.torproject.org/projects/torbrowser.hth.en
. After a successful installation, run the browser and wait for initialization.
. Type in the address bar: t7r67vsrpjomSdfc. onion/20AB9F54ADC33CCY
. Follow the instructions on the site.

1D IMPORTANT INFORMATION:
't! Your personal pages:

To direct input to this VM, move the mouse peinter inside or press Ctrl+G. ‘ “H E - '@d D
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Accuracy comparison of Classifiers

Algorithm Number of Correctly Number of Misclassified Accuracy
Classified Samples Samples
Complex Tree 165 5 97.1%
QDA 141 29 82.9%
LDA 119 51 70.0%
SVM 99 71 58.2%
KNN 84 86 49.4%
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e Analysed 848 ransomware
samples using Cuckoo sandbox

e |dentified 45 10Cs & 11 most
important IOCs for 7 ransomware

Conclusion families

e Accuracy comparision of 5
classifiers used for classification,
Complex Tree giving best results of
97.1%
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e Automation of the analysis phase

FUtU re WOrk e Covering all the ransomware

families
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