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MODEL SELECTION

Many Al-generated text detection (AGTD) techniques have

recently emerged for English, showing strong results.

But how well do they adapt to other languages?

In this study, we evaluate Watermarking, RADAR, J-Guard,
ConDA, and RAIDAR for Hindi, uncovering the fragility of

these methods in non-English contexts

AG,_ DATASET

Data source

Model BBC NDTV
Data Sources Human W{'ltten Al Gener?ted GPT-4 1762 5280
News Articles  News Articles GPT-3.5 1762 5280
BBC 1762 7390 BARD 1762 5280
NDTV 5281 22237 Gemma-2B 468 1715
Total 7043 29627 Gemma-7B 1636 4679
Total 7390 22234

Testing the tradeoffs of distortion vs.
detectability in watermarking

(c) BERTScore

RESULTS

(a) Edit Distance (b) BLEU Score
P News Source 1 News Source 2
Techintgnes Models [BBC Data] [NDTYV Data)
Accuracy Precision Recall Fl-score Accuracy Precision Recall F1-score
GPT-3.5 48.959
RADAR BARD 53.380 79.024
Gemma-2B 53.557 61.423
Gemma-7B 64.415 80.287
GPT-4 | 98440
GPT-3.5
J-Guard BARD
Gemma-2B
Gemma-7B
GPT-4 | 43445 12.212 52.736
GPT-3.5 5.099 50.899
ConDA BARD ; 57.030
Gemma-2B 53.739 53.700 54274 53.985 59.679 63.607 52.879
Gemma-7B = 52.353 52323 52995 52.657 57.491 59.537 el 52.382
GPT-4 66.147 65.833 67.134 66.48 69.584 67.814 74551 71.023
GPT-3.5 64.589 64.345 65439 64.888 60.549 60.43 61.116 60.771
RAIDAR BARD 74.22 74.085 74504 74.294 89 64 88.582 91.012 89.781
Gemma-2B | 98.404 )7.872  98.396 96.939
Gemma-7B 98.476 :
MLE PHD MLE PHD
Hman 10.016 6.967 9.592 6.781
written
Intrtinsic GPT-4 9.541 7.002 9416 6.900
Dbascnsbon GPT-3.5 9.796 6.882 9.549 6.720
BARD 1272 3.120 7.061 3.105
Gemma-2B 4.368 3.004 4.537 3.118
Gemma-7B 5.354 3.597 S:5TT 3.744
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Model No output  Gibberish output  English output Code-switching
Bloom-560M v : . v v
Bloom-3B
Bloom-7B
Bloomz-560M
Bloomz-1B
Bloomz-3B
Bloomz-78B
GPT-2 Base
GPT-2 Medium -
GPT-2 Large -
GPT-2 XL
mGPT-1.3B -
Mistral-7B -
mTO models v
mTS models v
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Hindi Al Detectability Index (ADI_hi)

The Hindi AI Detectability Index (ADI_hi) ranks
LLMs by their detectability, revealing a range from
"easy-to-detect" to "nearly undetectable"” models.

Newer models exhibit perplexities similar to
human-written text, making them unreliable
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High ADI scores indicate the need for advanced,
robust detection methods as AI models
increasingly produce human-like text.

GPT3.5
GPT4
BARD 9.7

Gemma 7B
Gemma 2B 89.36
Bloomz 3B |
Mistral 7B & , = . 8177
MGPT 1.3B s 7s.0
Bloomz 7B e T .02
GPT2-XL IR 1808
Bloomz 1B I 74.88
GPT2-Base i 1a,1s
GPT2-Medium T 714,66
GPT2-Large I, 74.32
Bloom 3B I 73.72
Bloom 7B 2,19
Bloomz 560M T 71.54
Bloom 560M 7056
mT5-XL I, 28 .35
Mib-Lange Em— e 0.2
mMTO-XL [, 5. 14
mTO-Large I 2553
mTO-Small N3 68
mTO0-Base N2 73
mT5-Base BL51
mT5-Small 00
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TAKEAWAYS

e EXxisting AGTD techniques struggle with
complex LLM and non-English settings,
highlighting the need for language-specific
considerations in AGTD.

e As LLMs evolve, so must AGTD, ensuring
robust safeguards in multilingual contexts

against misinformation and other risks.
e The ADI spectrum will serve as a crucial tool
for assessing the detectability of LLMs.




