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Abstract

The rapid expansion of the Internet is receiving a great ofegttention world-wide. The technologi-
cal developments and the increase in online communicatians played a vital role in revolutionalizing
the Information Age. There is a tremendous growth of onlipgliaations to manipulate the user's per-
sonal data, which has resulted in the widespread avatlalofithe user's personal data in the digital
form. This raises the issue of privacy protection againgemiial misuse of this data by legitimate ser-
vice providers or intruders. Without proper countermeasuo thwart the attacks, security problems
become a major threat and a serious impediment to furthezl@@went of business applications on
communication systems.

Many of the current solutions provides information seguby assuming a level of trust among the
parties. The leakage of the critical data to third partiggévented by applying cryptographic primitives
as a secure layer over the standard algorithm. On the otimek, Ipaivacy preservation computation is
more closely related to Secure Multiparty Computation (SMEMC enables two parties; one with the
function f () and the other with the input; to computef (x) without revealing them to each other.
However, the solutions based on the general protocol of SétfDires enormous computational and
communication overhead, thus limiting the practical dgpient of the secure algorithms.

In this dissertation, we focus on development of "highlgtse’, ‘comunication and computation-
ally ef cient' algorithms to problems with “immediate imp&in the domain of computer vision and
related areas. Security issues in computer vision prignariginates from the storage, distribution and
processing of the personal data, whereas privacy concetinsracking down of the users activity. The
primary challenge is in providing the ability to perform geic computations on the visual data, while
ensuring provable security. In this thesis, we proposeawgight encryptions for visual data, such that
the server should be able to carry out the computations oartbg/pted data and also store the stream
if required, without being able to decipher the actual cotg®f the image. Moreover, the protocols are
designed such that the interaction and the data commuricathong the servers is kept to a minimum.

It has been proven before that the best way to achieve seacnmeutation on a remote server is by us-
ing the cryptographic protocol of SMC. Thus, a method thatjales provable security, while allowing
ef cient computations without incurring either signi casomputation or communication overhead has
remained elusive till now. We show that, for designing seatisual algorithms one can exploit certain
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properties such as scalability, limited range etc, inhigi@wisual data to break this impenetrable barrier.
We study and propose secure solutions for applications asid@lind Authentication, i.e. blindly au-
thenticating a remote-user using his biometric. Subsdtyleve present a highly secure framework for
carrying out visual surveillance on random looking videeains at remote servers. We then propose a
simple and an ef cient cloud-computing based solution gshre paradigm of secret sharing to privately
cluster an arbitrary partitioned data amaddgusers. The solutions we propose are accurate, ef cient
and scalable and has potential to extend over to even magesdiapplications.

In our rstwork, blind authenticationwe propose private biometric authentication protocololulis
extreamly secure under a variety of attacks and can be uskdwiide variety of biometric traits. The
protocol is blind in the sense that it reveals only the idgntind no additional information about the
user or the biometric to the authenticating server or viess®. The primary advantage of the proposed
approach is the ability to achieve classi cation of a stigngncrypted feature vector using generic
classi ers such as Neural Networks and SVMs. Our proposédien addresses the concerns of user's
privacy, template protection, and trust issues. And cagttie advantages of biometric authentication
as well as the security of public key cryptography.

We then present an ef cient, practical and highly securenfravork for implementing visual surveil-
lance on untrusted remote computers. To achieve this we mgnate that the properties of visual data
can be exploited to break the bottleneck of computationdlcmmunication overheads. The issues in
practical implementation of certain algorithms includititange detection, optical ow, and face detec-
tion are addressed. Our method enables distributed semregsing and storage, while retaining the
ability to reconstruct the original data in case of a legguirement. Such an architecture provides us
both security as well as computation and communicationiefcy.

We next extend our proposed paradigm to achieve the abiligot un-supervised learning using
K-means in the encrypted domain. Traditional approaches pemitives such as SMC or PKC, thus
compromising the ef ciency of the solutions and in returroyide very high level of privacy which
is usually an overkill in practice. We use the paradignmsetret sharingwhich allows the data to
be divided into multiple shares and processed separataiffatent servers. Our method shows that
privacy need not be always at the cost of ef ciency. Our psmabsolution is not only computationally
ef cient but also secure independent of whether orir@& NP.
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Chapter 1

Introduction to Privacy Preserving Methods

In the past few years, the world has become increasinglyemiad over the Internet. Business over
the Internet has become a standard practice, leading tan@midous growth of online applications to
manipulate digital data. The advances in information pssitey and data sharing over the transmis-
sion media such as the Internet, has paved way to new sortvi€es® whereby an organization lends
their processing ability and algorithms to the customemweél/er, many of these applications work on
sensitive (personal) data of the client.

To maintain proprietary rights, the organization may nagtwio make their algorithms public, but
would still like to maximize their pro ts. On the other hand,potential client may not be willing to
reveal his private data even to the processing server. Thet, we want is an ability for the server to
obliviously compute his private functiohn(x), without learning any meaningful information about the
user's inputx. An example for this would be a search engine that returageglpages without learning
anything about the searched query or the related pages.oMareo ensure trustworthiness, computing
and storage services over untrusted remote servers resgdingity assurances against malicious attacks
and faulty behavior.

To achieve this, security and cryptography are importaabks. Many of the current solutions
provides information security by assuming a level of truabag the parties. The leakage of the critical
data to third parties is prevented by applying cryptograjphimitives as a secure layer over the standard
algorithm. On the other hangdrivacy preservation computatida more closely related t8ecure Mul-
tiparty Computation (SMC|143]. SMC enables two parties; one with the functiof) and the other
with the inputx; to computef (x) without revealing them to each other. In SMC based solutevesy
function is represented as a boolean circuit. A secure ctatipo is then performed for each gate of the
circuit. However, the solutions based on the general pobtoicSMC requires enormous computational
and communication overhead. The complexity of the protectihear in the size of the circuit, making
it theoretically ef cient, however for real-world appliians this method is not practical and is much
slower than the corresponding non secure computation [21].



In this work, we explore methods to design ef cient privgmeserving protocols with provable
security and privacy guarantees.

1.1 Broad Objective

This thesis focus on development of secure computatiogalighms in computer vision and related
areas. Some of the speci ¢ sub-tasks associated with thik inolude:

To develop“highly-secure” solutions; the proposed algorithms should offer a provabié se-
mantically secure privacy rather than one on an ad hoc bBsising security based on formal
mathematical proofs, allows us to do a theoretical analykibe privacy achieved by our pro-
posed solutions.

To develop‘communication and computationally ef cient” solutions; any secure solution re-
quires more processing over an insecure one ( eg. http vs httpor a practical acceptance
of a secured application, the proposed solution should #&epommunication and computation
overheads within acceptable limits.

To develop solutions to problems witmmediate impact, we study and propose solutions to
enhance privacy for various popular web-based applicstinide-spread use of which are cur-
rently limited because of the privacy concerns they raise.ekample, user authentication using
a ngerprint over an untrusted web-server.

1.2 Problem Background

With a rapid development and acceptability adfmputer vision based systelinsones daily life,
securing of the visual data has become imperaB&curity issuesn computer vision primarily origi-
nates from thetorage distributionandprocessingf the personal data, whergaigvacy concernswith
tracking downof the user's activity.

The ideal solution to overcoming all privacy and securitn@erns is to apply strong cryptographic
encryptions, thus destroying any pattern that would begmteis that data. Pattern recognition, which
is inherent to computer vision algorithms, however explthie strong structure (pattern) present in the
data. It seems that there exists a contradiction in the tigmcof these two disciplines. For example,
Figure 1.1(a) shows the data pattern in the original featpeee. Applying a strong encryption to this
would destroy the structure, thus making any pattern reifogntask on the encrypted data dif cult
( see Figure 1.1(c) ). In order to overcome this limitatiooluons have been proposed that make a
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Figure 1.1 Dilemma of Privacy Vs Accuracy: Ideally we would like to addmnsformation functions
such that they provide privacy as in (c), while retaining abhdity to match patterns as in (a). Functions
such as in (b) provide partial privacy.

compromise between privacy and accuracy. Transformatioations are applied to the data, such that
they retain the pattern, while providing partial privacyeéd=igure 1.1(b) ).

The current methods of securing an online protocol is toyapptryptographic layer on top of an
existing processing module, thus securing the data agaiaithorized third party access. However,
this is often not enough to ensure the complete securityeofifer's privileged information.

In the world of Internet, a new service sector has emergedravh service provider gives the user
with access to a server running a particular vision algorithin some scenarios, the client may be
reluctant to reveal the content of the image to the procgssenver, yet would like to fully utilize the
service, while at the same time the service provider wolid tb protect his own interests, i.e. the
algorithm from being made public. How can the service prervahd the user achieve these objectives?
Over the years, these questions were raised and addregsemdifferent scenarios as follows:

Avidan and Butman [22] raised and addressed the privacyscoaén a camera surveillance scenario,
“A service provider has a proprietary face detection athamithat he does not want to be made public,
and a client wishes to use this algorithm as long as, evenetiwice provider, does not learn anything
about the data (images).”

Shashanlet al.[119] raised and addressed the privacy issues in conteatlimsige retrieval systems
(CBIR). The proposed system Private-CBIR (PCBIR) dealk wie retrieval of similar contentithout
revealing the content of the query image to the database.

These problems are similar to tBecure Multiparty Computation (SM{)43] problem in cryptog-
raphy. A straight forward solution would be to apply the seamulti-party techniques to image related
algorithms. However, multi-party techniques are compomatly very expensive [65]. And, applying



the generic SMC protocols to computer vision algorithmsiciwlivorks on low level data such as pixel
values, would make the solution impractical and non-reaéfi

Through this work we address the security and privacy caorscef the visual data. We propose
application speci ¢, computationally ef cient and provgisecure computer vision algorithms for the
encrypted domain. More speci cally we address the follayvissues:

Ef cacy: Security should not be at the cost of accuracy. The classongperformance of the
secured implementation should be similar to that of the sexured implementation.

Ef ciency: Encryption/Decryption is computationally expensive. Barapplication, the secure
algorithms should be practical and keep the computationcantmunication overheads within
acceptable limits.

Domain Knowledge: Domain speci ¢ algorithms will be more ef cient than genesolutions
such as SMC. We exploit the data properties to design apiplicapeci ¢, computationally ef -
cient, non-interactive secure solutions.

Security: Algorithms need to be provably-secure and meet futurigtilirements.

1.3 Technical Background

In this section, we discuss the general notations and demstthat are used throughout the disser-
tation. All chapter speci ¢ de nitions will be provided ahé appropriate place within the subsequent
chapters.

1.3.1 Whatis meant by Privacy?

Privacy in the cryptographic community is de ned so as toitlithe information that is leaked
(learned) by the distributed computations over the infdiomathat can be learned from the designated
output of the computations [103]. In order to compute therimfation leaked, we compare the infor-
mation learned from the result of the actual computationthad learned in aflideal” computations
involving a trusted party.

A party is said to bérustedif it does not deviate from a pre-de ned behavior and doesatteimpt to
cheat. In the ideal scenario, all parties send their resgedaita to the trusted party, who then computes
the functions and sends the appropriate results to the p#inées. Thus, a distributed protocol is private,
if and only if, an adversary learns no additional meaningffdrmation other than its input and the out-
put it receives from the trusted party. However, nding astad third party is in general infeasible [65].
Privacy preserving protocols are introduced to addresssihéci c problem. The objective is to design
(ef cient) protocols that do not reveal any information ept for their designated output [17] [88].



In order to analyze the security and privacy of the systemwilleformalize the notion [65] of
security as follows:

Letf : 0;1 01 > 01 0;1 be a function. A two-party protocol is de ned by a pair
of probabilistic polynomial-time interactive algorithms= ( a; g). Consider the probability space
induced by the computing execution ofon inputx = (a;b) (induced by the independent choices of
the random inputa, rg). Letview, (x) (resp.,viewg (X)) denote the entire view of Alice (resp., Bob)
in this execution, including her input, random input, arlda@ssages she has received. dugtiput , (X)
(resp.,outputg (x)) denote Alice's (resp., Bob's) output. We say thaprivately computes a functioi
if there exist probabilistic, polynomial-time algorithrS8g andSg such that:

f(Sa(a; fa(x)); fa (X)) Ox=(ap2x F (VIEWL(X); OUTPUT;(X))0x2x (1.1)

f(fa(x); Sg(b; fa (X)) Ox=(apex f (OUTPUT,(X); VIEWg (X)dy2x (1.2)

where denotes computationally indistinguishability, which medhat there is no probabilistic poly-
nomial algorithm A which can distinguish the probabilitysttibution over two random string.

1.3.2 Adversary Model

Two types of adversaries) a semi-honesadversary, anth) a maliciousadversary are commonly
considered in cryptographic community. s&mi-honesadversary (also known aspassive or honest
but curiousadversary) is a party that correctly follows the protocat@ation, yet is curious and
attempts to learn additional information by analyzing thessages received during the protocol execu-
tion. On the other hand, maliciousadversary may arbitrarily deviate from the protocol speations.
For example, consider a step in the protocol where one of dgep is required to choose a random
number and broadcast it. If the party is semi-honest thenameassume that this number is indeed
random. On the other hand, if the party is malicious, then ightrthoose the number in a sophisticated
way that enables him to gain additional information.

Privacy preserving protocols are designed in order to pveggrivacy even in the presence of ad-
versarial participants that attempt to gather informatidnout the inputs of their peers. In practice,
a semi-honest adversarial model is a realistic one [103]relher, a protocol that is secure against
a semi-honest adversary can be transformed, using crgpbigr techniques such asro-knowledge
proofs[65], into a protocol that is secure against malicious aslwées. Thus, we design secure proto-
cols for thesemi-honestase. Note that, we do not consider adversaries that chaemériputs in order
to gain more information about the inputs of the other partie

The network as such is assumed to be insecure and suscéptiisieoping attacks. The servers are
assumed to be non-colluding in nature, that is they are ifggnt and would not share information to
extract any additional knowledge.



1.3.3 Our Security Goal

As stated in Section 1.2, we aim to strengthen the securitly pivacy of the visual algorithms
without making a compromise on the ef ciency and ef cacy bétsolutions. The three primary issues
in designing the privacy preserving protocols greecurity and privacyij) ef cacy, andiii) ef ciency.
Hence, we analyze the secure algorithms for the securitsectmess and complexity.

Correctnessis measured by comparing the proposed protocol to the ideabgol where the
parties transfer their data to a trusted third party thatopers the computations. If the secure
protocol is identical to the ideal protocol then the protdsaleclared correct.

In security one needs to show what can and cannot be learned from thexdatmnge between the
parties. One often assumes that the parties are honestrimits;umneaning that they will follow
the agreed upon protocol but will try to learn as much as ptes§iom the data ow between the
two parties.

In complexity, one shows the computational and communication complefitiie secure algo-
rithm. For practical applications, the overheads of thgppsed solution should be minimal as
compared to the ideal solution.

We use the semi-honest adversary model, that is the pasties the protocol but they want to reveal
the other party's privacy. Our goal is to design protocolspi@serving the party's privacy against such
adversaries during the execution of the protocol. Eacly peatrns nothing about the others data, except
the output results. Both privacy and correctness are needsel preserved.

1.4 Thesis Outline

Private distributed protocols have been considered extdpdor data mining, pioneered by Lin-
dell and Pinkas [88], who presented a privacy-preservirig-taning algorithms for ID3 decision-tree
learning. The work on privacy-preserving algorithms is ivaied by the need both to protect privileged
information and to enable its use for research or other m@&goThe problem is a speci c example of
secure multi-party computations and, as such, can be sabiad generic protocols. However, for the
applications working on massive datasets, applying themgeprotocols as such are of no practical use
and therefore more ef cient protocols are required.

Avidan and Butman raised and addressed the privacy conttemggh their workBlind Vision[22],
which is about applying secure multi-party techniques &ovi algorithms. In blind vision there are
two parties, A with a private program(l ), and B with an input to that program; the joint goal is
to let B know the output of (1) whilst maintaining the privacy of with respect to B and privacy



of | with respect to A. Their solution, which is based on SMChieiques, is found to be extremely
expensive in terms of communication overheads. In ordeeigth practical protocols, considerable
research effort has been made over the recent years. Mddinsahave been made to improve the
ef ciency of the solutions, such as, by restricting the wsafjYao's protocol [143] to only a few limited
computations/operations. For example, Aviddral. [23] speed-ed up their blind vision protocol [22]
at the cost of a controlled leakage of information. Shasledrsl. [119] on the other hand, exploited the
clustered nature of image databases to improve upon théeatyg of SMC for example-based image
retrieval.

In general, the SMC based protocols are found to be ineftdienany practical online application.
The reason for this is mainly due to the way SMC works. In SM@&resingle trusted CPU instruction is
securely simulated via a corresponding network protocslo®today, communication is the bottleneck.
Factually, the round-trip time in a LAN is of the order of a femilliseconds, whereas several oating
operations take no more than few nanoseconds. Thus theigrarafl SMC which converts the trusted
computation into secure network protocol can not avoid wdétmvn by a factor of one million, with the
current technology. Moreover, communication is likely ¢éonain a bottleneck in the foreseeable future.
The communication overheads can be avoided if we can obtajistam where a server can execute a
function on the encrypted data without having to decrypfTiius, we want encryptions such that the
resulting transformation allows non-interactive comgiotess at remote server(s).

The natural way to overcome the (communication) complesitg design algorithms for computing
in encrypted domain. Solutions with minimal distributiarsing the paradigm afncrypt-communicate-
compute-decryptequire the usage of algebraic homomorpic encryption seke®3]. However, an
ef cient implementation of it is not yet known. Our methodrfblindly authenticating a user using
his biometricuses multiplicative, additive homomorphism and a specistribution of work between
client and server, coupled with a novel randomization s@&torsimulate the algebraic homomorphism
in the encrypted domain.

As compared to SMC, we optimally reduce the communicatiartozads for the solution proposed.
However, we nd that building completely non-interactiveopcols is not feasible using the additive
and multiplicative homomorphism. Moreover, these schetinesiselves are based on computationally
expensive protocols such as public key cryptography (PKC).

In order to achieve computational ef ciency the encryptiiould be lightweight, thus we have to
avoid the usage of PKC. The inadequacy of solutions withmtior no distribution, necessitataen-
minimal distribution in other words some sort of SMC. Unconditionally or infotina theoretic secure
multi-party computations are closely related to the pnabtd secret sharing118]. We next show that
visual data has certain desirable properties that allows use the paradigm of secret sharing to achieve
complete privacy and ef cient computation of visual algoms. We present an ef cient, practical



and highly secure framework for implementiagual surveillanceon untrusted remote computers. To
achieve this we demonstrate that the properties of visual ckn be exploited to break the bottleneck
of computational and communication overheads.

The paradigm we have proposed is accurate, ef cient ancblgal We next explore as to whether
the paradigm can be made generic and be used to addressvieymoncerns in more related areas.
The algorithms we have proposed so far dealt with patterchiad using a classi er in the encrypted
domain. The natural extension to the work is to nd methodsdoing the classi er training itself in
the encrypted domain. With these objectives in mind, weaepinethods to privately do un-supervised
learning using K-means in the encrypted domain. K-mearstaling is one of the most widely used
techniques for statistical data analysis. We show that #radigm of secret sharing is generic and
unlike the traditional methods using primitives such as SKe& privacy need not be always at the cost
of ef ciency.

1.4.1 Scope of the Thesis

We now give a brief description of the problems we have addeksA detailed description of these
are given in the following chapters.

Blind Authentication using a biometric: Concerns on widespread use of biometric authentication
systems are primarily centered around template secueipcability and privacy. We have proposed,
for the rst time, a completely blind biometric authentimat protocol, which takes care of concerns
on user privacy, template protection, and trust issuesametric authentication system. The protocol
is blind in the sense that it reveals only the identity, andadditional information about the user or
the biometric to the authenticating server or vice-versonttrics are ideal to be deployed in both
high security as well as remote authentication applicatioHowever, the assertions on security and
non-repudiation are valid only if the integrity of the ovibigystem is maintained. Blind authentication
provides a mechanism to do non-repudiable authenticatienan insecure network, while ensuring the
privacy of the user.

Privacy Preserving Video Surveillance: We have presented an ef cient, practical and highly secure
framework for implementing visual surveillance on untagstemote computers. The main contribution
of the work is in introducing a paradigm shift in looking aivatte visual surveillance problems from the
traditional SMC based approaches. This change in view allasvto have a simpli ed capture device,
an ef cient unidirectional data ow, and surveillance opéons performed directly on the shattered
streams. The issues in practical implementation of cealgiorithms including change detection, optical
ow, and face detection are addressed. The framework pesv@dgeneric setting to carry out an arbitrary



vision task. This work opens up a new avenue for practical @oslably secure implementations of
vision algorithms, that are based on distribution of datar owultiple computers.

Unsupervised learning using K-means: Clustering is one of the fundamental algorithms used in the
eld of data mining. The simplicity and effectiveness of thlgorithm have made its usage conducive in
various applications. However, the collected data mayainrgensitive or private information about the
customers, thus heightening the privacy concerns. We pmpmovel cloud computing based solution
using the paradigm of secret sharing to privately clustearditrary partitioned data amorng users.
Our proposed solution is not only computationally ef cidntt also secure independent of whether or
notP 6 NP. Our paradigm is generic and has potential to extend overen more diverse data mining
applications.

1.4.2 Blind Authentication: A Crypto-Biometric Veri cati on Protocol

As a rst step, we addressed the problem of Blind Autheniicat.e., design and implementation of
a Secure Crypto-Biometric Veri cation Protocol.

We have proposed, for the rst time, a completely blind bidreeauthentication protocol, which
takes care of concerns on user privacy, template protectind trust issues. We propose a secure
biometric authentication protocol over public networkéngsasymmetric encryption, which captures
the advantages of biometric authentication as well as tharie of public key cryptography. Biometric
authentication provides a secure, non-repudiable andecient method for identity veri cation, while
not revealing any additional information about the usehtogerver or vice versa.

The encryption provides template protection, the abilityevoke enrolled templates, and alleviates
the concerns on privacy in widespread use of biometrics. prbposed approach does not make any
assumption on the nature of the data and is hence applicaldeyt biometric. Such a protocol has
signi cant advantages over existing biometric cryptosyss, which use a biometric to secure a secret
key, which in turn is used for authentication.

Biometrics are ideal to be deployed in both high security al as remote authentication appli-
cations. However, the assertions on security and non-rafionl are valid only if the integrity of the
overall system is maintained. Blind authentication pregié mechanism to do non-repudiable authen-
tication over an insecure network, while ensuring the psnvaf the user.

The primary concerns to be addressed for any biometric atitiagion system are:

1. Template protection: As a biometric do not change over time, one cannot revoke eollean
plain biometric. Hence, critical information could be reled if the server's biometric template
database is compromised.



2. User's privacy: i) The activities of a person could be tracked, as the biomé&trimique to a
person, andi) Certain biometrics may reveal personal information abaugex (e.g., medical or
food habits), in addition to identity.

3. Trust between user and server:In widespread use, all authenticating servers may not be com
petent or trustworthy to securely handle a user's plain Ieivity, while a remote user cannot be
reliably identi ed without biometric information.

4. Network security: As the authentication is done over an insecure network, ragaooping the
network could gain access to the biometric information gperansmitted.

The previous work in this area tends to build a classi er icrgpted domain, thus making a com-
promise in security and accuracy. A.K. Jeiral [73] does an extensive literature review and concludes
“a template protection scheme with provable security armdptable recognition performance has thus
far remained elusive!

In our proposed method, we build a classi er in the plain fieatspace, which allows us to main-
tain the performance of the biometric itself, while cargyiout the authentication on data with strong
encryption, which provides high security/privacy. We desprotocols for simulatingsupport Vector
Machine and Neural networik an encrypted domain.

Approach in brief: Let! be the parameters of the linear classi er. The server asdbptclaimed
identity ofauser, it x< ,where isathreshold. As we do not want to reveal the parameter vecto
(1) or the test samplex] to the server, we need to carry out the computations in theypted domain.
Computation of the above equation in encrypted domain wreddire an algebraic homomaorphic en-
cryption, which is not known to exist. Our method uses miittitive, additive homomorphism and a
speci c distribution of work between client and server, ptad with a novel randomization scheme to
simulate the above equation in the encrypted domain.

Several experiments are performed to evaluate the ef gi@ncl accuracy of the proposed approach.
An authentication protocol was implemented based on ateierver model that can perform veri ca-
tion over an insecure channel such as the Internet. Evafuiicarried out on various public domain
datasets and biometric modalities to verify for ef cienaydeapplicability. Analysis are also carried out
for security/privacy and computational overhead of theoppsed method.

Blind authentication addresses all of the concerns mesti@bove, and provides the ability to clas-
sify any feature vector, and hence is applicable to multijdenetrics. This work opens a new direction
of research to look at privacy preserving biometric autication.
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1.4.3 Ef cient Privacy Preserving Video Surveillance

In this work we focus on development of secure computati@agbrithms for computer vision,
speci cally in the area of surveillance. The generic godl¢he work are to develop solutions that are
secureandcomputationally ef cientleading to practical systems.

Video Surveillancés a critical tool for tasks such as law enforcement, perssatfety, traf ¢ control,
etc. This raisegrivacy concernsuch as, watching you in your private moments, spying on you o
even implicitly controlling some of your actions. Tlballengeof introducing privacy and security in
such a practical surveillance system has been sti ed by leeneous computation and communication
overhead required by the solutions. The objective is tonallee general surveillance to continue,
without disrupting the privacy of an individual in an ef gieand cost-effective way.

Provable security/privacy can be guaranteed if the suaveié algorithms can directly run on (cryp-
tographically strong) encrypted video streams. This esssthiat the original video stream is hidden at
all times and the observer learns only the nal output of thevsillance algorithm.

We use the paradigm akcret sharingo achieve private and ef cient surveillance. We exploi th
properties, such as the scale invariance and a xed ranghkeointage data to de ne vision specic
secret sharing scheme. Our method enables distributedespmcessing and storage, while retaining
the ability to reconstruct the original data in case of laggluirement. The computational requirement
at the data source (camera) is very limited, enabling inesige monitoring equipment, and the only
communication between the camera and the surveillancersery a compact and encrypted video
stream. Privacy preserving surveillance address the atinig needs of con dentiality and utility,
making the system practical.

The primarycontributions of our work are:

Circumvent theoretical bounds: Our method iextremely ef cientompared to SMC.
Provably Secure:We do not assume any trust or security at the servers.
No compromise in accuracy:Faithful image encoding with PSNR of around 50.

Practical system: It is bothscalableandinexpensivemaking privacy preservation affordable.

Approach in brief: In our method, a framds, of the surveillance video is transformed into a set of
seemingly random imagels, on which a surveillance operation is successfully camigtd Our solution
utilizes the services af, (r > 2) non-colluding computation servers. Each of theansformed images
I;, is sent to a different server for processing. This ensunasthe original video is not revealed to any
of the servers, while together they retain the completeovatent. Furthermore, accurate surveillance
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results are obtained since the servers jointly run themalgilain-domain algorithm. The solution is not
only provably secure but also computationally ef cient. eTimteraction and the data communication
among the servers is kept to a minimum and the only proceseipgred of the camera is to generate
the transformed images.

A detailed account of the implementation and analysis ofrcesurveillance algorithms including
change detection, optical ow and face detection, usingptaposed framework are discussed. We
describe the mapping of these problems to the framework lao the steps involved in carrying out
the computations. The experiments have conducted to uaddrhe computational and communication
overheads at each stage, any loss in accuracy incurred loptheutation, as well as the effectiveness
of the data obfuscation for privacy.

1.4.4 Private Yet Ef cient K-Means Clustering

In Section 1.4.3, we demonstrated that the properties adlditee can be exploited to break the com-
munication and computation bottlenecks for privacy présgrmethods. In this work, we extend the
proposed paradigm to address the similar privacy concertiwirelated areas. We make the approach
generic and propose secure protocols for doing un-supehlé&arning using K-means on the union of
databases held by two or more parties.

Un-supervised learning deals with designing classi eosrfra set of unlabeled samples. A common
approach for unsupervised learning is to cluster or grodph@hed samples into sets of samples that
are “similar' to each other. K-means clustering is a powesid frequently used technique in data
mining. It is widely used to group data with similar charaistiécs or features together. In this work, we
consider the problem of clustering on the union of con dahtiata that is not supposed to be revealed
even to the party running the algorithm. The main challemggeisigning such a protocol is to prevent
the intermediate values from being leaked. Due to sheemwlaf the inputs that are involved, the
algorithms should be ef cient, while still providing theipacy to the parties.

In this work we propose an ef cient method for distributednikeans clustering with arbitrary parti-
tion. This means that there is no assumption on how the watitysbof the data are distributed among the
parties (and in particular, this subsumes the case of afliytiand horizontally partitioned data). While
this problem has been addressed before, we propose an elpjotbar than the data perturbation, SMC
and TTP. We propose a novel solution based on secret sharbhgtsat the actual clustering is done by
non-colluding servers, and the results merged by the zatits.

Approach in brief: The idea is to use secret sharing and each party will sendrame of its data to
one of the several cloud computing servers. Since eachraamyeknows one share of the data, without
collusion they can not discover the original data. Then agoal is proposed to securely compute K-
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means clustering between these servers, largely usingltliggos and multiplication properties of secret
sharing. We compare and analyze the computation and coroatiom overhead of our protocol against
a zero-privacy protocol, under which each user sends hés(daplain) to a third party for clustering.

We use the following techniques to achieve the goals of pyivef ciency and accuracy.

Ef ciency over SMC by working in modulo domain.
Add random noise to ensure privacy.
Scaling the axis (values) before adding noise to ensureacgu

Limiting interaction between servers by making operatimugpendent.

In this work, we achieve the security at the level of SMC wikidzping the communication costs
extremely low. We achieve this using the paradigm ofSkeret Sharing20] over a mesh of processing
servers. Our solution is rst of its type, and is both ef cteend mathematically simple. In the process
we also side-step the communication bottlenecks posecehysiiige of SMC and asymmetric encryption
schemes. Our proposed solution is not only computatioredliyient but also secure independent of
whether or noP 6 NP. The ability to do secure computation using limited intéicathas the potential
to extend over to more diverse data mining applications.

1.5 Organization of the Thesis
The work and the contributions in this dissertation are aitheld into the following chapters:

We discuss the security preliminaries in Chapter 2. The telnagdso provides an overview to the
state of the art methods in privacy, security and visualrilyos.

In Chapter 3, we propose, for the rst time, a completely dliniometric authentication protocol,
which takes care of concerns on user privacy, template gifote and trust issues in biometric authen-
tication system. Our proposed protocol has signicant adgas over existing biometric cryptosystems,
which uses a biometric to secure a secret key, which in tunsés for authentication.

A method that provides provable security, while allowingigit computations for generic vision
algorithms have remained elusive till now. In fact, it hagmeroven that one cannot achieve secure
computation on a remote machine without incurring eithgnistant computation or communication
overhead. In Chapter 4, we show that, for designing secwsgal/algorithms one can exploit certain
properties such as scalability, limited range etc, inhiet@image data to break this seemingly impene-
trable barrier. In the process, we develop a generic apprimeachieve ef cient and secure computation
for any data that satis es these properties, which coulcehastential applications in domains beyond
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visual surveillance. In Chapter 5, we propose an ef cienthrod for distributed K-means clustering
with arbitrary partition. While this problem has been adgexl before, we propose an approach other
than the data perturbation, SMC and TTP. Our proposed ealiginot only computationally ef cient
but also secure independent of whether or nét RP. We show that our paradigm is generic and there-
fore opens up a new direction of research to look at privaeggnving methods. Chapter 6 summarizes
the thesis. For completeness, the Appendix provides a testription of some of the theorems and
proofs that are used in the work here.
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Chapter 2

Background and the Preliminaries

In early stages of research and development in many eld®wofputer science security was not an
issue from the beginning. This is well true for the developtrad operating systems, email transmission
or wireless network. As the amount of visual data increasemmatic methods for visual analysis are
gaining popularity, both for accuracy and economic purpdséecomes absolutely critical that the
visual data be secured before transmission or storageastettkage of the data does not pose a risk in
security or privacy.

Traditional encryption based methods for securing visagh @re good for video storage and trans-
mission. However, they do not allow one to carry out compogt on the data, which is essential for
online visual applications. Encryption and decryptionashsare expensive protocols and results in sig-
ni cant data expansion. The communication and computaterheads become critical when dealing
with voluminous data such as images and videos. Thus, whaeee is lightweight encryption's, such
that the server should be able to carry out the computatianth® encrypted data and also store the
stream if required, without being able to decipher the dataatents of the image.

The primary challenge is in providing the ability to perfogmneric computations on the data, while
ensuring provable security. As long as one can recreate @mg€ approximation of the image from
the secured version, which reveals any of its contents, tfeggé can not be considered as secured.
Moreover, the neighboring pixels of an image tends to havdai values. This is a challenge to image
encryption as it can be used to guess the exact value of g piah if only a few LSBs or MSBs are
known. Security based on public key encryption such as RS#gis, but it creates very high com-
putational and communication overheads in order to be abtio tgeneral purpose computations. For
example, approaches suchBignd vision [22] requires signi cant communication overhead between
the two parties to achieve a speci ¢ goal of face detection.

Most people accept an insecure solution for an applicasorce security is often associated with
signi cant computation overheads. However, we alwayseqrefsecure solution over an insecure one,
if the apparent overhead in resources is not signi cant,videaced by the adoption of the secure http
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protocol (https). We believe that a practical solution teewse visual algorithm would have a similar
impact if it is provided without any apparent additional ttos

In the following sections we provide a brief introductionth® background details which are used
in the subsequent chapters. First, we introduce some basmepts of cryptography with particular
emphasis on their suitability for visual algorithms. Werthdiscuss the approaches traditionally taken
to ensure security and privacy in visual data.

2.1 Security Preliminaries

The relevance of carrying out the algorithm directly on gpted data is entirely dependent on the
security requirements of the application scenario undasideration. On the other hand, the particu-
lar implementation of the signal processing algorithm Ww#él determined strongly by the possibilities
and impossibilities of the cryptosystem employed. Finatlys very likely that new requirements for
cryptosystems will emerge from secure signal processimgations and applications.

In this section we present a brief overview of the cryptogiejprimitives that have been used for the
privacy preserving methods. We discuss the concepts ofiegdhe data using methods such as PKC
and perturbation techniques. Protocols for securely cdimgpon private data using techniques such as
SMC, homomorphic encryption are also discussed.

2.1.1 Public Key Encryption (PKC)

The process of converting the plainté®t) to ciphertext(C) using an algorithm is called encryption
(E). On the otherhand, restoring the plaintext from the cigheris called decryptiofD). Public
key Encryption (PKC), also known as asymmetric cryptogyajid a form of cryptography in which
key used to encrypt a message differs from the key used tgpuieitr Private key is kept secret, while
the public key can be widely distributed. The message thati:i¢o be conveyed to the recipient is
encrypted using his public key. It can only be decrypted leyabrresponding private key. These keys
are related mathematically, but the private key cannot betjmally derived from the public key.

In practice, PKC can be used to ensure con dentiality of thtad The messages encrypted with
a recipients public key can only be decrypted using the spoeding private key. The private key of
which is known only to the intended receiver. Asymmetric kdyorithms are generally found to be
computationally expensive. Some of the popular PKC aligor#t include RSA [111], Pailliers [102],
El-Gamal's [55] etc.
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2.1.2 Data Perturbation Techniques

Data perturbation techniques tend to secure the data bp@daindomness to it. The idea is to alter
the data so that the actual original data values cannot loweesd, while preserving the utility of the
data for statistical analysis. Privacy is preserved siheenbisy version of the data does not reveal the
real data values. However, carrying out analysis on theugestl data results in approximately correct
analysis. Privacy is enhanced by adding more and more rimsever, this leads to a rapid degradation
of the results. Visual data is inherently noisy and this nvegtiken care of. Moreover, certain operations
such as comparison of noisy data requires special treatment

2.1.3 Secure Multi-party Computation (SMC)

Secure multi-party computation (SMC) is a problem in crgpéphy that was initially suggested by
Andrew C. Yao [143]. Yao introduced thuillionaire problem in which two millionaire's Alice and
Bob want to nd out who is richer without revealing the precamount of their wealth to anyone.

Generalization of the Yao's protocol gave way to secure iapality computation. In SMC, a given
number of participantps, p2, ::;, pn €ach have a private data, respectivélyd,, :::, dy . The partic-
ipants want to compute the value of a public functi®) on N variables at the poindg, dy, :::, dy).
An SMC protocol is said to be secure if no participant candemaore than the description of the public
function and the result of the global calculation than whiat £an learn from his/her own entry.

The computation and communication complexity of the protgroposed by loannis et al. [71] is
O(d?), where2d is the upper bound on their numbers which they want to compsrémportant prim-
itive in SMC isoblivious transfer (OT.)An OT is a protocol by which a sender sends some information
to the receiver, but remains oblivious as to what is received

2.1.3.1 Oblivious Transfer (OT)

Oblivious Transfer (OT) allows Alice to choose one elemeohT a database of elements that Bob
holds without revealing to Bob which element was chosen aitftbwt learning anything about the rest
of the elements. The notion of OT was suggested by Even, €oldand Lempal [57] as a generaliza-
tion of Rabin's OT [12]. 1-2 oblivious transfer or "1 out of dlivious transfer' is a critical problem in
cryptography and is used in building protocols fmcure multi-party computationin particular, it is
‘complete’ for secure multiparty computation: that is givan implementation of oblivious transfer it is
possible to securely evaluate any polynomial time competaimction without any additional primitive.

1-2 OT was generalized to 1-n OT by Brassard et al. [36], sheh Bob has an array of size
and Alice wants to obliviously choose th#® element. The communication complexity of the OT
protocol [90] isO(log?(n)) and the computation complexity &(n).
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Formally oblivious transfer can be formulated as followsbBprivately owns two elemenid o and
M, and Alice wants to receive one of them without letting Bobwnehich one. Bob is willing to let
her do so provided that she will not learn anything about theroelement. The following protocol (see
Algorithm 1), based on RSA encryption can be used to solveitbielem in a semi-honest setting. Alice
has 2 f 0;1g, Bob has datéy, M1 and Alice learnsvl .

Algorithm 1 1-2 Oblivious Transfer

1: Bob sends Alice two different public encryption keyg andK ;.

2: Alice generates a kel and encrypts it wittKy or K;. For the sake of argument, let's
say she choosd§,. She sends Bok (K; K o); that is, she encrypts with one of Bob's
public keys.

3: Bob does not know which public key Alice used, so he decrypts hoth of his private
keys. He thus obtains both the real K€y and a bogus oni °

4: Bob sends Alicd&E (My; K) andE (M1; K9, in the same order he sent the kéygandK ;
in step 1. Alice decrypts the rst of these messages with #hekk and obtaindv .

2.1.4 Homomorphic Encryption

Homomorphic encryption is a form of encryption where one parform a speci ¢ algebraic opera-
tion on the plaintext by performing a corresponding algeboperation on the ciphertext. That is, it is
a way of encoding data into E (x) such that one can compute a functiofx; y) easily knowing only
E (x) andE (y). Heref () is a function composed of either addition only or multiptioa only but not
a combination of both. For example(x y) =E(x) E(y).

There are several ef cient homomorphic cryptosystems sisfRSA cryptosystenjéll], EIGamal
cryptosystenfi5], Paillier cryptosystenj102] etc.

In the year 2009, the rst fully homomorphic cryptosystemsamnstructed by Craig Gentry [63].
The scheme can potentially support an unbounded numberdafas and multiplications. However,
the computation time and ciphertext size increase shagpbna increases the security level. To obtain
2 security against known attacks, the computation time gpiteetext size are high-degree polynomials
in k. This makes the scheme impractical for many applications.

2.1.5 Secret Sharing

Unconditionally or information-theoretically secure SNEXlosely related to the problem of secret
sharing. Secret sharing refers to method for distributingaet amongst a group of participants, each of
which is allocated a share of the secret. The secret can bastacted only when a suf cient number
of shares are combined together; individual shares are abamn their own. Secret sharing schemes
was invented by Adi Shamir [118] in the year 1979.
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More formally, in a secret sharing scheme there is one dealdn players. The dealer gives a
secret to the players, but only when speci ¢ conditions atdléd. The dealer accomplishes this by
giving each player a share in such a way that any grougfof threshold) or more players can together
reconstruct the secret but no group of fewer thplayers can. Such a system is callgd; an)-threshold
scheme.

There are several variants of secret sharing schemes kmditerature. For example Shamir's [118]
scheme uses polynomial interpolation, while the Blakls¢heme [31] represents the secrets as the
planes in then-dimensional space.

2.1.6 Pseudo-Random Number Generators

A random number is a number that cannot be predicted by amabdeefore it is generated. If the
number isto be inthe randge :::; 2" 1, and an observer cannot predict that number with probgbilit
any better thai=2". If an algorithm generatam random numbers, amid 1 of these are revealed to
an observer. The numbers are said to be truly random, if e¥tbrthis information an observer cannot
predict them™ with any better probability thah=2".

Pseudo-random generators are fundamental to many thedratid applied aspects of computing.
A pseudo-random number generator (PRN€n algorithm for generating a sequence of numbers that
approximates the properties of random numbers. The sequen though is not truly random but, is
completely determined by a relatively small set of initialues, called th@RNGs state

An arbitrary seed state can initialize a PRNG sequence, evhasximum period is determined by
the number of bits in the size of the seed state. Increasmgitie of the seed state by a single bit will
double the length of the maximum period. For example if a PRMNEernal state contains bits, its
period can be no longer th&A results. Therefore, it is easy to build PRNGs with long pdsifor many
practical applications.

2.2 Traditional Methods to Privacy and Security in Visual Data

The problem of introducing privacy and security in visuaidarocessing was addressed with consid-
erable success in different domains. The work in secureigiges for image analysis and recognition
have primarily been in two directions. The rst group attemfp provide custom solutions to speci c
algorithms for biometric authentication [108], video siflance [99], etc. These approaches take ad-
vantage of the properties of the algorithms, the data or pipication setting to come up with speci ¢
data transformations [144] or even capture the data in adiaghat alleviates security concerns [40].
However these approaches do not provide any guaranteevatpas they rely on the success of certain
computer vision tasks, such as face detection.
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A second class of algorithms try to provide more general gegpcomputation ability along with
security, and are closer in spirit to our work. Approacheshsas secure multi-party computation and
oblivious transfer [65], which are well known in the secyritommunity, are often adopted to incor-
porate security into vision computing tasks. Avideinal. [22] proposed the use of secure multi-party
computation to achieve a secure system for face detectimemsanlet al. [119] addressed the privacy
concerns about the user's query to a content based imagvatsystem. Barniét al. [101] and Nagia
et al.[97] on the other hand uses the homomorphic encryption tgaba to achieve oblivious neural
network computation.

Strong encryption based approaches that rely of multipledaf communication are popular in data
mining from textual data. However, image and video data anemely bulky in comparison to text
data, and the computational and communication overhedwksétapproaches make their application to
visual data, prohibitively expensive to be practical. lorshthe existing approaches that are ef cient
are extremely limited in their scope, while algorithms thedvide general computation ability rely on
public key cryptography or heavy interaction, making thesslacceptable to the users.

Hence, solutions based on these cryptographic primitivaddwbe impractical for our desired appli-
cations. In this thesis we propose solutions that are ngt jprdvably secure but also computationally
ef cient. Protocols are designed such that the interactiog the data communication among the servers
is kept to a minimum.

For the completeness sake, in the following sub-sectioms,rst give a brief introduction to the
traditional methods used for video encryption. We thenudiscthe light-weight algorithms used for
hiding the region of interest in the videos. We also providénaight into the recent advances in visual
data security.

2.2.1 Video Encryption Methods

Multimedia data encryption is used for addressing the Bidtights Management (DRM) for Multi-
media. The methods attempts to prevent unauthorized diggl®f con dential multimedia information
in transit or storage. In the past, many algorithms have pegmosed by which multimedia data can be
protected. The key factors to consider in choosing one ndetlier the other i§ suitable security level
for an application, and) cost effectiveness for the speci ¢ application.

In general, the technique for multimedia encryption is &atrthe video as a traditional digital data,
such as text. This data is then secured using a classicaiptioer scheme such as PKC. At the recievers
end, the entire cipher data stream is decrypted and playtzacke performed at the client device.

However, applying this method alone is not enough to secukinredia data that is broadcast on
wireless or satellite networks. A variety of constrainkeltime, security, compression rate, etc restricts
the usage of many popular encryption methods for securiagnthitimedia data.
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Multimedia data streams has many different charactesidtiom traditional digital data streams.
They are larger in size, compressed for transmission arrdgep and are coded in a different way
for different applications. From an end-user's point ofwjdow decryption and re-encryption cost
overhead is critical. So is the additional hardware regljii€ any. Thus, selecting an application
adequate encryption is gaining popularity.

The cryptographic encryption methods such as DES (Dataytion Standard) [48], RC5 (Rivest
Cipher) [112], AES (Advanced Encryption Standard) [11@]ledve been used in securing the multime-
dia stream. However, even on modern hardware, these sclamesmputationally very expensive for
many real-time video applications.

In order to reduce the large volumes of the data to be enatyptdective encryption methods have
been proposed. For a given video stream, not all parts ofitteare important and thus need not be
encrypted. Selective encryption [15, 80, 92, 104] interdaricrypt only some parts (region of interest)
of the entire data stream, like MPEG headers, thus redutiegverall computational requirements.
Partial encryption methods does not strive for maximum gcun general, for a given application it
trades off security for computational complexity.

For real-time video applications, selective cum light-g¥giencryption algorithms are preferred than
encryption of the complete video data. In these types ofygricn methods, selected data of video are
encrypted based on the video properties.

2.2.2 Light-Weight Algorithms

For many practical applications such as video-on-demdwechdversary is not interested in exploring
expensive (cost and time) attacks to breach the securitys,Thr such practical applications, encryp-
tion schems ensuring even partial privacy are suf cientug;Hight-weight encryption and decryption
methods are suitable for securing certain multimedia data.

There are several light-weight encryption algorithms 18,34, 87] proposed for protection of the
video data. Many of these algorithms are based on the XOR enagnbling based operations. For
example Shet al. [120] uses the XOR on the sign bits of the DCT co-ef cients terypt an MPEG
video. Where as, Chooet al. [42] proposes an encryption scheme based on the Shannaipfeiof
confusion and diffusion. A scramble based approach is stgddy L. Tang [125], who uses a random
permutation of the DCT co-ef cients. A major limitation ofish schemes is the weak security provided
by such schemes and hence can not be used in applicationasuodlitary and video conferencing.

Problem speci c approaches have also been proposed tosaditie speci ¢ concerns in videos and
images. The idea is to identify and obnubilate the regiomirest (such as human face) from the video
stream before transmitting it over to the network. Semipal.[116] presented a model to de ne video
privacy and re-render the video in a privacy-preserving meanin today's age of video surveillance,
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surveillance cameras are being increasingly used to nrahiégoublic places such as shopping centers,
airports etc. This raises the privacy concerns for the iddals, and for many practical scenarios, action
identi cation is suf cient to ensure securityDe-identi cation is the technique to protect the privacy
of the individuals by hiding/removing all personal idemation information from the videos. The
objective is to render videos in a privacy preserving manmeile retaining suf cient information about
the human activity. For example, face swapping [30] and thealenti cation [99, 122] try to modify
face images such that they can be automatically detectégeboannot be correctly recongnised. These
approaches do not provide any gurantee of privacy as thgypnehe success of certain computer vision
tasks, such as face detection.

Steganographyechniques are used for concealing information in othenmnsegly innocent media.
For example, concealing messages within the lowest bitoidyrimages and videos. On the other
hand,digital watermarkingis the process of embedding information into a digital signa way that
is dif cult to remove. Watermarking schemes usually relyaeymmetric key for both embedding and
detection, which is critical to both the robustness and rsgcaf the watermark and thus needs to be
protected. One application of watermarking is in copyrighdtection systems, which are intended to
prevent or deter unauthorized copying of digital media. framework proposed by Zharet al.[145]
stores the privacy information in surveillance video as tewaark and monitors an invalid person in a
restricted area while protecting the privacy of the validspes.

2.2.3 Recent Advances

Treating the digital content as a binary data and securingititg the cryptographic primitives is not
realistic and eliminates the possibility of further pragiag. In several application scenarios, however,
it is desirable to carry out signal processing operationsctly on encrypted signals. The possibility
of processing encrypted data has been advanced severslagear The peculiarities of the visual data
with respect to other classes of data more commonly encaghte the cryptographic literature poses
many challanges. The general cryptographic tools thatvelbgprocess encrypted signals are SMC and
homomorphic cryptosystems. The limitations of these gdraotocols is that they are infeasible for
situations where the parties own huge quantities of datheofunctions to be evaluated are complex, as
it happens in signal processing applications.

Blind Vision proposed by Shai Avidan and Moshe Butman [22] applies sauoulg-party computa-
tion techniques to vision algorithms. They propose a metbodecurely evaluating a Viola-Jones type
face detector [134]. In their application scenario, Bolerdfa face-detection web service where clients
can submit their images for analysis. Alice would very mukh to use the service, but is reluctant to
reveal the content of her images to Bob. Baob, for his partelisctant to release his face detector to

22



anyone. Blind Vision uses the standard cryptographic temkolve this problem without leaking any
information. Unfortunately, these methods are too slowotmgute, taking hours to scan a single image.

The authors, improved upon the ef ciency by proposing a ¢ewf machine learning techniques
that allow the parties to solve the problem while leaking atamled amount of information [23]. The
rst method is an information-bottleneck variant of AdaBbohat lets Bob nd a subset of features that
are enough for classying an image patch, but not enoughualicteconstruct it. The second machine
learning technique is active learning that allows Alice ¢mstruct an online classi er, based on a small
number of calls to Bob's face detector. She can then use Hireoriassi er as a fast rejector before
using a cryptographically secure classi er on the remajnimage patches.

Blind Vision addresses the problem at the expense of heampotation. The authors extended their
approach for privacy preserving pattern classi cation][Zhe authors propose SMC based protocols
to generic pattern classi cation for classi ers such assirold function, polynomial function, gaussian
function etc. They adopt a lookup table approach to a kermadtfon evaluation, where a lookup table
approximates the range of values taken by the feature wecktowever, SMC is used as the building
block in all these methods. There is a need to acceleraterttecpls either by relying on different
cryptographic primitives or by taking advantage of domaiac ¢ knowledge.

Private Content Based Image Retrieval (PCBIRYeals with retrieving similar images from an im-
age database without revealing the content of the queryamrag even to the database server. Shashank
et al.[119] proposed algorithms for PCBIR, when the databasedmiad using hierarchical index struc-
ture or hash based indexing scheme. PCBIR is achieved byegetof messages between the user and
the database. These messages collectively help the usdeiririg the required information from the
database but prohibit the database from knowing the use€esast.

PCBIR is similar to private information retrieval (PIR) sthes [43, 139] that allow a user to obtain
the data stored at a speci ¢ address in a database whilsirkpte database oblivious of the address.
However, in practice, the address corresponding to theecbanswer is typically unknown a priori to
the user. PIR is concerned about point queries, that is thie e a particular position, while PCBIR
deals with a similarity search. PCBIR is also different frbfimd vision since it requires privacy in
only one direction. The whole database is often public wipilery is private. PCBIR is concerned with
ef cient retrieval under the privacy constraint withouadling the recall and precision.

The general SMC based solution to PCBIR is usually quiteéreft when compared to tailor-made
solution for the same. The authors showed that, since imetgeval is fundamentally a similarity
search, PCBIR can be more ef ciently solved than PIR. Thegriowed upon the ef ciency of SMC by
exploiting the clustered nature of image databases. Thmyeshthat the image databases are amenable
to signi cant faster private retrieval on reasonably ladptabases using a variety of state of the art
indexing schemes.
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Chapter 3

Blind Authentication: A Secure-Crypto Biometric Veri cat ion Protocol

Concerns on widespread use of biometric authenticatioesygsare primarily centered around tem-
plate security, revocability and privacy. The use of crgpaphic primitives to bolster the authentication
process can alleviate some of these concerns as shown bgtbiorryptosystems. In this work, we
propose grovably secur@ndblind biometric authentication protocol, which addresses timeems of
user's privacy, template protection, and trust issues.pracol is blind in the sense that it reveals only
the identity, and no additional information about the usethe biometric to the authenticating server
or vice-versa. As the protocol is based on asymmetric etiorypf the biometric data, it captures the
advantages of biometric authentication as well as the ggafrpublic key cryptography. The authen-
tication protocol can run over public networks and provide-nepudiable identity veri cation. The
encryption also provides template protection, the abibtyevoke enrolled templates, and alleviates the
concerns on privacy in widespread use of biometrics.

The proposed approach makes no restrictive assumptionseohiametric data and is hence ap-
plicable to multiple biometrics. Such a protocol has sigant advantages over existing biometric
cryptosystems, which use a biometric to secure a secrew@gh in turn is used for authentication.
We analyze the security of the protocol under various atsmglnarios. Experimental results on four
biometric datasets (face, iris, hand geometry and ngetpshow that carrying out the authentication
in the encrypted domain does not affect the accuracy, whéeencryption key acts as an additional
layer of security.

3.1 Biometrics-based Authentication Systems

Reliable user authentication is a critical task in the wehbded world. Surrogate representations
of identity such as passwords and ID cards are not suf cientdliable identity determination, as they
can be easily misplaced, shared or stolen. Once an intredeiras the user ID and the password, the
intruder has total access to the user's resources. In addttiere is no way to positively link the usage
of the system or service to the actual user. That is, there pgatection against repudiation by the user
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ID owner. Thus, in the modern distributed systems envirartimigaditional authentication protocols
based on a simple combination of user ID and password hasrget@adequate.

Biometric authentication is the task of verifying the claithidentity of someone, by using their
anatomical and behavioral traits. A biometric system mlesiautomatic recognition of an individ-
ual based on some unique features or characteristics geslsbg the individual. Biometric systems
have been developed based on common biometric traits suclyerprint, facial features, iris, hand
geometry, voice, handwriting, etc. (see Figure 3.1).

Voice

Fingerprint

DB Hod,

Face Palm print Signature Hand Geometry

Figure 3.1 Some of the commonly used biometric modalities used forgeition.

A good biometric is characterized by use of a feature thatighly unique- so that the chance of
any two people having the same characteristic will be mihira@ble- so that the feature does not
change over time, and kasily acquired- in order to provide convenience to the user, and prevent
misrepresentation of the feature.

A biometric authentication system (see Figure: 3.2) cessistwo phased) Enroliment phase and,
i) Authentication phase. During thenrollment phasea user (say, Alice) scans her biometric data,
from which features template is created and stored, eithardentral database, or on a mobile device.
The biometric template provides a normalized, ef cient &ghly discriminating representation of the
features. During thauthentication phasea user who claims to be Alice would scan his/her biometric
data again, and the same feature extraction algorithm igedpp the biometric. The resulting template
is then compared with the stored template of the user Alidhely are suf ciently similar according to
some similarity measure, the matching algorithm outpuissayhich indicates that the user is authentic,
or a no when the user is not authentic.
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Figure 3.2Biometric Authentication System.

A typical biometric system is compromised of ve integratsamponents (see Figure 3.3):

1. A sensoris used to collect and convert the information to a digitahfo
2. Feature extractor performs the quality control activities and computes a latsio template.

3. Template storagekeeps information that new biometric templates will be caneg to, along
with the user's identity.

4. A matching algorithm to compare a new template to one or more templates kept irsttatage.

5. A decision moduleuses the result from the matching algorithm to make the atittaion deci-
sion and initiates a response to the query.

Due to the rapid growth in sensing and computing technotydi@metric systems have become
affordable and are easily embedded in a variety of consumécek (e.g. mobile phones), making this
technology vulnerable to the malicious designs of crinsindtl is important that such biometrics-based
authentication systems be designed to withstand attackns etmployed in security-critical applications,
especially in unattended remote applications such as ersvoe.

One of the greatest strength of biometrics is that the bioosetloes not change over time. This at
the same time is its greatest liability. Once a biometri@adwts been compromised, it is compromised
forever. Since it is dif cult to replace or revoke biometdata, it it important to securely keep the user's
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Figure 3.3 Points of Attack in a generic biometric system.

biometric data and template when they are used in authéoticgystems. Thus, template security is
one of the most crucial issues in designing a secure bioorststem.

Adversary attacks generally exploit the system vulnertédsl at one or more modules or interfaces.
Ratha et al. [108] identi ed eight points of attack in a bianesystem (see Figure 3.3). Among these
vulnerabilities, an attack against stored biometric textgd is a major concern due to the strong linkage
between a user's template and his identity and the irredecaditure of biometric templates.

One advantage of passwords over biometrics is that they eae-lssued. If a token or a password
is lost or stolen, it can be cancelled and replaced by a nearmsion. This is not naturally available
in biometrics. If someone's ngerprint is compromised frardatabase, they cannot cancel or reissue
it. Cancelable biometrics a way in which to incorporate protection and the replagarfeatures into
biometrics. It was rst proposed by Ratha et al. [108]

3.2 Introduction to Blind Authentication

Biometric authentication systems are gaining wide-sppaaalilarity in recent years due to the ad-
vances in sensor technologies as well as improvements im#tehing algorithms [75] that make the
systems both secure and cost-effective. They are ideatlydsior both high security and remote authen-
tication applications due to the non-repudiable nature uws®t convenience. Most biometric systems
assume that the template in the system is secure due to humparvision (e.g., immigration checks
and criminal database search) or physical protection, (gtop locks and door locks). However, a
variety of applications of authentication need to work cagrartially secure or insecure networks such
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as an ATM networks or the Internet. Authentication over @se public networks or with untrusted
servers raises more concerns in privacy and security. Tiheapy concern is related to the security of
the plain biometric templates, which cannot be replacede timey are compromised [108]. The privacy
concerns arise from the fact that the biometric samplesatewere information about its owner (medi-
cal, food habits, etc.) in addition to the identity. Widessgoil use of biometric authentication also raises
concerns of tracking a person, as every activity that reguauthentication can be uniquely assigned to
an individual (see Table 3.1).

To clarify our problem let us consider the following usagersrio: “Alice wants to create an
account in Bobmail, that requires biometrics based autieatibn. However, she neither trusts Bob to
handle her biometric data securely, nor trusts the networkand her plain biometric”

The primary problem here is that, for Alice, Bob could eitherincompetent to secure her biometric
or even curious to try and gain access to her biometric datide whe authentication is going on. So
Alice does not want to give her biometric data in plain to Ba@m the other hand, Bob does not trust
the client as she could be an impostor. She could also repuldex access to the service at a later
time. For both parties, the network is insecure. A biometyistem that can work securely and reliably
under such circumstances can have a multitude of applicatiarying from accessing remote servers
to e-shopping over the Internet. Table 3.1 summarizes theapy concerns that needs to be addressed
for widespread adoption of biometrics. For civilian apgtions, these concerns are often more serious
than the accuracy of the biometric [13].

a) Template protection: As a biometric do not change over time, one cannot revoke
an enrolled plain biometric. Hence, critical informatiooutd be revealed if the servers
biometric template database is compromised.

b) User's privacy: i) The activities of a person could be tracked, as the biomistunique
to a person, and ii) Certain biometrics may reveal persoratination about a user (e.g.,
medical or food habits), in addition to identity.

c) Trust between user and serverin widespread use, all authenticating servers may| not
be competent or trustworthy to securely handle a user's\fdaametric, while a remotg
user cannot be reliably identi ed without biometric infoation.

A1%

d) Network security: As the authentication is done over an insecure network, ragyo
shooping the network could gain access to the biometrigimédion being transmitted.

Table 3.1Primary concerns in widespread adoption of biometricsdanate authentication.
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If the user is able to authenticate himself using a stronglyrygpted version of his biometric (say
using RSA [111]), then many of the concerns on privacy andiriigcare addressed. However, this
would require the server to carry out all the computatiorthénencrypted domain itself. Unfortunately,
encryption algorithms are designed to remove any simylahiat exist within the data to defeat attacks,
while pattern classi cation algorithms require the simitia of data to be preserved to achieve high
accuracy. In other words, security/privacy and accuragymseto be opposing objectives. Different
secure authentication solutions try to make reasonaldie-éfs between the security and accuracy, in
addition to making speci ¢ assumptions about the repregemt or biometric being used.

We overcome this seemingly unavoidable compromise by digjghe classi er in the plain feature
space, which allows us to maintain the performance of theétdac. We would then like to carry out the
computations required for authentication using this tdiclassi er, completely in the encrypted do-
main. However, such a solution would requireagebraic homomorphic encryptischeme [61]. The
only known doubly homomorphic scheme has recently beengseapby Craig Gentry [63] and would
mostly lead to a computationally intensive theoreticalisoh. We show that it is possible to achieve a
practical solution using distribution of work between thiert (sensor) and the server (authenticator),
using our proposed randomization scheme.

3.2.1 Previous Work

The previous work in the area of encryption based securibiahetric templates tend to model the
problem as that of building a classi cation system that sefs the genuine and impostor samples in
the encrypted domain [58] [126] [73]. However a strong eptiopn mechanism destroys any pattern
in the data, which adversely affects the accuracy of vetiara Hence, any such matching mechanism
necessarily makes a compromise between template seatritpg encryption) and accuracy (retaining
patterns in the data). The primary difference in our apgraat¢hat we are able to design the classi er
in the plain feature space, which allows us to maintain thopmance of the biometric itself, while
carrying out the authentication on data with strong endéoyptwhich provides high security/privacy.

Over the years a number of attempts have been made to addegzoblem of template protection
and privacy concerns and despite all efforts, as A.K. &aial. puts it,a template protection scheme
with provable security and acceptable recognition perfante has thus far remained elusiyé3]. In
this section, we will look at the existing work in light of héecurity-accuracy dilemma, and understand
how this can be overcome by communication between the aithéng server and the client. Detailed
reviews of the work on template protection can be found in &aial. [73], Uludaget al. [130], and
Rathaet al. [109]. We will adopt the classi cation of existing works pided by Jairet al. [73] (see
Fig 3.4), and show that each class of approaches makes timitys@ccuracy compromise.

Let us now analyze each of the four category of solutionsrimseof their strengths and weaknesses:
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Figure 3.4 Categorization of template protection schemes by daal. [73].

The rst class of feature transformation approaches knos/8alting offers security using a trans-
formation function seeded by a user speci ¢ key. The stitemjtthe approach lies in the strength of
the key. A classi er is then designed in the encrypted spadthough the standard cryptographic en-
cryption such as AES or RSA offers secure transformatiowtfans, they cannot be used in this case.
The inherent property of dissimilarity between two insesof the biometric trait from the same person,
leads to large differences in their encrypted versionss Tads to a restriction on the possible functions
that can be used and in salting, resulting in a compromiseerbativeen security and the performance.
Some of the popular salting based approaches are biohgdl@ip[126] and salting for face template
protection [114]. Moreover, salting based solutions areallg speci ¢ to a biometric trait, and in gen-
eral do not offer well de ned security. Korgt al. do a detailed analysis of the current biohashing based
biometric approaches [84]. They conclude that the zero EfRrted by many papers is obtained in
carefully set experimental conditions and unrealisticarrassumptions from a practical view point.

The second category of approaches identi etNas-invertible transfornapplies a trait speci ¢ non-
invertible function on the biometric template so as to sedur The parameters of the transformation
function are de ned by a key which must be available at theetiofi authentication to transform the
query feature set. Some of the popular approaches thanfalthis category are Robust Hashing and
Cancelable Templates. Cancelable templates [45, 109 slbme to replace a leaked template, while
reducing the amount of information revealed through thé,lélaus addressing some of the privacy
concerns. However, such methods are often biometric speid do not make any guarantees on
preservation of privacy [35], especially when the servarastrusted. Methods to detect tampering of
the enrolled templates [76] help in improving the securityhe overall system.
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Boult et al. [35] extended the above approach to stronger encryptioth,pasposed an encrypted
minutia representation and matching scheme of ngerprifiise position information of a minutia is
divided into a stable integer part and a variable incremariotokenconsists of the encrypted integer
part and the increment information in plain. A speci ¢ matghalgorithm was proposed to match the
biotokens for veri cation. The approach provides provatdenplate security as a strong encryption
is used. Moreover, the matching is ef cient, and is shownvereimprove the matching accuracy.
However, the primary fact that encryption is applied to mdithe data, which itself is quantized, may
mean some amount of compromise between security and agcubacextension to the above work
based on re-encoding methodology for revocable biotokepsaposed by the authors in [115]. In this
method, the computed biotoken is re-encoded using a sdrigsque new transformation functions to
generate dipartite Biotoken For every authentication, the server computes a new kbipdibtoken,
which is to be matched by the client against the biotoken igeéeé by him. The method signi cantly
enhances the template security as compared to the origioi@qel. Moreover, as bipartite biotoken is
different for each authentication request, replay attarksnot possible. However, in the current form,
the base biotoken is available (in plain) with the served, iithe biotoken database is compromised, a
hacker can gain access to all the users' accounts until tiieksins are replaced. The method aims at
securing the actual biometric template, which cannot bevesed from a secure biotoken.

The third and fourth classes, shown in Fig 3.4, are both tianis of Biometric cryptosystemd hey

try to integrate the advantages of both biometrics and ogyaphy to enhance the overall security
and privacy of an authentication system. Such systems araylly aimed at using the biometric as
a protection for a secret key (Key Binding approach [79]) & the biometric data to directly gener-
ate a secret key (Key Generation approach [50]). The autlation is done using the key, which is
unlocked/generated by the biometric. Such systems catp@rtwo modes in the case of remote au-
thentication. In the rst case, the key is unlocked/gerextat the client end, which is sent to the server
for authentication, which will ensure security of the teatpl and provide user privacy. However, this
would become a key based authentication scheme and wo@dHesprimary advantage of biometric
authentication, which is its non-repudiable nature. Ingbeond case, the plain biometric needs to be
transmitted from the user to the server, both during enentiivand during authentication. This inher-
ently leaks more information about the user than just thetitye and the users need to trust the server to
maintain their privacy (concerns Table 3dandc). Moreover, authenticating over an insecure network
makes the plain biometric vulnerable to spoo ng attacks\@eons Table 3.1d).

Biometric cryptosystem based approaches such as FuzzyavaliFuzzy extractor in their true form
lack diversity and revocability. According to Jadt al. [73], a performance degradation usually takes
place as the matching is done using error correction scheiif@s precludes the use of sophisticated
matchers developed speci cally for matching the originalbetric template. Biometric cryptosystems,
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along with salting based approaches introduce diversity ramocability in them. Moreover, Walter
et al. [135] demonstrated a method for recovering the plain biom&tom two or more independent
secrets secured using the same biometric. A detailed revidghe previous work in this area can be
found in Uludag et al. [130] and Jain et al. [73].

Nagaiet al. [97] proposed the use of client side computation for partheferi cation function.
Their approach, termederoBiq models the veri cation problem as classi cation of a biamie fea-
ture vector using a 3-layer neural network. The client co@pthe outputs of the hidden layer, which
is transferred to the server. The client then proves to thees¢hat the computation was carried out
correctly, using the method of zero-knowledge proofs. Témever completes the authentication by
computing the output values of the neural network. The ntkthdoth ef cient and generic as it only
requires computation of weighted sums and does not makesanygption on the biometric used. It also
provides provable privacy to the user, as the original bivimés never revealed to the server. However,
the system requires that the hidden layer weights be trapdféo the server without encryption. This
allows the server to estimate the weights at the hidden fager multiple observations over authentica-
tions. Once the weights are known, the server can also centipeifeature vector of the biometric, thus
compromising both security and privacy. The system cowd e compromised if an attacker gains
access to the client computer, where the weight informati@vailable in plain.

Blind authentication, proposed by us, is able to achievé Btiong encryption based security as
well as accuracy of a powerful classi ers such as supportoremachines (SVM [14]) and Neural
Networks [29]. While the proposed approach has similaritiethe Blind Vision [22] scheme for image
retrieval, it is far more ef cient for the veri cation task.

Blind Authenticatioraddresses all the concerns mentioned in Table 3.1: -

1. The ability to use strong encryption addrestsesplate protectioms well as privacy concerns.

2. Non-repudiableauthentication can be carried out even between non-tgusfient and server
using a trusted third party solution.

3. It providesprovable protectioragainst replay and client-side attacks even if the keysetiger
are compromised.

4. As the enrolled templates are encrypted using a key, aneeggace any compromised template,
providing revocability, while allaying concerns of being tracked.

In addition, the framework is generic in the sense that itdassify any feature vector, making it
applicable to multiple biometrics. Moreover, as the autitation process requires someone to send an
encrypted version of the biometric, the non-repudiableirgatf the authentication is fully preserved,
assuming that spoof attacks are prevented. Note that tipeged approach does not fall into any of the
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categories given in Figure 3.4. This work opens a new divaatf research to look at privacy preserving
biometric authentication.

3.3 Blind Authentication

We de ne Blind Authenticationas “A biometric authentication protocol that does not réwgy
information about the biometric samples to the autheritigagerver. It also does not reveal any infor-
mation regarding the classi er, employed by the serverhtouser or client”. Note that such a protocol
can satisfy the conditions presented in our initial scenavhere Alice wanted to create an account with
Bobmail that required biometric authentication, whom siterabt trust. We now present the authenti-
cation framework that achieves this goal using any biormeamd prove that the information exchanged
between the client and the server does not reveal anythirey titan the identity of the client.

For the sake of simplicity, we initially assume that authatton is done through a genetiocear
classi er. We later describe, how the protocol can be extended to memerg and powerful clas-
si ers, like the Support Vector MachinéSVM [14]) and theNeural Networkg69] [29]. One could
use any biometric in this framework as long as each test saimpkpresented using a feature vector
x of lengthn. Note that even for biometrics such as ngerprints, one camel xed length feature
representations [58].

Let! be the parameters of the linear classi er (perceptron). 3émer accepts the claimed iden-
tity of a user, ifl x < |, where is a threshold. As we do not want to reveal the template featur
vector ( ) or the test samplexj to the server, we need to carry out the perceptron functanpu-
tation directly in the encrypted domain. Computihg x involves both multiplication and addition
operations, thus computing it in the encrypted domain reguihe usage of a doubly homomorphic
encryption scheme [93]. In the absence of a practical dohbipomorphic encryption scheme (both
additive and multiplicative homomorphic), our protocokssa class of encryption that are multiplica-
tive homomorphic, and we simulate addition using a clevadoaization scheme over one-round of
interaction between the server and the client. An encrgpsichemekE (x) is said to be multiplica-
tive homomorphic, ifE (X)E(y) = E(xy) for any two numberx andy. We use the popular RSA
encryption scheme [111], which satis es this property.

An overview of the authentication process is presented gn3%. We assume that the server has
the parameter vectdr in the encrypted form, i.eE (! ), which it receives during the enrollment phase.
The authentication happens over two rounds of communicdidween the client and the server.

To perform authentication, the client locks the biometeisttsample using her public key and sends
thelocked IDto the server. The server computes the products of the |d€kedith the locked classi er
parameters and randomizes the results. Thesgomized productare sent back to the client. During
the second round, the client unlocks the randomized reanttcomputes the sum of the products. The
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Figure 3.5Blind Authentication Process: Linear kernel computationdncrypted feature vectors. At
no point, the identity vectors, ! or the intermediate resultgs ! ; is revealed to anyone.

resultingrandomized suns sent to the server. The server de-randomizes the sum andbe nal
result, which is compared with a threshold for authentirati

As we described before, both the user (or client) and theesate not trust each other with the
biometric and the claimed identity. While the enrolimenddme by a trusted third party, the authentica-
tions can be done between the client and the server dirddiby.client has a biometric sensor and some
amount of computing power. The client also possesses an R8&epublic key pairE andD. We
will now describe the authentication and enroliment protein detail.

3.3.1 Authentication

We note that the computation of:  x requires a set of scalar multiplications, followed by a
set of additions. As the encryption used (RSA) is homomarpdimultiplication, we can compute,
E('ixj) = E('i)E(X{), at the server side. However, we cannot add the results tputenthe authen-
tication function. Unfortunately, sending the productshe client for addition will reveal the classi er
parameters to the user, which is not desirable. We use ar¢lvdomization mechanism that achieves
this computation without revealing any information to tleeu The randomization makes sure that the
client can do the summation, while not being able to deciimgrinformation from the products. The
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randomization is done in such a way that the server can capat nal sum to be compared with the
threshold. The overall algorithm of the authenticationgess is given in Algorithm 2. Note that all
the arithmetic operations that we mention in the encryptadaln will bemodulo operations, i.e. all
the computations such aa ¢p b) will be done as# op b) modp, wherep is de ned by the encryption
scheme employed.

Algorithm 2 Authentication

1: Client computes feature vector,.,, from test data
2: Each feature; is encryptedE (x;)) and sent to server

X
3: Server computekn + k random numbers;; and ;, such that8;; pri =1

j=1
4: Server computeB (! x; rji) = E(!i) E(xi) E(rji)

5: Thekn products thus generated are sent to the client

6: The client decrypts the products to obtalin:x; r;;

X
7. Client returnsS; = i X; rj to the server
i=1
Xk
8: Server computeS = i S
i=1
9 if S> then
10:  returnAcceptedto the client
11: else
12:  returnRejectedto the client
13: end if

In the algorithm, the server carries out all its computatiothe encrypted domain, and hence does
not get any information about the biometric dakg 6r the classi er parameterd §. A malicious
client also cannot guess the classi er parameters from tbhdyzts returned as they are randomized
by multiplication withrj; . The reason why the server is able to compute the nal Sum Step 8of
Algorithm 2 is because we impose the following conditionrgrs and ;s during its generation:

8i; pni=1 (3.1)
j=1

The privacy is based on the ability of the server to genestdom numbers using a random number
generator (PRNG). The; andrj; are generated using PRNG while ensuring that the Equatidn: 3
holds. This means that all but the last row of thheand the corresponding; are truly random. The
last row ofrji and ; are generated so as to satisfy the Equation: 3.1.

Substituting the above equality in the expansion of the swah ) in Algorithm 2, we get:
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S = iS = i hixir (3.2)

j=1 j=1 i=1
XXk

= j ! i Xi [ (33)
i=1 j=1
X X« X

= Li Xi i = hiX
i=1 j=1 i=1

We note that the server is unable to decipher any informatimut the original products, and directly
obtains the nal sum-of-products expression. This qugtieasures the con dence that the test bio-
metric belongs to the claimed identity, and does not revegliaformation about the actual biometric
itself. The authentication process thus maintains a cleparsition of information between the client
and the server and hence provides complete privacy to thgamksecurity to the biometric. Moreover,
the clear biometric or parameters are never stored at ang,fdlaus avoiding serious losses if the server
or the client computer is compromised. We will take a dethiteok at the related security aspects in
Section 3.4. The extension of this approach to compute nmrglex functions such as the kernelized
inner products are given in Section 3.5. One can also deal waitiable length features and warping
based matching techniques using a similar approach. Haowaewemplete treatment of such solutions
are beyond the scope of this thesis. We now look at the eneallipphase of the protocol.

3.3.2 Enrollment

Tri Enr rver
N E : — Server
Client ame’ﬁfi’— (@, 9 = TrainClassifier( f)
|
Feature

Sensor Compute E(@.
Extractor P ( ‘)

¢ (Notify User Inform Server

Name, E, E(@ ), T

Figure 3.6 Enroliment based on a trusted third party(TTP): At the timheegistering with a website,
the encrypted version of the user's biometric template igeravailable to the website. The one-time
classi er training is done on the plain biometrics, and reerequires a trusted server to handle training.

In the previous section, we assumed that server has copiks ofients public keyk, as well as the
classi er parameters that are encrypted using that EdY,;). These were sent during the enrollment
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phase by a trusted enrollment server. Assuming a third partiie enrollment server gives us a exible
model, where the enrollment could also be done by the clietiieserver if the trust allows.

During the enrollment, the client sends samples of her binow® the enrollment server, who trains
a classi er for the user. The trained parameters are enedyphd sent to the authentication server, and a
noti cation is sent back to the client. Fig 3.6 gives an ovewof the enrollment process. The biometric
samples sent by the client to the enrollment server coulddially signed by the client and encrypted
using the servers public key to protect it.

The use of a third party for enroliment also allows for loegat learning by the enroliment server
over a large number of enrollments, thus improving the ¢yal the trained classi er. Algorithm 3
gives a step-by-step description of the enrollment proddete that the only information that is passed
from the enroliment server to the authentication servdrasssers identity, her public key, the encrypted
versions of the parameters, and a threshold value.

Algorithm 3 Enrollment

1: Client collects multiple sample of her biometri®;..«

2: Feature vectors;, are computed from each sample

3: Client sends;, along with her identity and public ke, to the enrollment server

4: Enrollment server uses and the information from other users to compute an authetntic

ing classi er (; ) for the user

The classi er parameters are encrypted using the usersgdkey}: E(! )

6: E(!)s, along with the user's identity, the encryption kéy)( and the threshold §, are
sent to the authentication server for registration

7: The client is then noti ed about success

a

3.3.3 Applicability

We have not made any assumptions on the speci ¢ biometriegbesed in the framework. One
could use any biometric as long as the feature vector emibedsamples in a Euclidean space. The
classi er itself was assumed to be a linear classi er. Hoarewne can extend it to work with kernel
based methods (explained in Section 3.5) and hence anyca#ion problem that can be carried out
using a generic SVM-based classi er can be modeled by tlusopol. We also sketch an extension of
the protocol that works with the Neural Networks in Sectiob. 3

3.4 Security, Privacy, and Trust in Blind Authentication

Security of the system refers to the ability of the system ithstand attacks from outside to gain
illegal access or deny access to legitimate users. Sinceawdealing with insecure networks, we are
primarily concerned with the former. Security is hence afiom of the speci ¢ biometric used as well
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as the overall design of the system. In terms of informatewealed, security is related to the amount
of information that is revealed to an attacker that wouldodmaim to gain illegal access.

Privacy on the other hand is related to the amount of userrivdtion that is revealed. Ideally, one
would like to reveal only the identity and no additional inftation. Most of the current systems provide
very little privacy, and hence demands trust between theamsikthe server. An ideal biometric system
would ensure privacy and hence need not demand any trustjrihking it applicable in a large set of
applications. We now take a closer look at the security andgy aspects of the proposed system.

3.4.1 System Security

Biometric systems are known to be more secure as comparegsaprds or tokens, as they are dif-
cult to reproduce. As the authentication process in theppsed system is directly based on biometrics
we gain all the advantages of a generic biometric system.s€haerity is further enhanced by the fact
that an attacker needs to get access to both the user's biomgtwell as her private key to be able to
pose as an enrolled user.

3.4.1.1 Server Security

We analyze the security at the server end using two posdiialeka on the server:

Case 1:Hacker gains access to the template databdsehis case, all the templates (or classi er
parameters) in the server are encrypted using the publiokéye respective clients. Hence gaining
access to each template is as hard as cracking the publimkeyption algorithm. Moreover, if by any
chance a template is suspected to be broken, one could eueatteer one from a new public-private
key pair. As the encryption's are different, the templatesild also be different. Brute-force cracking
is practically impossible if one uses a probabilistic eptign scheme, even for limited-range data.

Case 2:Hacker is in the database servduringthe authenticationIn such a situation, the hacker
can try to extract information from his entire “view” of thegtocol. Speci cally, the view consists of
the following ve components:

=

. Encrypted values of all;'s, thatisE (! ), i 2 [1;n];

N

. Encrypted values of aXi's, that isE(x;), i 2 [1;n];
3. All the random values used in the protocol, that is alljts, i 2 [1;n] andj 2 [1;K];
4. Allthe j's,j 2 [1;k]; and

P
. Allintermediate sumsS; = (L, !ixirji) %N for allj 2 [1;K].

(621
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We ask, what can the hacker learn about the critical data, iz andx;'s? Note that the hacker

for all j 2 [1;k], wherey; = !;x;. Even though this may reveal some information abgst it is
impossible to recover the original biometric, as it regsijd” ¥ authentication trialsjYj is domain of
yi's), each involving the help of the client and his private .k@ye now show that the amount of effort
required in doing this is at least as much as randomly gugghim original biometric, and hence no
additional information is revealed in principle.
Let X be the domain o%;'s and letD be the domain ofj; 's. Without loss of generality, we assume
thatD Y X, and all computations in the authentication protocol amedwover the nite domairD.
The number of authentication trials required in a brutedoattack ofx;s is O(jXj"), which is
transformed t@(jYj" ¥) when thek linear congruences are revealed. We want to ensurgtjfatk
jXj". Thatis,In(jYj)  ="¢In(jXj). Solving this, we get:
In(iXj) . InGxp K

nGvy % gy L on (34)

We note thafYj is aroundXj? asy; = x;! i, which results irk  n=2 for complete privacy. As the
minimum value ofk that is required by the protocol &% we ndthat2 k n=2. Choosing a lower
value ofk will enhance security further, but increase the requjid

Case 2.1:If the hacker is in the server over multiple authenticatiaal$ of the same usethen he
will have multiple sets ok linear congruences to infer the valuesyaf However, note that the values of
Xi will change slightly over multiple authentications, whights re ected in the values gf. Now the
hacker's problem is to compute an approximate estimayg fwbm his view of congruences over noisy
ViS, which we calyio. Let"; 2 E be the noise between the two instances;ofFrom linear algebra, we
know that every additional set &flinear congruences will reduce the brute-force attack dexity by
OjYj¥. Thus, it seems like after a certain number of authentinatials, a hacker will have suf cient
congruences to uniquely solve for thevariables. However, we now show that even this is not passibl
as during each authentication trial, the hacker not jusiiobk additional equations but also ends up
addingn new variables.

The hacker obtaink new equations iy, Asy?= 1i(x; + "i) = y; + !"j, this can be thought
of ask new equations iry; along withn new unknownd ;"i. The domain of these new variables is
JEj;iXj '} Xj. To ensure complete privacy, one has to make sure that thariafion gained by the
additionalk equations is less than the uncertainty introduced by themeariables. That is, we need
to ensure thaitYjk j Xj". We also knowjY]j is aroundXj?, thus we have to ensure tjj2 | Xj".
This condition holds whek 5, which is true for any choice d¢ from the previous case. Thus, in
spite of the view of multiple authentication trials, the kacgets no additional information about the
biometric.
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Our scheme assumes that the server runs the delegated abéidlya If the server is malicious, it
can try to learn additional information about the clientierbetric by using a selected vector (say unit
vector in a direction) instead of the template for the praditowever, the client can detect this using
an input, whose result is known. For example, the client eadomly send a vector, which is known
to be authentic (not authentic), and check if the the serveeg@s (rejects) it. Another option would be
to use a probabilistic encryption scheme for the templatd keep the randomness in the encryption, a
secret, as the server never needs to decrypt any data. lcefgs the server will not be able to use any
data other than the temple provided for computations.

Case 3: Impostor trying blind attacks from a remote machineis clear that a brute force attack
will have a complexity of the product of that of the plain bietric and the private key. However, note
that in the nal step, the computed con dence sc&és a linear combination, and is compared with
a threshold. Hence, if the impostor replaces the partialssgra with random numbers, he might be
able to pass the con dence test without knowing anythingualtiee biometric or the private key. Also
note that the probability of success in this case could by igth. However, a simple modi cation of
the protocol at the server side could thwart this attack. géveer could multiply all the sums with a
random scale factosf , and check if the returned sum is a multipleséf or not. From his view, the
impostor cannot learsf as GCD is not de ned for congruences.

In short, we see that the server is secure against any actpaseive attack, and will not reveal any
information about the classi er or the user's biometric.

3.4.1.2 Client Security

Case 4: Hacker gains access to the user's biometric or private k&ur protocol captures the
advantages of both the biometric authentication as wehaséecurity of the PKC. If the attacker gets
hold of the user's biometric from external sources, he waldh need the private key of the user to be
able to use it. If only the private key of a user is revealed, gbcurity for the effected individual falls
back to that of using the plain biometric. Note that in prestithe private key is secured by storing it in
a smart card, or in the computer using a fuzzy vault. In starimpostor need to gain access to both
the private key and the biometric to pose as a user. Evendrc#isie, only a single user will be affected,
and replacing the lost key would prevent any further damalyepractice, periodic replacement of the
private key is advisable as in any PKC-based system.

Case 5: Passive attack at the user's computhr.this case, the hacker is present in the user's com-
puter during the login process. As the private key can beredcim a hardware which performs the
encryption, the hacker will not have direct access to theaprikey. In other words, he will only learn
the intermediate values of the computations. The hackess wiill consist ofkn quadratic congru-
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ences.yiri;i 2 [L;n];j 2 [1;k] He further knows that there exists ;s that satisfyn congruences:

j iri%N = 1. Thus he hakn + n quadratic congruences kn + n + k variables. This, as in
case 2, results in an effort equivalent to a brute force latidowever if the hacker can stay in the user's
computer over multiple authentications, then at some pfitime, he will have suf cient number of
congruences to solve fgrs (see case 2). Note thats does not reveal any useful information about
the classi er. Moreover, any partial information gainedofsno use as an authentication cannot be
performed without access to the private key.

Note that an active attack in this case is identical to thaask 3, and the hacker does not know the

private key.

3.4.1.3 Network Security

An insecure network is susceptible to snooping attacks. aksider the following attack scenarios:

Case 6:Attacker gains access to the netwosn attacker who may have control over the insecure
network can watch the traf c on the network, as well as modifyThe con dentiality of the data ow
over the network can be ensured using the standard cryptuigrenethods like symmetric ciphers and
digital signatures. Furthermore, all the traf c on the netlware encrypted either using the clients public
key or using the random numbers generated by the server.elHewen if successfully snooped upon,
the attacker will not be able to decipher any information. efdlay attack is also not possible as the
data communicated during the second round of communic&idependent on the random numbers
generated by the server.

3.4.2 Privacy

Privacy, as noted before deals with the amount of user irdtion that is revealed to the server,
during the process of enroliment and authentication. Wedhttat there are two aspects of privacy to
be dealt with:

1. Concern of revealing personal informatioAs the template or test biometric sample is never re-
vealed to the server, the user need not worry that the usewfdtrics might divulge any personal
information other than her identity.

2. Concern of being trackedOne can use different keys for different applications (sesyand
hence avoid being tracked across uses. In fact, even theech@metric or real identity of the
user itself is known only to the enrolling server. The autleating server knows only the user ID
communicated by the enrollment server and the biometribtigined in the form of an encrypted
feature vector.
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As the user and server need not trust each other, the frarkésvapplicable to a variety of remote
and on-site identity veri cation tasks. Moreover, we ndiattthere is no delegation of trust by the server
to a program or hardware at the user's end, thus making itcgié to a variety of usage scenarios.

3.5 Extension to Kernels and other Variations

Even though the linear classi er model can support some efdimple template matching ap-
proaches, it does not generalize to other model based elassin the following subsections we will
show the extensions for the proposed approach to dealayittie kernel form of the linear classi er,
the support vector machine (SVM)) the neural networks, arg) the possible usability and the security
extensions.

3.5.1 Kernel-based classi cation:

In the linear case, we described a procedsesureP roduct, to compute the inner product of two
encrypted vectors without revealing its contents. Howeiveorder to use a kernel based classi er at
the server for veri cation, one needs to compute a discratiig function of the form:

X
S= idi (viTx) = (v;x); (3.5)

i=1

where the rows of are the support vectors ang) is referred to as the kernel function.

We rst describe a simple extension of tlsecureP roduct procedure to deal with kernel based
classi cation. We note that the parameter of the kernel fiancis a set of inner products of vectors.
This could be calculated in a similar fashion as the regulad@authentication (usingecureP roduct).
Once we obtain the individual inner products, we can comfhédcernel functions, , at the server side.
The discriminant function to be computed is once again théeamluct of the vector of values and the

vector. This could again be computed, securely usingsdweireP roduct procedure. We note that
this procedure allows us to compute any kernel functionestrver side.

The above approach is more generic and secure than any oétheesauthentication protocols in the
literature. Moreover, it does not reveal any informatioroabthe classi er to the clientHowever, as the
results of the intermediate inner products are known toeghees, this simple extension is not completely
blind in the information theoretic sense. This can be soligdg another round of communication with
the client and de ne a completely blind kernel-based veation protocol (as explained below).

Let the kernel function be(v; x). Without loss of generality, we can mod€)) as an arithmetic cir-
cuit consisting of add and multiplication gates over a rd@main. Consider two encryption functions:
E andE*, which are multiplicative and additive homomorphic [5521011], respectively. The client
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Algorithm4 E*( )toE ()

1: Initial State: The server hds* ( ), and client has the corresponding private key.

2: The server chooses a random prime nunhemd compute& ™ ( r ) using repeated ad-
dition. This can be ef ciently done i®@(log(r)) additions using the well-known doubling
technique.

3: The server sends™ (r ) to the client, who decrypts it to obtain , which reveals nothing
about .

4: The client then computds ( r ) and sends this back to the server.

5. The server computes ( ) by multiplyingE (r ) withE (r 1).

has the private keys of both, while the public keys are alkal#o the server also. We show that one
can securely execute such a circuit using interaction bErvlee server and the client. One can perform
additionoperations usin& * () encrypted operands anaultiplicationoperations using () encrypted
operands, securely. The only cases of concern are when énar@s ofnultiplicationare inE* () and
vice-versa. We show that if the server Ha5( ) (encrypted using the public key of the client), it can
convert it intoE () using one round of interaction with the client, without raleeg to the client or
the server. The details of the process are given in Algordhm

Similarly, one may also want to conveit ( ) to E™ ( ). This is possible as explained in Algorithm
5. The above conversion procedures (described by Algosithm5) along with the secure product
protocol (Algorithm 2) is suf cient for blind computationf@ny kernel based function such as radial
basis function networks(RBFs). The computed con denceaes&) is then compared by the server
against the thresholdto authenticate a user.

Algorithm 5 E ( )toE* ()

1: Initial State: The server hds ( ), and client has the corresponding private key.

2: The server chooses a random prime numband computek (r ).

3: The server sends (r ) to the client, who decrypts it to obtain , which reveals nothing
about .

4: The client then computds™ (r ) and sends this back to the server.

5. The server computeS™* () by repeatedly adding* (r ), r ! times. This can be ef -
ciently done in O(log( 1)) additions using the well known doubling technique.

For example, consider a polynomial kernely; x) = (v;T x)P, that is to be securely computed in
our setting. Initially, the server has access to the enedyfature vectok and the encrypted support
vectorssy. The initial . encryption scheme is assumed to be multifitieahomomorphic. Now,
computing the kernel value requires both addition and mplidation operations among the support
vectors and the feature vector. Utilizing the switch entipypprotocols 4 and 5, the polynomial kernel
can be computed by using two rounds of switch operationsypgrast vector. The nal con dence score
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S is computed using the secure dot product protocol 2. The mprotocol to securely compute a
polynomial kernel is shown in Figure 3.7.

Client Server

S Feature
Sl Extractor

UserName
LockedID: E*(x)

a, =E*a)

Generate
(zansen

Add components to get
E'(z) = E'(x".sv)

Generate
arandomr

Switch Encryption
(E"to EY)

Switch| Encryption

De-randomize
o get E*(xi SV,)

Repeat for each
Support vector (sv,)

E'(rz)

Switch Encryption

(E*to E) '
e
k
Rand Product E(a), Generate
E'((X".sv)") AT
Protocol: r-> E*(rji)

Secure Product

— Compute S = Z a.(x".sv)?
Rand Sum

Accept/Reject

Figure 3.7 Blind authentication process for a polynomial kernel.

In general, the computed con dence score may be consideyeuth énput to a new classi er. For
example, in neural networks, the output at one layer is pess@put to the next layer. In such scenarios,
one may wish to keep the server oblivious of the computedes8orThus, we de ne &lind Secure
Product Protocal Algorithm 6, that computes only the encryption of the sc®re
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Algorithm 6 Blind Secure Product Protocol

1:

2:

3:

4.
5:

Initial State: The server hds (! ), E (x) received from the client.

X«
Server computekn + k random numbers;; and ;, such that8;; pri =1
j=1
Server computeB (! ; xj rji) = E(!) E(xi) E(rj)
Thekn products thus generated are sent to the client
The client decrypts the products to obtalin:x; r;;
X
Client computes; = Ui Xi Tji
i=1
Sj is encrypted using* andE™ (S;) is send over to the server.
X X
Server computeg ™ (S) = E*(S), this can be ef ciently computed using the
j=1 i=1

well known doubling technique.

3.5.2 Neural Network based classi cation

The generalization and approximation provided by NeurdiMdeks have presented them as a prac-

tical method for learning real-valued, discrete-valued &actor-valued functions. ANN learning is

well-suited to problems in which the training data corragf®to noisy, complex sensor data, such as
inputs from cameras [95], thus making them ideal candidateapplications in biometric classi ca-

tion/veri cation.

Over the years a large number of methods based on Neural Netivas been proposed for biometric

veri cation [39, 54, 59, 97]. In this section, we show how qumoposed protocol is generic enough to

blindly and securely evaluate a neural network.

Input Weights Neuron

Hidden Layers Output
Layer

Output Output Input Weights Input
Function Signal Layer

xl wil
xZ wiz

(@) (b)

Figure 3.8 a) A typical processing unit used as a node in ANN. A weighted maition of the input
is computed, result of which is then used to computed theubditmctionf (), b) A Typical Multilayer
Neural Network.
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Threshold and Sigmoid are the two most popular type of basis used in ANN. A perceptron is
same as the linear classi er discussed in Section 3.3. #gtakvector of real-valued inputs, calculates
a weighted summation of these inputs and outputs a 1 if résgteater than the threshold and -1
otherwise. Algorithm 7 describes the completely blind ppetoon computation.

1 ify O
S = sgn = 3.6
gn(y) 1 otherwise (3.6)

Algorithm 7 Blind Threshold Function Computation

1: Initial State: The server has ( ), E (x) received from the client. Server to compute
E (t), where t = 0/1 depending on threshold.

2. After a round ofBlind Secure Product Protocfhlgo: 6], the server obtaing*( T:x )

3. Server generates a random numband compute& (r( T:x ) and sends over to the
client.

4: Client decrypts the obtained cipher and returns back theypted equivalent of sign bit
i.e. returnsE (d) =E (sign(r( T:xx )

5. Server computeB (S) =E (d):E (sign(r))

Another important/popular basic unit in ANN is ti&gmoid Unit It is based on a smoothed, dif-
ferential threshold function. The sigmoid unit rst compata linear combination of its inputs, then
applies a threshold to the result. The threshold output @éruous function of its input, Equation 3.7.

S= ()= 11y 3.7)

The , inthe above equation, is some positive constant thatrdéies the steepness of the threshold.
A completely blind Sigmoid function computation is expkaihin Algorithm 8.

With the solutions already sketched for securely compubioidp sigmoid and perceptron based neu-
rons, the solution can be easily extended to securely campuidtilayer neural networks. A typical
multilayer neural network is shown in Fig 3.8 (b).

Every neuron in each of the layers is securely computed ukmgbove algorithms. In the process,
the client doesn't learn anything and all that the serves gethe encrypted output of the neuron. This
encrypted output of a particular layer of neurons acts asaut ito the next layer in the network. The
output of the last layer is decrypted and compared agaiaghtieshold to authenticate the user.

The above process is completely secure and blind in thatoimb does the server or client learns the
weights or intermediate results. All computations are darencrypted domain, and given an encrypted
input vectorE (x) the client learns nothing but the authentication resultofewhat similar solution
was proposed by Orlanét al[101], however, their solution uses only additive homonmiz@ncryption
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Algorithm 8 Blind Sigmoid Function Computation

1. Initial State: The server hads ( ), E (x) received from the client. Server to compute

E (52 v)-

After a round ofBlind Secure Product Protocfhlgo: 6], the server obtaing* (y)

E* (:y ) is computed using repeated additions.

Server chooses a randanand sends to cliedE* (r + :y )=E*(r):E"(:y).

Client decrypts the obtained cipher to get :y , which is used to computé (€* )

and is sent back to the server.

6: Server multiplies the obtained result wih (e ') to getE (e? ).

7: Switch encryption and ad@* (1) to obtainE™* (1 + eV)

8: Server chooses a randamn= :—; such thatr ! exists. Use repeated additions to obtain,
E*(ri:e¥ ) andE* (rp:e¥ *1). These are then send over to the client.

o: Client decrypts the received ciphers and computed.—. This is encrypted using
and send over to server.

10: Server obtain& (;2—-) by multiplyingE (r: ;- 2t5-) andE (r ).

1+e +e

schemes and is therefore not as generic as the one proposed boreover, their solution assumes
the hidden layer weights are available in plain with the eerthus compromising both the security and
privacy of the system.

3.5.3 Usability and Security Extensions

One could extend the proposed protocol in a variety of wayspyove the usability and security.
Client side security:The users client module (computer) contains the public andte keys for
encryption and decryption. Moreover the client end alsdaios the biometric acquisition device. To
ensure complete security of the system, one needs to corb&security at the client end also. This
is especially true, if one is using a public terminal to ascasy service. The rst step in securing the
private key is to move it to a card so that the private key idwositif the client computer is compromised.
As a second step one could carry out the decryption operatampletely in a smart card. Revealing
the secret keys to an attacker can reduce the overall seofitihe system to that of a plain biometric

authentication system.

One could also secure the secret keys at the client end usirezyavault [79], either in the client's
computer or on a card. The biometric that is provided for antication can also be used to unlock the
vault to get the key. The released private key is used forygtion of results in the protocol. The fuzzy
vault construct precisely suits this purpose as one coitdlyluse the keys generated by unlocking the
vault for encryption. If the biometric presented is wrorgg encryption will not match the server's keys
and hence the authentication will fail. Hence we have a dolabler of security through the biometric
provided by the user.
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Avoiding client-side computation and communicatiémother possible extension to the framework
is to use the paradigms from secure computing to packagetimerediate operations done at the client
side into an applet. This applet can now be run securely osgheer itself, thus avoiding the overhead
of communication, and reducing the computing requiremehtke client.

Using different encryption schemdsote that the RSA is one of the many homomorphic encryption
schemes. We could replace this with any of the other similangtion mechanisms. One could analyze
the computation cost and security issues for each encryptiethod.

Since the information content in each feature (or weighBxigected to be limited and the public
key of the client is known, it may be possible for an attackedd¢code the encrypted features (weights)
using a direct plain-text attack. Similarly in the blind ékhold function computation, output of the
neuron is either zero or one. To combat this attack, pubfcdaeryption schemes must incorporate
an element of randomness, ensuring that each plaintext mapsne of a large number of possible
ciphertexts. Thus, the encryption schem@ has to be a function of both the secretind a random
parameter. Such a scheme is known peobabilistic encryption However, for our purpose, we also
need to carry out the computations in the encrypted spaas,ttie encryption scheme should also be
homomorphic. ElIGamal [55] and Pailler Encryption [102] am@ popular probabilistic homomorphic
encryption schemes.

Improving speed of SVM-based classi elss described in Section 3.5, the kernel based classi ers
need to compute the discriminating function given by Equa.5. As can be noticed, the computa-
tional costs of computing this is directly proportional e thumber of support vectors used. In practice,
the number of support vectors that are returned from thaitgistep could be quite large. However,
a variety of approaches to reduce the number of support neeased (without loss in accuracy) for
classi cation has been proposed [14].

3.6 Implementation and Analysis

We have performed several experiments to evaluate theesfosi and accuracy of the proposed ap-
proach. An authentication protocol was implemented based dient-server model that can perform
veri cation over an insecure channel such as the Internetarety of public domain datasets are eval-
uated using an SVM classi er to demonstrate the effectigera our proposed protocol. The following
experiments and analysis evaluates the accuracy and pearfioe of our method.

3.6.1 Implementation

For the evaluation purpose ans SVM based veri er based oreatederver architecture was imple-
mented in GNU/C. RSA keys were generated using the implaatientavailable througXySSL[10]
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and keys for the Paillier cryptosystem were generated usiaaillier Library [28] . All computa-
tions were done using tHteNU Multiple Precision Arithmetic Library (GMPB]. All experiments are
conducted on AMD X2 Dual Core 4000+ processor, 750MB DDR2 R&n 100Mbps Intranet.

Both RSA and Paillier cryptosystem have exponentiatiorethancryption and decryption. Their
implementation assumes that the data consists of pogitiggers. For the homomorphism to hold, we
need to map the oating point numbers to positive integeren¢é we scale the feature vectors and the
SVM parameters to retain the precision and round off to tterest integral value. Ef ciently handling
negative numbers is important to achieve ef ciency. Thaespntation chosen should ensure a single
representation of zero, obviating the subtleties assxtiafth negative zero. In our implementation, the
mathematical library operates at the binary represemtdg¢icel. We use an implicit sign representation
to handle negative numbers. If the range of numbers uséd M ), then we use the numbers in the
range(0; M=2) to represent positive numbers, and for the remaining nusnhegative. For example:
let M = 256, then to represent 95 we store 95 modulo 256 which is equivalent tdl61 since:

95+256= 95+255+1=160+1=161

If x; is to be encrypted, the forward mapping is de ned 8= fwdMap (bs:x; + 0:5c), wheres
is a scale factor, depending on the range of valuexiferandfwdMap () maps the integral numbers
to the implicit sign representation. The server does thersevmapping on the obtained results.

In the following sub-sections, we will validate the geniyabf the protocol by validating classi-
cation of various publicly available datasets. We will alanalyze how the various parameters i.e.
key-size, precision affect the classi cation accuracy &émel veri cation time. Finally we'll show the
validity of SVM's as a classi cation model for various biotnie problems.

3.6.2 Classi cation Accuracy

As the protocol implements a generic classi er, without tingkany simpli cation assumptions, the
accuracy of the classi er should be identical to that of thigiioal classi er. One could expect small
variations in accuracy due to the round off errors used inntla@ping function described above. To
verify the effect we compared the classi cation resultsngdinear and SVM classi ers o8 different
public domain datasets: tHds, Liver Disorder, Sonar Diabetes and Breast Cancerdatasets from
the UCI repository and theéleart and Australian datasets from the Statlog repository. The datasets
were selected to cover a variety of feature types and featertor lengths. Table 3.2 describes the
datasets and the accuracy obtained using a polynomiallkeitheprecision set as 4. On these datasets,
the classi cation results remained identical even thouggré were minor variations in the computed
discriminant values.

The above accuracies were cross checked by re-classityindatasets with the same parameters by
the well known SVM classi cation libransV M"9" [78]. Figure 3.9 shows the veri cation time for a
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Dataset Number of Number of Accuracy
Features Instances (%)

Iris [UCI] 4 150 100

Heart [Statlog] 13 270 90

Liver Disorder [UCI] 6 345 68

Sonar [UCI] 60 208 51:47

Australian [Statlog] 14 690 86:49

Diabetes [UCI] 8 768 76:.37

FourClass [Tin Kam Ho] | 2 862 69.20

Breast Cancer [UCI] 10 683 89.80

Table 3.2Classi cation results on various datasets using a SVM ckssThe accuracies were com-
pared to the corresponding plain domain classi er and wagdao be identical.

linear classi er w.r.t. various RSA key-sizes and featueeter lengths. A more detailed analysis of the
computational time for the protocol is given in Section 3.6.

Figure 3.10 shows how the overall accuracy is affected bpging the precision. For the considered
datasets, the feature vectors were rst normalized to rafige 1 and then scaled to retain a certain
precision. When precision is set to less than 2, a lot of featactors having feature values of the order
of 10 3 or less, mapped to a value of zero, thus affecting the acguFamr the above datasets, we note
that a precision of 3 or more results in stable results an@ddkaracies do not change with any further
increase in precision. Thus for our experiments we set gi@tas 4. Note: precision doesn't affect the
computational time, as all the numbers are represented asixed length bit representation.

The above set of experiments demonstrate the applicabflibur protocol to the SVM based clas-
si cation problems. We showed that one can achieve the ac@&s of SVM's even in an encrypted
domain and at the same time obtain heightened security a somputational expense.

3.6.3 Biometric Veri cation

We have presented a protocol to securely classify data (&ipgort Vector Machines and Neural
Networks (Section 3.5). The primary limitation of the protbin its current form is its restriction to
xed length feature vector representation of the data (Ba@&.3). This might raise a concern as to how
ef cient are xed length feature vector representationtwigspect to biometric veri cation problems.

To address the above concern, we conducted a case-studg efate of art results obtained for
various biometric modalities using both xed length andiahte length feature vector representations.
Table 3.3 summarizes the primary ndings of the literaturevey. As can be seen from the comparison,
the accuracies of the xed length feature vector based binoneeri cation approaches are comparable
to those using variable length feature vectors and matdbictgniques such as dynamic warping.

51



Verification Time VS Feature Vector Dimension

w (o]
N B

=
[<2]

Feature Vector Dimension

Bpo o pro ¥ A —o— 256 bit key
Ao dal 6 - ¢ -512 bitkey | |
1024 bit key
N daid - & - 1536 bit key| |
S 2048 bit key|
10° 10° 10° 10°

Computational Time in milliSecs -->

Figure 3.9 Veri cation time for various key sizes and feature vectardéns.
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| Paper | Feature Set | Matching Method | F.D. DataSet GAR/FAR EER |
Finger Print
Xu et | Invariant  spectral Spectral minutiag F | MCYT Biomet- | - 3:21%
al. [141] minutiae set matching ric DB [56]
Yang et al. | 7 invariant moment LVQ Neural Net-| F | FVC2002 95:1%/0:5% | -
[142] features work DB1 [3]
Sha et al. | Minutiae representat Ridge count match; V | NIST-4 [6] 97%/ 0:1% -
[117] tion based on ridge ing and minutiae sub
pattern set combination.
Kisel et al. | Graph based local Correspondence setV | FVC2002 96:71% /|-
[83] structure representa-construction and DB1 [3] 0:01%
tion of minutiae similarity score
computation
Zsolt [85] Minutiae set Triangular matching V | NIST-4 [6] 85%/0:05% | -
and DTW.
Hand Geometry
Kumaret al. | 23  hand-geometry SVM, F | 100ppl, 10 - 1:9%
[86] features, discretized Neural Network images per user
using entropy based
heuristics
Marcos et | 10 hand-geometry Neural Networks F | 50ppl, 10 99% (avg | 1%
al. [?] features images per user| perf)
Vit et al. | Time series repr of DTW similarity mea-| V | 22 ppl, 6-7 98:25%(T SR) | 1:75%
[107] hand geometry sure. images per user
Face
Guo et | Eigenfaces Support Vector F | ORLfacedb[7]]| - 3:0%
al. [66] Machine (SVM)
Heisele et| Gray values of facial Support Vector F | Internal 95%/ 5% -
al. [67] components Machine (SVM)
Wiskott et | Face Bunch Graph | Elastic Bunch Graph V | FERET [2] 98% (frontal | 2%
al. [140] Matching (EBGM) faces)
Blanz et | 3-D morphable face Similarity measure F | FERET [2] 87:9%/ 1% -
al. [32] model between mode
coef cients
Iris
Roy et | Gabor wavelet tech; Support Vector F | CASIA 97:34%(acc) | 2:66%
al. [113] nigue used to extragt Machine (SVM) s Iris Dataset [1]
features
Monro et | Iris code represented Hamming distance | F | CASIA 100%(acc) 0%
al. [96] using DCT coef- Iris Dataset [1]
cients
Neagoe [98] | Binary templates Hamming Self orgaq F | CASIA 99:08%(acc) | 0:9%
nizing map (HSOM) Iris Dataset [1]

Table 3.3Biometric Veri cation: An overview of xed (F) and variabléV) length representations.
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To verify the effectiveness of using SVMs as a classi catinndel for biometric veri cation prob-
lems, we tested it on four different modalities. The vertioa accuracies after 3-fold cross validation
on each of the datasets is presented in Table 3.4.

The rst set of experiments used Eigen face representaddeaiures on the Yale face dataset [11],
consisting oflL0 users, withl1 samples for each user. For each experindessamples were used
for training and the remaining samples were used for testing.

For the second set of experiments, we used a hand-geomédrgetahat was collected in-house.
The data-set consisted &9 users with1l0 hand images each. The features consists ofiLthe
nger length and width features described by Jatral. [74]. For each experimetimages per
user were used for training purpose and the remaifivwgre used for testing.

The third were on the CASIA IRIS database [1]. The Version thefdata-set consists of 108
users with7 images per user (the seven images are collected over twaseraaging sessions).
The iris code consists &600binary features.3 samples per user were used for training dnd
sample per user were used for testing purpose in each exqrerim

The forth and the nal data-set used weisgerprint Veri cation Contest 2004 (FVC200data-

set [4]. The DB2A data-set consists of 100 users w@&hmages per user7 invariant moment
features are used as the feature vecBoimages per user are used for training purpose and the
remaining5 used for testing for each experiment.

Dataset # of Features | Avyg num of Support Accuracy
Vectors

Hand Geometry | 20 310 9838%

Yale Face 102 88 96:91%

CASIA Iris 9600 127 98:24%

FVC 2004 7 440 84:45%

Table 3.4 Veri cation accuracy on biometric datasets.

Figure 3.11 shows theeceiver operating characteristic (RO@90] plots for the biometrics using
xed length representatidn The primary objective of the experiments is to demonstiiaa making
the authentication secudmes not decreashe accuracy. Hence, one can apply the technique to secure
any xed-length representation of a biometric trait, whislelassi ed using an SVM or Neural Network.

1% Yang et al [142], **Wang et al.[137]
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Figure 3.11ROC Curves for veri cation

3.6.4 Computation and Communication Overheads

The additional computation that needs to be carried out eatiMided into two parts: i) Modulo mul-
tiplications to be done for encryption/decryption and mpeduct, and ii) the additional time spent in
the computation of random numbers, products and sums. Asdldelo multiplications and encryption
decryption operations can be done ef ciently using dedidatardware available [33], we analyze the
time required for both, separately. Consider a biometrit Wgature vector of length. In the protocol,
the client needs to do encryptions for the test vectar

For the linear classi er, the server needs to kio encryptions of the random numbers azkh
multiplications, so as to computé(! ixrji ), where k n. The client needs to dkn decryptions.
Additional computations at the server includes kn modulo multiplications of encrypted numbers at
the server end, ankih non-encrypted additions at the client end. In addition,sbever generatden
random numbers. For most practical biometrics, the totatirae required for all these (non-encrypted)
computations together on current desktop machines is tessl0 milliseconds. The communication
overhead, in addition to regular authentication, includesdingkn numbers from the server to the
client and sendingg numbers from the client back to the server for evaluatiorhef hal result.

Extending the analysis to a direct kernel based classi éh wj support vectors (SV), one need to
repeat thesecure produch, times, once for every SV. Another round sdcure productomputes the
nal result. Hence the time required will bg, +1 times that required for the linear classi er. In practice
the total time taken (other than those implemented in harela less than one second.
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For the completely blind kernel-based protocol, the rsapé is the same as the direct kernel exten-
sion. However, to achieve complete blindness, we need tmdaaund of communication to switch
encryptions, that will include kn, length vector to be sent from the server to the client and.biacthe
third phase, the computation and communication is idelnticat required for a singleecure product
Hence the total time required will bg, + 2 times that required for the linear classi er.

One could achieve further computational ef ciency throusiipport-vector reductions, as well as
employing other more computationally fast homomorphicgpiion schemes.

3.7 Discussion

The primary advantage of the proposed approach is theyatuildchieve classi cation of a strongly
encrypted feature vector using generic classi ers such asr&dl Networks and SVMs. In fact, the
authentication server need not know the speci ¢ biometait that is used by a particular user, which
can even vary across users. Once a trusted enrollment sareapts the classi er parameters for a
speci ¢ biometric of a person, the authentication servereisfying the identity of a user with respect to
that encryption. The real identity of the person is hence@ataled to the server, making the protocol,
completely blind. This allows one to revoke enrolled tertgdeby changing the encryption key, as well
as use multiple keys across different servers to avoid heitged, thus leading to better privacy.

The proposed blind authentication is extremely securenmgariety of attacks and can be used with
a wide variety of biometric traits. Protocols are designe#eep the interaction between the user and
the server to a minimum with no resort to computationallyesgive protocols such as SMC [143]. As
the veri cation can be done in real-time with the help of dable hardware, the approach is practical
in many applications. The use of smart cards to hold enagypkieys enables applications such as
biometric ATMs and access of services from public terminBlsssible extensions to this work includes
secure enrollment protocols and encryption methods toceedomputations. Ef cient methods to do
dynamic warping based matching of variable length featerors can further enhance the utility.
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Chapter 4

Ef cient Privacy Preserving Video Surveillance

Widespread use of surveillance cameras in of ces and otheinbss establishments, pose a sig-
ni cant threat to the privacy of the employees and visitoftie challenge of introducing privacy and
security in such a practical surveillance system has bead iy the enormous computational and
communication overhead required by the solutions. In tligkywwe propose an ef cient framework to
carry out privacy preserving surveillance. In our propopeatocol, we split each frame into a set of
random images, each of which is sent to a different non-dwity server for processing. Each image
by itself does not convey any meaningful information abbetariginal frame, while collectively, they
retain all the information. Our solution is derived from &st sharing scheme based on the Chinese
Remainder Theorem, suitably adapted to image data. Ouroahettables distributed secure processing
and storage, while retaining the ability to reconstructdtiginal data in case of a legal requirement. The
computational requirement at the data source (camerajydimgted, enabling inexpensive monitoring
equipment, and the only communication between the camefdhansurveillance servers is a compact
and encrypted video stream. The system installed in an adrcsimilar environment can effectively
detect and track people, or solve similar surveillancegaSkur proposed paradigm is highly secure and
extreamly fast over the traditional SMC, making privacygem¥ing surveillance practical.

4.1 Introduction

Video surveillance is a critical tool for a variety of taskech as law enforcement, personal safety,
traf ¢ control, resource planning, and security of asseisiame a few. Rapid development/deployment
of closed circuit television (CCTMgchnology is playing a key role in observing suspiciousalvéir.
However, the proliferation in the use of cameras for sulaedle has introduced severe concerns of
privacy. Everyone is constantly being watched on the roafdses, supermarkets, parking lots, airports,
or any other commercial establishment. This raises cosceuch as, watching you in your private
moments, locating you at a speci ¢ place and time or with &pey spying on your everyday activities,
or even implicitly controlling some of your actions.
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Captured Frame (F) Tramsformed Images (}) Tracking Results

Figure 4.1 Privacy preserving surveillance: Tracking a vehicle inusichted surveillance video. Each

captured framdF) is uniquely converted into a set of transformed imahesach sent to a seperate

computational server. Tracking algorithm is now jointlyeexted by all the servers, such that, at no
point, any information of the original video is revealed ttyaf the servers. At the end of the protocol,

all that the observer learns is the nal tracking result.

Privacy, therefore, happens to be a serious concern in te@Rdgdeo Surveillance [116]. Widespread
usage of surveillance cameras raises the specter of arnivievésg Brother' society. In this regards,
certain privacy laws have been introduced to guard an iddais privacy/rights. Despite these, video
surveillance remains vulnerable to abuse by unscrupulpasators with criminal or voyeuristic aims
and to institutional abuse for discriminatory purposesedskhlegitimate concerns frequently slow the
deployment of surveillance systems.

Privacy preserving video surveillanaddresses these contrasting requirements of con dewgtiali
and utility. The objective is to allow the general surveitte to continue, without disrupting the privacy
of anindividual. This novel technology addresses theoaliissue of privacy invasion in an ef cient and
cost-effective way. In practice, for online surveillanoerémain meaningful, the protocols are required
to be real-time. Furthermore, given the existing and p@rgasurveillance infrastruture, the additional
costs incurred to accomodate privacy protection in theesysteeds to be affordable [38].

Ideally, one would like the cameras to generate video stsearhich do not convey any useful in-
formation by themselves, while providing the ability to rine required surveillance algorithms without
any deterioration in performance. For instance, in Figulleadframe,F, of the surveillance video is
transformed into a set of seemingly random imadeson which a tracking operation is successfully
carried out. In this work we propose‘@oud computing” based solution, that utilizes the services of
r, (r > 2) non-colluding computational servers. Each of theansformed imagek is sent to a dif-
ferent server for processing. This ensures that the otigidao is not revealed to any of the servers,
while together they retain the complete video content. Heurhore, accurate tracking results are ob-
tained since the servers jointly run the original plain-éimtracking algorithm. The solution is not
only provably secure but also computationally ef cient. elimteraction and the data communication

58



among the servers is kept to a minimum and the only proceseipgred of the camera is to generate
the transformed images.

A practical and an ef cient solution ts into the business d&b of “surveillance as a service'A
company can monitor houses, streets, stores, etc and faectiénts of suspicious incidents, without
intruding into their privacy. The client just installs a fleacam and sends the feeds for surveillance.
Our proposed solution works well with current trends of catimm/storing on remote server clouds.
This is both economically viable, scalable and provablyagig, while allowing recovery of original
video in case of a crime.

Traditionally, con dentiality of the data is achieved tlugh encryption. However, by de nition,
encryption destroys any structure present in the datanbgating the ability to perform any meaningful
video processing tasks. Therefore, such solution prevantiseavesdropping, while offering little or
no protection against misuse of CCTV video by the authorgedonal [38]. Realizing this, recent
privacy preserving vision algorithms are build on cryptgic protocols such &ecure Multiparty
Computation (SMCJ22, 119]. SMC uses interactions between multiple partieachieve a specic
task, while keeping everyone oblivious of other's data.

The problem of introducing privacy and security in visuaidarocessing was addressed with consid-
erable success in different domaissnart Cameraf68] are surveillance cameras equipped with inbuild
processing power. In privacy preserving surveillance,rsgamneras can be programmed so as to iden-
tify and obnubilate the region of interest (such as humas)férom the captured video stream before
transmitting it over the network (to the observer). Probkgmaci c approaches try to address speci ¢
concerns in images and videos. Sergbial. [116] presented a model to de ne video privacy and re-
render the video in a privacy-preserving manner. Face swgpp0] and face de-identi cation [99,122]
try to modify face images such that they can be automatickdtected, but yet cannot be correctly rec-
ognized. Framework proposed by Zhaial.[145] stores the privacy information in surveillance video
as a watermark and monitors an invalid person in a restriated while protecting the privacy of the
valid persons. Boulet al. [41] has presented a complete surveillance camera with ihyiirocessing
power that can do tasks such as detection and masking of gil@nseof interest in the images. Chan
et al. [40] attempted a related problem of extraction of featuremfa surveillance video that do not
reveal identity of people, while being able to achieve cr@ednting and tracking.

In general, smart cameras are designed so as to detect eka@duspicious behavior. However these
approaches do not provide any guarantee of privacy as thegnméhe success of certain computer vision
tasks, such as face detection. Furthermore, there are aavige of possible behavior which may not be
part of the suspicious behavior database; in this case sauawdra fails to preserve privacy. Moreover,
there are also behavioral patterns that may be hard tofslaé#tiernately smart cameras can be designed
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to do surveillance in the camera itself. However, this waelguire expensive programmable cameras
and is restricted to single camera algorithms. Changinglip@rithms is also tedious and costly.

Provable security/privacy can be guaranteed if the suaveié algorithms can directly run on (cryp-
tographically strong) encrypted video streams. This esssthiat the original video stream is hidden at
all times and the observer learns only the nal output of theveillance algorithm. The recent research
work in this direction uses either of the cryptographic pools such as SMC [65] or homomorphic
encryption schemes [93] [61] or both. The primary goal ohBIVision [22] [23]; whose security is
built upon SMC; is to allow someone to run their classi er arother person's data without revealing
the algorithm or gaining knowledge of the data. Shashetn&l. [119] exploited the clustered nature
of image databases to improve the ef ciency of SMC for exani@sed image retrieval by processing
multiple queries together. As describted in Chapter 3, Wiz@the homomorphic encryption schemes
to blindly authenticate a biometric sample over the interne

Perfect privacy can be achieved through approaches bagbd ganeric framework @MC[22] [119]
[136] and homomorphic encryptions [101]. However, suchutimhs would be highly communication
intensive. And for the videos, the sheer volume of the datalwed makes the protocols infeasible in
terms of computation and inter-processor communicatiaiscd-or example, computing the dot prod-
uct of two vectors (length) using a SMC based protocol would ha®¢n?) communication overhead,
which requires several milliseconds on a LAN. Clearly, thdslays are too high, while dealing with vo-
luminous data like surveillance videos. Hence, soluticerseld on these cryptographic primitives would
be impractical for our desired (real-time) applications.

In this work, we use the paradigm 8kcret Sharing118] to achieve privacy and ef cient compu-
tation of surveillance algorithms. Secret sharing (SShids [27] [94] [118] try to split any data into
multiple shares such that no share by itself has any meanimgérmation, but together they retain the
complete information of the original data. We exploit certdesirable properties of visual data such
as xed range and insensitivity to data-scale, to achieg&ritbuted, ef cient and secure computation of
surveillance algorithms in the above framework. Using #pproach, one can do change detection on
a typical surveillance video di0 frames/second on generic hardware. Our approach alsosaditire
concerns related to video surveillance, presented in Falle

4.2 Alleviating the Complexity: Our Paradigm

In the last section we gave an overview of the various panasligxplored for privacy preservation.
In this section, we reason as to why a paradigm shift is netaladhieve practical privacy preserving
surveillance. The traditional methods of securing datd issog strong encryption schemes to secure
(lock) the visual data. However, this fails to preserve griy since one needs to decrypt (un-lock)
the data before processing. In practice, this implies thatserver is to be trusted to handle the data
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a) Preserves Privacy:Ensure that the person doing surveillance learns nothihghbunal output.

b) Computationally Ef cient: The encoding process at the sensor should be light weighd. the
image representation should allow ef cient computatiohalgorithms in the encrypted domain itse

.

c) Ef cient to Transmit: The encoding process should not blow up the size of the vidé&n d

d) Secure Storage: One should be able to store the surveillance data in a seashgoh, so tha
breaking into a storage server do not compromise the privhtlye data.

e) Addresses Legal Issueskor legal or investigative purposes, someone with authtaa should
be able to recover the plain video without the client's help.

f) Fault Tolerance: Ability to avoid the denial of service(DOS) and single paifffailures.

Table 4.1 Mandatory and desirable characteristics of a secure,grpeeserving surveillance system.

securely, thus making the complete system vulnerable teusesby authorized personal in addition to
exploitation by hackers.

Selective privacy can be provided with the use of smart camefhe region of interest (eg: car
number plate) can be identi ed and obfuscated by the camefard streaming the captured CCTV
video, over an (un-secure) network, to an observer. Howesgealready discussed in Section 4.1 these
methods do not guarantee complete privacy. Furthermoneindeprivacy can be rather subjective, for
example, one could de-identify a face but could possiblyidéntify a person by observing the gait or
the characteristics of his/her walk [9].

The primary limitation of the traditional methods was thabifity to carry out meaningful image
processing on the encrypted video streams. In order to orerchis, solutions have been proposed
using the cryptographic techniques based on secure nmijtipamputation (SMC) [65]. SMC based
solutions allow one to have provable data privacy and at #mestime retain the accuracy. SMC
originated from the work of Yao [143], who gave a generic ohuto privately evaluate “any' given
function (Boolean circuit) that takes private informatiofi2-parties as input. In other words, SMC
facilitates a group of people, each with its own private det@erform some common computation task
on the aggregate of their data without actually revealingartyone else, any personal information of
their owned data [89].

However, the SMC based protocols are found to be extreaonyputationally expensij@l]. For
video surveillance task, the sheer volume of the data imgblinakes the protocols infeasible in terms
of computation and inter-processor communication coaterder to design practical protocols, consid-
erable research effort has been made over the recent yeardi.chtions have been made to improve
the ef ciency of the solutions, such as, by restricting tsage of Yao's protocol to only a few limited
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computations/operations. For example, Aviddral. [23] speeded up their blind vision protocol [22] at
the cost of a controlled leakage of information. Shasheinl. [119] on the otherhand, exploited the
clustered nature of image databases to improve upon theaty for example-based image retrieval.

Limitation of SMC:In general, for any practical online surveillance systeths,protocols are re-
quired to be realtime. However, with the current limits oe ttandwidth, the proposed SMC-based
protocols are not well suited for the task. In SMC based &wlatevery function is represented as a
boolean circuit. The complexity of the protocol is lineatle size of the circuit, making it theoritically
ef cient, however for real-world applications this meth@lnot practical and is much slower than the
correponding non secure computation [21]. For exampld, tEl&es few minutes to do face-detection
on a single image window, thus limiting the practical deph@nt.

The reason for this is mainly due to the way SMC worksSMC, every single trusted CPU in-
struction is securely simulated via a corresponding nekvpootocol. Most ef cient SMC protocol is
based orOblivious Transfer (OT}65]. For instance, a single multiplication is carried oig gomplex
distributed protocol involving OT, which is a highly comniaation intensive subroutine in SMC. OT is
a protocol by which a sender sends some information to thevercbut remains oblivious as to what is
received. In fact, OT on its own is a fundamental and impanaoblem in cryptography. In particular,
it is ‘complete' for SMC: that is given an implementation of @ is possible to securely evaluate any
polynomial time computable function without any additibpemitive [82].

Typically a task as elementary as a dot product of lectors involve$O(n) multiplications, how-
ever if OT is used (as in [22]) the resulting algorithm for gedduct will have ar©(n?) communication
overhead, even with the best known OT algorithm [65]. Furtiare, the best known OT itself is based
on public-key-cryptography (PKC) (eg: RSA) [123] which istronly computationally expensive but
also results into data expansion, thus affecting the coatiputand communication costs. As on today,
communication is the bottleneck. Factually, the rounpl-tiine in a LAN is of the order of a few mil-
liseconds, whereas several oating operations take no rtname few nanoseconds. Thus the paradigm
of SMC which converts the trusted computation into secuteoidk protocol can not avoid a slowdown
by a factor of one million, with the current technology. Mover, communication is likely to remain
the bottleneck in the foreseeable future. Hence, a paradigfiis inexorable.

Natural ways to overcome the (communication) complexitjude:
1. Avoid distributed computing, and achieve zero commuiiosoverhead,

2. Design algorithms for computing in encrypted domain,

w

. Design SMC solutions without OT, or

N

. Improve the OT protocol.
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Unfortunately, cryptographic literature is not in favorasfy of the above. Speci cally,

1. Retaining privacy without distribution, necessitatesle obfuscation However, obfuscation of
a general program is impossible [24]. Bamtkal. [24] showed that one can always nd a non-
learnable program such that every obfuscator fails comigidor it. Although, certain simple
programs such as point functions are known to be obfusca®#],[the current vision algorithms
are unlikely to have this property.

2. Solutions with minimal distribution, using the paradighencrypt-communicate-compute-decrypt
require the existence of afi cient doubly homomorphic encryption schemich scientists have
been searching for over 30 years [93]! Without such a schemecan only design secure im-
age processing algorithms using either additive or midégive homomorphic scheme which
involves either addition or multiplicatiorb(t not both respectively. Furthermore, the known
(additive/multipicative) homomorphic encryption schenage themselves based on computation-
ally expensive protocols such as public key cryptograpline dnly known doubly homomorphic
scheme is the one recently proposed by Craig Gentry [63] anddimost likely lead to a com-
putationally intensive theoretical solution.

3. The inadequacy of solutions with minimal or no distribati necessitatason-minimal distribu-
tion, in other words some sort of SMC. It has been proven that teevieay to do SMC is with
OT [82], though there are more communication intensivetemis based on information the-
ory [26]. The general research direction now is to nd conghanally ef cient solutions under
weaker security assumptions than general SMC (Eg: [23]).

4. The only alternative left out is tamprove upon OT protocalsEven with the best possible OT
protocols [65], a slowdown factor of one million (as men#ddnin the previous paragraph) will
remain. Further, OT is based on public key cryptographygctviig known to be computationally
intensive. Therefore the extant approach to secure visianlikely to yield practical solutions to
visual surveillance, even if communication becomes chetiygen computation.

Thus, we conclude that solutions based on SMC are imprafticaur real-time task. And hence a
paradigm shift is required to address such critical prokleAm ef cient solution can be designed using
atrusted third party (TTP)Under such a solution, one of the servers is trusted witthalprivate data
(available in plain) to faithfully run a surveillance algghm. Unfortunately, in practice we don't have
the luxury of a trusted entity. In fact, such a trusted entityld become a vulnerability in the system.
That is, if the trusted entity is compromised (such as by ee)khen the secret could be disclosed.

Unconditionally or information theoretic secure multifyacomputations are closely related to the
problem ofsecret sharing118]. Secret sharing (SS) methods [118] [25] [121] try tbtsgmy data into
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multiple shares such that no share by itself has any infoomabout the data, but they together retain
all the information of the original data. However, the stamtdSS methods do not allow ef cient compu-
tation (as they require some sort of SMC). We show that vidatd has certain desirable properties that
allows us to use the paradigm of secret sharing to achieveleterprivacy and ef cient computation of
surveillance algorithms. More speci cally, in this work wise a variant of the secret sharing schemes
based on th€hinese Remainder Theord@RT) [94] [27].

4.3 The Proposed Approach

The privacy of our surveillance system is based on splittimginformation present in an image into
multiple parts or shares. Each share is sent to an indepesdeser for processing. The protocol in a

nutshell is as follows:

1. The camera splits each captured frafgintok (> 2), shares using Shatter functior{de ned in

Note that no share by itself reveals any meaningful infoiomaabout the original image.

2. To carry out a basic operatidnon the input image, each computation server blindly caoigs
the equivalent basic operations (as described in Secf48)) its own share. This is equivalent
to the corresponding basic operation being carried out ewotiginal imagef q1;) (f(F))).

3. The results of operations on the shares are then intedogitthe observer usinglderge function
(de ned in Sec 4.5), to obtain the nal result:(F) = (FY11):fY2);::::f A1y)).

Figure 4.2 shows a schematic diagram of the complete proddss privacy of the overall system
relies on the fact that neither the independent shares heoresults of computations on them, reveal
any information about the original image. The integratibnesults from the independent servers reveal
only the nal result of the algorithm to the observer.

In order to analyze the security and privacy of the systemyil€formalize the notion of security

as follows:

1. Information RevealedWe use the term information in the strictest informationotiedic sense.
That is, an observable quantityis said not to reveal any information about another quatity
(in our case, the original image), B,Pr(F = ajl) issame a®r(F = a).

2. Preservation of PrivacyA surveillance system is said to preserve privacy, if it edgenothing
more that the nal output of the surveillance algorithm toygrarty in the system, outside the

camera.
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Figure 4.2 Secure computation df(F) by a set of compute servers. Every frafés shattered into
shares|; by the camera. Each server receives and does computatiais urivate) sharé;. The
observer receives only the ' nal' output of the algorithm.

3. AssumptionThe servers are assumed toHmmest, but curious1 nature. i.e., they will carry out
the expected computations faithfully, but may try to ledvowt the original image from their view

of the data. They are independent in the sense that theyetilailude to extract any additional
information.

The functions () and () that form the basis of our protocol are adapted from the @omeécret
sharing scheme using ti@hinese Remainder Theord@RT).

4.4 Cryptographic Primitives

This work contributes at the interoperation of security anthputer vision in surveillance applica-
tions. We now discuss the cryptographic primitives on whiehproposed protocol is build upon.

4.4.1 Secret Sharing (SS)

Secret Sharing [25, 118, 121] refers to a method for digirigua secret among a group of servers
each of which is allocated a share of the secret. The seanddieacconstructed only when the shares
are combined together; on their own, the individual sharessgno information of the secret. Several
types of secret sharing schemes have been proposed ituier&hamir's secret sharing scheme [118]
represents the secret as the y-intercept of an n-degreagolgl, and shares correspond to points on
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the polynomial. In contrast, Blakley's scheme [31] spesithe secret as a point in n-dimensional
space, and gives out shares that correspond to hyperplaateistersect the secret point. The primary
motivation behind SS is of securing a secret over multipteegs. However, computing functions on
the input secretly shared amongservers, requires highly communication intensive pro®¢which
relies on some sort of SMC). Furthermore, such schemed resulge data expansion, which becomes
in-ef cient for large secrets, such as live-videos (as in case). For example, Shamir's shares are each
as large as the original secret, whereas Blakley's scheeneis less space-ef cient than Shamir's.

Figure 4.3 Example of Secret Sharing [8]: Each secret share is a plamkethe secret is the point at
which three shares intersect. Two shares yield only a litexsection.

The primary limitation of the above schemes was the ingitititdo ef cient computations on secret
shares. Asmuth-Bloom [20] overcomes this limitation by king in aresidue number systefh24].
They achieve this by using a special sequence of integersnfording while CRT is used for recon-
struction.

4.4.1.1 SSusingthe CRT

There are many different versions of the CRT based Secreirfgtichemes in literature. Mignotte [94]
and Asumthet al. [20] used co-prime numberg’s while Goldreichet al. [64] focused only on prime
numbers. We now describe the SS using CRT as presented byeblet al. [64]. In the remainder of
this sectionx 2r S means thax is selected frons with an uniform probability.

4.4.1.1.1 Initialization Lett+1 I, wherel is the number of shares and 1 is the minimum
number of shares needed to recover the sedrptimes, each uniquely associated with a server, are
selected such thalp < p1 < p2 < :: < p,. The primesp;, which play a key role in computing the

66



secret shares, are assumed to be public. The security ofstersis based on the non-colluding nature
of the servers.

4.4.1.1.2 Sharing Consider asecreéyy s2 Zp, thatis to be securely shared among ltiservers.
The data owner generates and distributes the secret sisai@bwas:

1. Choosé uniform random numbers satisfying the constrain2r Zp, ; Tt 2R Zp,

2. Determinesf 2 Zp, whereP Qitzo pi suchthaty rymodp fori =0;1; :t. This can
be ef ciently computed using CRT.

3. The secret is encoded in the resultiig We now wish to securely share the new sedtefThe
secret shares are computedsas= Y modp fori =0;1; ;l.

The shares;, is then sent over to a corresponding, non-colluding sdorestorage and processing.

4.4.1.1.3 Reconstruction To reconstruct the secrst a user needs to recollect atleast1 of thel
shares held by different servers. Given a set 6fl shared's; : i 2 |g, the secres is recovered as
follows:

1. ComputeX 2 ZQi2| pi, such thatX s mod p fori 2 |. This is ef ciently computatable
using CRT.

2. The actual secreatis given bys = X mod po.

In the above reconstruction, note that the recovetedas nothing but the encodé. The secret
s which was constrained to i& Z,,, is correctly (uniquely) recovered by takimgodulo pg of the
recoveredX .

4.4.1.2 Limitation of Standard SS

In the above scheme, each share is of gigebits. The total share size is therefore givenpij'1 ipij
>1 jpoj. Choosing an optimaly becomes curcial since it determines both the range of nuswiecan
correctly represent as well as the total size of the shaanderstand the data expansion, consider VJ
face detector [134] as the algorithm we want to securelyrean a 320*240 input frame. In the input
video frame, each pixel is in range [0, 255], as an 8 bit imtetw, during the execusion of the VJ,
the maximum intermediate value we can expect is 320*240*2551 bit integer. Hence oy has to
be atleast 21 bits long. Therefore, every 8 bit pixel is exigahinto shares with the total size of atleast
21 | bits. This is signi cant, since the camera needs to commatrithe shares over to the servers, thus
becoming the bottleneck for the complete system.
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The primary motivation is proposing a paradigm shift for ceal-time tasks was to reduce commu-
nication. We next show that visual-data has certain charatt properties, which can be exploited to
de ne a tailor made SS scheme exclusively for visual datam@ared to the standard CRT based SS
schmes, our scheme signi cantly reduces the data expabgiatieast a factor df wherel is the num-
ber of servers/shares. Such reduction is prominent for kagge such as live-video feeds, thus making
privacy preserving video surveillance practical.

4.4.2 Role of Visual Data

While general purpose secure computation appears to beemhecomplex and oftentimes imprac-
tical, we show that due to certain “suitable” properties isfual information,ef ciency and security
can co-exist in the domain of computer vision! We exploit fhkbowing facts, which are valid for
most of the computer vision tasks, and in particular for sillance problem. Meaningful images from
real-world have the following properties that are of ingn® us:

Limited and Fixed Range: The values that a pixel can take is nite and is from a limitegkd range.
And more importantly, the range is knovapriori. Therefore, algorithms that have multiple possible
answers, but only one of them within this range, are as valigidutions that have only one answer.
Such algorithms need not be useful (or correct) for a gemengose (non-vision) tasks. In this work,
we exploit this by designing an ef cient, secure surveitlarsolutions that has in nite answers, but
only one of them in the valid range. Interestingly, in thiegess, we also circumvent OT, thereby
gaining in ef ciency.

Scale Invariance: The information in the image remains practically unchangh if we change the
units of measurement or scale the whole data. This is noforusost non-image information. We
exploit this to design arapperalgorithm which converts a partially secure algorithm tompletely
secure one. For example, consider a partially secure gigorthat may reveal the LSB of all the
pixels. Suppose this algorithm is run on an input which idest#at least by a factor of two) with
all the LSBs randomized. Then note that with practically har@ge in the output, the original input
(before scaling) is completely secure.

Approximate Nature: The image captured by a camera is an approximate reprasentdtthe
scene. In practice, the camera sensor that is used to capiureage, is itself noisy. That is, the
probability that the camera would generate exactly samgasaf the scene captured at two different
instances, under identical conditions (lighting etc) igliggble. In practice, this implies that the pixel
value 0of100 101, for the captured image. Thus adding negligible "hetrogasenoise to an image
doesn't effect the information retained by the image. Femttore, as already analysed, chosing an
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appropriate scale factor can completely overcome any lplesaiccuracy loss incurred due to the
added noise.

Non-General Operands: A typical vision algorithm has several operators and opgsarniowever
there is no need to expect that all possible pairs could exiahy execution. While it is important
to have the ability to implement all operators, it is not picadly necessary to allow all possible
operands. For example, if an algorithm forbids division kgpaci ¢ number (say 23), one can still
use this scheme as long as you know that your task does notndedidsion by 23. We exploit
this as follows. Traditionally, secure algorithms are daed over nite elds so that the operands
as well as operators could be general. Reader may recall [#dirthat in the absence of public
key cryptography (PKC) and OT, general secure two partytispis are impossible over nite elds.
Since we wish to avoid OT and PKC, we design our algorithm eveet which is a nite eld with
very few exceptions (division by some speciapriori known numbers is forbidden). Fortunately,
our approach allows one to choose these “forbidden” numbEhnsrefore in principle as well as in
practice, it is as powerful as having general operands.

Keeping in mind the above properties, we design a visionispelistributed framework for surveil-
lance tasks that preserves privacy. The emphasis is orrpanfp this ef ciently, thus faciliating proac-
tive surveillance. In our framework, we shatter each vidgo shares and send each one to a different
site in such a way that each site has no information aboutddiees(data-speci ¢ secret sharing). The
complete algorithm runs in this distributed setup, such #tahe end of the protocol, all that the ob-
server recovers is the nal output from the results obtaiaeelach of the site. In summary, our approach
does not contradict the theoretical results, but circurtsséime problem by exploiting the properties of
the data and the problem, without any compromise on theqyrigad accuracy.

4.5 Shattering and Merging

An outline of the proposed solution was sketched in Sec 4t three step protocol can be suma-
rized as 1) Shattering, 2) Computing on the secret sharé@def)ing the shares to obtain nal results.
In this section we formalize the subroutines used by ourgsegd protocol. Th&hatter function ()
is used for computing the secret shares, whileNtegge function () is used for combining the secret
shares to retreive the nal result.

4.5.1 Shatter Function: ()

In our problem, we secure each pixdlpf an imageF, independently using a pixel level shatter:
(). The direct CRT based transformation would compute eactestsal mod p for different primes
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(a) Original Image (b) Res:l %89

(c) Res:(I 44+ )%89 (d) Res:(I 109+ )%89

Figure 4.4 Data Obfuscation: Information retained in the residue ienfay various scale factors and
corresponding distributions.

(pi). However, given the correlation between the neighboriixglp in an image, the modulo remain-
der reveals signi cant information about the secret (im)agee Figure 4.4(b)). To overcome this, we
introduce the following modi cation to obtain the shattenttion ,():

di= p(d;p)=(d s+ ) modp;; (4.2)

whered is a single pixel in the images, is a constant, positive scale factor, ani a uniform random
number: U(O; ' max ); F max s. Note that the rst part of (), effectively makes the LSBs of the
resulting number, random. For examplesiE 2K andrymex = s, thenk random bits are appended
to the right ofd. Intuitively, if p; < s, thend; would essentially be random, and would not reveal any
information about (see Sec 4.6 for analysis).

To shatter an image, we apply the above transformation to pixel in the image independently,
while keeping the set gfi s ands constant. However, we vary the random numbdgr every pixel and
every image that we encode, and hence the result of moduwiaiath is essentially random. Note that
without scaling and randomization, the modulo image wiea considerable amount of information
about the original image (see Figure 4.4(b)). Choosing &itrary range of randomization, results
in partially secure shares (see Figure 4.4(c)). As expthinesection 4.6.1, it is possible to choose a
range for that will generate secret shares that are completely oafedqsee Figure 4.4(d)). In this
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example, the second-order entropy of image 4.4(d) is idehto that of a pure random noise image.
The computed secret shares are then sent over to the respsatvers for future storage/processing.

4.5.2 Computing on the Shares

The operations of addition and multiplication are well dechin modular arithmetic, hence making
the transformed data appropriate for computations. Fanele iff is de ned asif (x;y) = x+y, then
one can computg; + y; at each compute server and recoxer y at the observer using CRT. In other
words, modular arithmetic is homomorphic to both additiad enultiplication (doubly homomorphic),
within the modulo base. i.e.,

(a+ bymod p =((amod p) + (bmod p)) mod p
(@ bmod p =((amod p) (bmod p)) mod p

As mentioned before, given the value of tthes of the above equations for multiple valuesppbne
can exactly recovefa + b) or (a b) using CRT. Thus, every computational server executes a laodu
implementation of the plain-domain surveillance algaritiwith its private share as input. The resulting
outputs at each of the server is then sent over to an observenises thélerge function () to recover
the nal results.

Question: What operations are forbidden in RNS?

Notice that the domain of RNS in notmite eld . Recall that any nite eld has a cardinality qF
for somex, wherep is a prime, where as we are working in a domain of cardindlit- p1 p>  p«.
Hence in our domainZy, , not all divisions are possible. Speci cally, division bgyanumberv, where
somep; dividesv is not de ned inZy, . However, we can get around this problem in our applicatios d
to the following facts:

The number of forbidden divisors is small. For instance aekample given in line numbd26,
out of thel813number, only85 numbers are forbidden as divisors (less théd).

The forbidden numbers are known in advance, and in mostitiigms the divisors are independent
of the data. Hence, we can choose a RNS system that allowsiaiid required in the algorithm.

In our implementation, we take a simpler route: assume thalivasions are forbidden, and im-
plement the division operation using yet another untrusesler. The randomization and shufing as

mentioned in Sec 4.7 secures the intermediate results fiqrarées.
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4.5.3 Merge Function: ()

Given,di = p(d;p) for different primep;s, the secretl can be recovered bgRTby solving a
system of congruence. Theerge function p():

CRT(di;pi)

d= p(di;pi) = S (4.2)

CRT recoverdd s + ), which is appropriately scaled down (integer division by #itale factor) to
get the actual value af. The solution is unique if all the intermediate valudgs { {d;)) are less than
the product of the primeg{s). Note that , which was randomly chosen for each pixel is not used for
recovering the secret. The CRT hence forms our recovergfsemation (), at the pixel level. Thus,
provided all the shares are made available, the secretiifinal video) can be correctly regenerated by
the merge function. In our case, the results of the surveilaalgorithm running at each of the servers
are made available to an observer, who applies the mergéduano retrieve the nal result. Note that
the only information learned by the observer is the nal auttand nothing else.

Question: How is CRT being applied to get outpuRNS is doubly-homomaorphic within modulo

domain, i.e. both addition and multiplication can be cdiyecarried out independently on the residues.
Therefore, an algorithm that can be computed as a funétfpmade up of addition and multiplication
operations can be implemented in the RNS. During the desigary addition and multiplication opera-
tioninf () is executed in the RNS. Thus, at the end of the protocol, wikdtave is the shattered shares
of the nal output. Merging the modular outputs will corrctecover the nal result of (). To clarify
the process, Section 4.5.3 provides some numeric examfdesare computation a set of functions.

Note that:

We achieve ef ciency by working in the modulo domain, thusiging communication overheads
of solutions such as SMC.

Working in modular domain does not ensure privacy (sincaluesis revealed). This is more
serious for visual data, since modular image would retaistrobthe information of the original
image. We achieve privacy by adding random numbers to evrey Ipefore taking the mod.

Evidently, directly adding random noise is a poor solutisince accuracy is traded off. We scale
pixel values before adding random numbers to maintain acgurSection 4.6.1 shows that we
can select the scale factor, the random numbers and the giiisers to achieve perfect accuracy
while maintaining complete privacy.
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The surveillance algorithm runs independently on each ektrvers. Interaction is limited and
for evaluation of functions which require merging of resuleg: thresholding. This is again
secured by randomization/shuf e and use of another urgduserver.

CRT is used to recover the result from the output of each serve

In this model, the only communication required from thelies that of sending the shattered data
to the compute servers. Each compute server can performahtb& computations independently, and
hence the communication overhead is very limited. In orddraost the understanding of the complete
process, we next consider a few trivial examples.

Examples of Modular Arithmetic

The modular transformation that forms the basis of our paitis based on RNS and CRT. Therefore
the operations that are de ned in the RNS are also well de fazdus. To verify the computational
capacity of our protocol, let us consider the following sie¢xamples.

For the rst example, consider the processing of the imagdelpshown in Figure 4.5. As each pixel
is processed independently, consider the pixel with véRid_et the scale factas be33 and the random
number , bel0, the resultingd s+ would be2254 If the image is shattered into three shares, with
primes19, 29, and31, the corresponding shattered shares would &&; 21; 22g.

Computation Servers

,,,,,,,,, camea | f(d)=(2di+5.s)modpi | obsewer
- B s Final Output
Pixel _1q ' |12 15 18| 5| _ :
values p"19 L o L f(d)—2.d+53
68| 78 2] A4 141161 |
85 26 S o 175| 57
Scale et 21| 28 4 18| v Scale
—29 ! 1 [
l s=33 P|—¢—i>‘ —_— -'—?——> CRT 5:1/3;
1 419 28/ 0|11 5
2254"258(: L L,,, ,,,,,,,,,, ,,,,,,,J i i 467E 5325
2817860 o 1"272"; 77777777 , 73";171 57991885
i=31 | 1 |
Rsal%%lgg]ged P_LT" - scaled outpui
7777777777777777777777777 ' 271 23 2 |25/ 0 T
" Shattered Ti réﬁéfb?rﬁéd
Shares Shares

Figure 4.5 Af ne intensity transform in modular domain.

If the algorithm applies the af ne transformatidr{d) =2 d+5 to each pixeH, then each compute
server will carry ouf {di) =2 d; +5 s%p; independently on its share, and obt&it8; 4; 23g. The
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observer will integrate these numbers using CRT to olt&ir3 which when divided by the scale factor
33gives141(2 68 +5 =141).

The above computations are valid only for integer valuegpefands and results. As the pixel values
of an image has a limited and nite range, these conditiomsemsily satis ed. Moreover, any non-
integer operation can be correctly simulated by appraggiatcaling the entire data/algorithm before
the shattering operation. One can exactly reconstructdbal ioutput by scaling down the results as
long as all the intermediate value in the entire computaéia correctly represented in the Residue
Number System(RNS), i.e. the product of the primess greater than any intermediate value in the
entire computation.

Next we consider an example @dver ow'. Over ow occurs when the numbers being represented
are beyond the range of the employed RNS. This leads to émrding recoverd results using CRT. Let
us now consider doing a summation of pixels in a patch. Eve®l jin the image has a value in the
range [0 - 255]. For2 2 patch, the output will be in the range [0-1020]. Figure 4.8 marises the
complete process. As one can notice CRT in this case rectversum a$88 whereas the expected
correct output i$53

f() = Summation of pixels in patch

o l 7777777777777 | 3’7’::Zf:l:f:::Zf: LLL e ;

Pixel o o E ‘
! 'pi=53 | 15| 49 Lo xpected :
| alues P - 51 ——— Output | 553
- ||150 | 97 1] 10] 30 B 3
3 130 176 3 i i 7f'7()7:7(87u7m;’niati70r71 ;)fipi;eisﬁ II/I;di(;)i)i i 3 Final OUtpUti
3 A eieieieieinie e I 588 | |
' scal pi=59 | 19 | 9 IR |
L - > 16 4——»@ﬂ— :
, =90 VIR L Scale |
| S I i e B N A $=1/90
13530 8741 Lo o 3
| A o ™ 52008
I pi=31 |
| P P scaled outpu
! Scaled & 115 |5 Lo Observer !
+ Randomized A
Camera . Shattered Transformed
1 : Shares Shares |

Computation Servers

Figure 4.6 Over ow: The correct output is beyond the range of RNS, tresulits in error in the recov-
ered result using CRT.

The reason for this is chosing an inappropriate RNS. In tlwvelexample, we emplo$ primes,
p1 =53, p2 =59, p3 = 31 and the scale factos, = 90. This RNS correctly represents numbers in the
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range [ (53 59 31)=(90 2),(53 59 31)=90 2)],i.e. [ 538 538. Now since the expected
result of553is beyond the range of RNS, recovery using CRT leads to errors

On the otherhand, suppose we just wanted to add the rst twa&lsiln this case the maximum sum
can be 255 2=510), which is less than upper-bound of the RNS. In this caseitted palues150and
97 are shattered and sent to the servers. The servers do theasimmand sends over to the obseray
28, 13respectively. CRT now recoveB2271, which when scaled down 80 gives247 (i.e. 150+97).

Next example considers the task of computing a polynomiattionf (d) = d d=100 The
maximum intermediate value we need to represent in this isa885 255 A RNS comprising of
4 servers with primep; = 587, p, = 593, ps = 383 andps = 193. The scale factor choosen is
s = 600. Figure 4.7 shows processing a pixel array using the fundt{@). The original image pixels
are scaled by and shattered intd components. The shattered components are independendyesh
at the remote servers. The results recovered by CRT are tiadedsdown bys? to get the expected
results. For a polynomial function of ordéerthe appropriate scaling is given lsyt. The intuitive
reason behind this, is that every pixel is scaledspthereforef (d) gets scaled bg' and we need to
scale it down bys ! to get the correct output.

f(d) = (d * d )/100

7777777777777777777777 . CompuatonServers 'Observeri‘
Pixel Lo l
values pi=687, | 289| 108 167|511 1 22594
= — b : Expected
150 | 97 ! 52| 95 356|220 ! ! ‘ Output || 169|309
130 176 L fd)=(i.diymodpi
! A ! Final Output
! iicga || 557107 110(182| |
! Scale| s=600 [Pi=593 ! I
! T - T— 225| 94
1 1]440|201 282| 77 o |
Toned 2l | | | B SN 169 310
: b 1 _|CRT|
| e - *[P A
| I Lo "o ! !
|78123| 105755 [iiggs || 95| 5 216 25 || d=d*1/100/
! — - !
Scaled & 1| 374] 47 81204 1|
Randomized T
Lo ! 22550 9415
Camera ‘ 3 S mmmmmmmmmmmm e ,
,,,,,,,,,,,,,,,,,,, ! I I I
pi=103 | |162| 128 180| 172 16953 31067
H“ 1
| |151) 184 27| 81| ' Scale \
e LLLETTT T $=1/(600*600)
' Shattered Transformed ]
Shares Shares

Figure 4.7 Polynomial function: Every pixel is modi ed using a polyndathf (d) = (d d)=100.
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4.6 Theoritical Analysis

Parameter selection is a pivotal step for achieving ef cieand privacy in the proposed protocol.
We now take a closer look at the optimal parameter selectimhtlae associated computational and
communication overheads. We also take a closer look at theuaivand the nature of information
revealed by the residue images and the related securityraraty concerns of the proposed system.

4.6.1 Selection of the Primes and the Scaling Factor

Let the number of computation servers employed by the syterk. bGiven the value ok, we

correctly during the running of the algorithm. Typicallyyecould just choose the small&stonsecutive
primes satisfying the above property. The scaling factoseh should be higher than the largest prime,
S0 as to obfuscate each share (see Figure 4.4). Note thanthe of the intermediate values is a function
of the scale factor. So this process might have to be itetamliple of times during the design phase.
LetM denote the maximum intermediate value that is to be reptedémthe surveillance algorithm,
when run in the plain domain. Assume that we require a scaterfaf s to achieve complete privacy.
Let c be the constant such thilt:s© is the maximum intermediate value to be represented afédingc
Note thatc depends on the algorithm and is usually small) in most vision algorithms, for example
if the operations being performed are linear tlods 1, for quadratic functions would be 2 and so on.

In other words, the primgs;;: : :; px are chosen such that:
Q 1
s maxpi; ands < I\I/I—pl (4.3)
|
Simplifying the above, we nd that, if
k c
M < maxp (4.4)
|

then the original image is hidden from the individual sesvékt the same time, we can guarantee that
the reconstruction by CRT is unique. The above inequalitydgsf cient condition and our experiments
show that it is usually not necessary.

4.6.2 Computation and Communication Overhead

In our process, the only computation expected of the cansephdenerating the secret shares, i.e.
applying the shatter function to every pixel of the captuiredge. For a system witk servers, this
involves choosing a random number anadditions and multiplications per pixel. As shown by our
experimental results, this can be done on the y with genksicdware. Each server now independently
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runs the surveillance algorithm on its secret share. Theptmxity of the algorithm is same as the orig-
inal plain-domain implementation. The only computationaérhead is for division and thresholding
operations, for which the merge function has to be exectihis. involves an additiondd + 1 multipli-
cations per operation. A nal merge function has to be exedudy the observer to reconstruct the nal
output.

The communication overheads involves sending the residages from camera to the servers. Each
residue image is made up of pixels of sjpg bits. The total shatter size is therefore the summantion
of k residue images and is equalj®j bits per pixel. Thus, for an origina& bits CCTV stream, an
overhead ofPj 8 bits per pixel takes place. All servers now execute the @lgos independently,
with the communication limited to division and thresholglioperations. For each of these operations,
each server, sends gp;j bits share to a common server, who merges the received shadesends
back thegp;j bits shares of the result of the operation.

4.6.2.0.1 Comparision with Standard CRT based Secret Sharg In the standard CRT based SS
scheme, the size of the each share is atlgagbits. Thus fork servers, the total share size will be
atleastk jPj bits. On the otherhand, in our scheme, the total share sizepistojP| bits, therefore
reducing the data expansion, thus communication, by arfaétk. The division and thresholding are
performed in a similar manner in both the schemes, howewarischeme the communication overhead
is minimized, since each share is of sjpg bits, while in standard it is alteaf®| bits, thus reducing
the communication costs by a factorlaof

4.6.3 Analysis of Privacy

Privacy of the system refers to the amount of informatiorhef€CTV video that is revealed to the
server. Anideal and perfect zero-knowledge scheme regjthieeshares to be of equal size (as in Shamir
scheme). However, in the CRT based SS schemes, the sizessifdhe space and secret space are not
equal. Quisquatest al.[105] showed that CRT based SS schemes are asymptoticaityadpoth from
an information theoretic and complexity theoretic viewpaivhen the parameters satisfy a simpli ed
relationship. We now show that our modi ed scheme is alsavastptically optimal for visual data and
thus satis es the same notion of security as in [105].

Note that the privacy of the system is based on splitting tifierination present in an image into
multiple shares. The parameters used for shattering egorilmesp; and scale factos are constant for
each shattering operation and are in general assumed tdbe gthe only possible information leakage
of the secret is that retained by each share. We now andlyt&tzow that with an optimal parameter
selection, the information retained by a share is negkgiliLonsider a pixel with valud 2 [0; 255}
which is scaled by, followed by addition of a random number, Note that, if follows the uniform
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distribution,U(0; rmax 1), the distribution ofr; = %p; would be:

k+1)=r DX <r o0p;
Pr(r; = x) = ( ) =Imax max . op; (4.5)
K=rmax ; otherwise;

wherek is br max =p c. The above distribution will be uniform, leading to perfeeturity ifr nax is a
multiple of p;. On the other hand, ifax is not a multiple ofy;, there is a slight step of siderrhax (see
gure 4.8) in the resulting distribution a&x = rmax mod @, wherer ,ax known only to the camera.

Atx=r_max mod p_i
1 r/

—  efTTTTTTITooooooooooooooooooooooooooes e

p_i

Pr(r_i=x)

X

Figure 4.8 Remainder Distribution: Ideal (dotted) and practical ihotlistributions of the shatter for
d=0.

If the pixel value isd, and in the worst case remains exactlgicross a very large number of frames,
thei™ server might be able to estimate a distribution with a kink atl + rmax modp;. Even in the
worst case, if the server is able to exactly detect the kindmly knows the value o§ d+ rpax mod
pi. Therefore, the amount of information abalis exactly same as the amount of information ag; .

If we take a naive approach of choosingax : i.e., choose is randomly from a ranfgg g+ R], then
rmax Modp; will not be uniformly distributed for allp; — however, it will be very close to uniformly
distributed, with a step @& modp;. That is, for a particular pixel valud, the sharal;, is marginally
more likely to be within a certain range of pixel values.

In short, we see that the method of shattering is statistigaipossible to break for images, and
unlike encryption based methods, even if it is broken, mgthiseful can be learned from the information
that is revealed. The advantage of our method is that suafhdéniel of security can be achieved, while
allowing computations to be carried out ef ciently on theattbred videos.
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4.7 Implementation Challenges

As described above, the process of carrying out integettiaddand multiplication in the modulo
domain is relatively straight forward. We might feel thateotan achieve any operation that can be
modeled as a combinatorial networkAND andXORgates, which makes it equal in power to a general
purpose computer. However, there are many practical ciggketo be overcome to implement the
functionalities.

4.7.0.0.2 Representing Negative NumbersModulo arithmetic is carried out using positive integers
only. Hence one has to map the range of numbers used in antlafgdo an appropriate range of
positive integers. Signed numbers in the residue form gmesented with an implicit sign. If the range
of numbers used is (0, M), we used the numbers in the range /@), thl represent positive numbers,
and for the remaining numbers it is negative. The changegmaijZjy is performed by the operation
of additive inversion of Z, i.e. -Z=M - Z, which is equivalettt (M, z3;m»  zp;::myg  Z).

4.7.0.0.3 Over ow and Under ow The employed RNS, correctly represents integers in theerang
(-M/2, M/2). Use of numbers beyond this range will result iroes in the recovered results using CRT,
which we refer to as over ow or under ow. Over ow and undenware safely avoided by working in a
domain large enough to correctly represent all intermediatues encountered. However, the net data
size of the shattered video streams is directly proportibméhe domain-size that we work with. An
ef cient domain can be chosen by precomputing the upper 8@mmthe possible intermediate values,
and then appropriately deciding on the RNS.

4.7.0.0.4 Integer Division and Thresholding Operations such as divisions and thresholding are
dif cult to achieve in RNS. Division of an integek by B is de ned asA=B = (a;:h 1) modm; in the
RNS. This is valid if B is co-prime with M anB dividesA. For this to always hold, one would have to
take into accounB, in choosing the RNS. Though this looks practical (sincedtiginal algorithm is
known beforehand), it might not always be ef cient since dhattered data size (of bits) is directly
proportional to the chosen domain-size (consider the cémganmultiple division operations are to be
performed using different divisors, validating the digisifor every divisor would result in a blowup of
the domain size, thus affecting ef ciency).

An alternate solution for division and thresholding can bsigned using an additional computational
server. Every independent computation server (ICS) seratdloeir respective residues to the additional
server, where the merge function is applied and the divismnparison is performed in plain domain.
However, simply doing this would end up revealing the intediate results to the additional server. To
secure against such information leakage, every ICS doegessilele randomization (multiplying by a
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constant) of their respective residues before sending themto the additional server. The additional
server does the division/comparison on the randomizedmtzgamerging) it received. The computed
result is shattered by it and sent back to the respective 18&enit is de-randomized to retrieve the
actual(expected) modulo result.

4.7.0.0.5 De ning Equivalent operations Finally, the primary challenge remains in de ning the
implementations over the modular domain for any algoritkor. every functiorf (d) we need to de ne

f {d;) such that mergin§ {d;) would give back (d). In general, one can imagine building a compiler
that converts a given functioh() into the equivalent functiof{). However, the complete treatment

of the generic solution is beyond the scope of this thesisthénnext section we will describe the

implementation and analysis of a few standard operatioed imsvideo surveillance.

4.8 Implementation and Analysis

We now provide a detailed account of the implementation aradyais of a common surveillance
task, tracking of moving objects, using the proposed fraotkw We describe the mapping of this
problem to the framework and show the steps involved in @agrput the computations. We also
describe in brief, the results of face detection in the psepldramework.

The process of tracking is carried out in two steps, that ahge detection by background subtrac-
tion, followed by tracking of points of change.

4.8.1 Background Image Subtraction

We rst consider the problem of background removal. Spealilg, our problem is: given a static
background image (in shattered form), subtract it from ezaghtured image, such that at any point of
time, the original image or the background image is not rfexkto anyone. At the end of the protocol,
all that is learned by the observer is the nal output (thdeddnce image). The complete process can
be sub-divided into:

1: Deciding the RNS:Every pixel in the image has a value in the rafi@e 255} In background
subtraction, the range of numbers in the resuf is [ 255 255] orY = [0;511](using an implicit
sign). Shattering involves scaling every pixel$yTherefore in the RNS we need to correctly represent
the rangeR = [0;s:Y]. The optimal number of servers and the prime numbers de tirggRNS is
chosen as described in Section 4.6.1. In our example, werhaaber of serverk = 3, the scale factor
s = 33, and the primes ari9; 29, and31. These set of parameters form our RNS, which is made public.
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2: De ning the Algorithm: Next step is to map the original algorithm into modulo domaimour
case it is pixel-wise subtraction of a xed background im#B¢ from the captured image framg J,
both in the shattered form. As the only operation that needsetperformed is subtraction between
two scaled quantities, the equivalent operation in the rwodamain would be the subtraction of the
corresponding shattered pixel values as described inddettb.2.

3: Capture Image and Shatter: The image captured by the camera (Figure 4.9(a)) is shdttere
using the modular transformation described in Sectionl4.5 our example, the parameters used in
the shatter function are the ones as obtained above. Inguieff is scaled bys = 33 and its lower
order bits randomized to obtain an imaddeThe imagd Cis then shattered using the primgs and the
shattered shares are sent to the corresponding servers.

4: Apply the algorithm on shattered components: The shattered components received by the
servers are now independently processed at each of theseA® de ned in step 2, the background
imageB Cis subtracted from the each of the input frames. At the sefwie arithmetic operations are
done modulo primgy;. For example if the difference of two pixels is computeddas- 100, and the
corresponding prime for the servemis= 29, then the difference is stored 280%29 = 13

5: Merge the outputs at the observer:The computed results are sent over to the observer who uses
the merge function (see Section 4.5.1) to obtain the nabattin our example, the observer obtains the
3 shattered images. Now the observer uses the Chinese rem#iedrem(CRT) to reconstruct every
pixel of the output image from the corresponding pixel valoéthe shattered images it receives. For
example if the components of a particular pixel after suttiva aref 12;0; 11g corresponding to the
primesf 19; 29; 31g, CRT would reconstruct 1508from these values. The result is then scaled down
by the initial scale factoB3to obtain the nal result as 45.

4.8.2 Change Detection

The detection of change involves subtraction of a frame fedbackground frame, which is carried
out as explained before. We also update the background itmageplacing pixels in the background
where change is detected with the corresponding ones freffothground. This is done directly in the
RNS. The difference values are integrated by a thresholskimger, using CRT, which then compares
the result against the pre-de ned threshold to detect motio

However, sending the shattered differences to a thresteoigkisreveals the difference image. To
avoid this, we apply a reversible pixel shuf e that would e any structure in the image, before
sending it to the threshold server as explained in Section 4.
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(a) Input Frame (b) Shattered Frame (c) Shattered Background

(d) Shuf ed Difference (e) Change Detection (f) Output+Original Image

Figure 4.9 Change Detection: (b,c) are the shattered shares seen hkyf time compute servers, (d)
is the obfuscated difference image obtained after a pixel sh(e) is the output as available with the
observer, and (f) comparison with original image.

Image | #of Comp. Time Commn.
Resol. | Servers| Serv. | Merge| Data | Time
PITS'0C 3 0.367| 1.294 | 324 | 0.025
768x576 5 0.362| 1.433| 270 | 0.017
7 0.377| 1.316| 162 | 0.013
CAVIAR 3 0.110| 0.292| 81 | 0.006
384x288 5 0.122| 0.310| 67.5 | 0.005
7 0.137| 0.338 | 40.5 | 0.003
Towers 3 0.071| 0.189 | 56.25| 0.004
320x240 5 0.074| 0.201 | 46.87| 0.004
7 0.073| 0.217 | 28.12| 0.002

Table 4.2 Average computation and communication times for changectien.
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The additional (untrusted) server thresholds the recdivede to get a shuf ed binary image. This
is sent back to each of the ICS, where it is de-shuf ed to ol@dithe nal binary image. As the result is
now in plain domain, one can also apply any post-procesgiggations such as erosion, merging, etc.
to remove any noise. Moreover, the background learning aank ¥a the transformed domain as the
pixels with no change are known to the compute servers in fante. We also note that the accuracy
of the algorithm is not affected by the obfuscation procassindicated by the comparison with plain
domain result. Figure 4.9 shows a sample frame that is begepsed in the framework.

Table 4.2 shows the exact time (in seconds) spent by theidhdilycompute servers as well as the
thresholding server (usually the observer). We note tha &ith a non-optimized implementation on
a desktop class machine, one can achieve a computation spaptb 14 (QVGA) frames per second
at each server. The total data to be transmitted in the po@eKilobytes) and the corresponding
communication time, assuming a 100Mbps connection betteetwo servers, are also given. We note
that most operations are carried out in sub-second times.

4.8.3 Optical Flow and Tracking

The above algorithm can be further extended to compute thieabpow. We use the change de-
tection results as guidelines, and compare a patch arountdneation pixel against its neighbors. The
comparison is done using correlation, which is similar ® @fine transformation operation described
in example in Figure 4.5. The optical ow estimates thus il along with the motion segmenta-
tion results from the previous section can be used to buildraptete system that detects and tracks
people/objects.

Figure 4.10 shows the results of optical ow being computsihg the secret shares and the results
superimposed on original frame.

(a) Original Frame (b) Tracking (c) Tracking in Plain

Figure 4.10Computation of Optical Flow: (a) Frame from input sequerfbg optical ow computed,
and (d) results superimposed on original frame. Note tleastattered images are omitted here.
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4.8.4 Face Detection

For the next experiment we implement a more complex clagsitee popular face detection algo-
rithm by Viola and Jones(VJ) [134] that uses a cascade dfickas. Each classi er is dependent on a set
of Haar-like features. We note that all the features can bepeted by addition or subtraction of pixel
values within a rectangular neighborhood. As the pixel talas and subtractions can be implemented
directly in the RNS, the mapping of feature computation imtio framework is straight-forward.

Note that we do not attempt to learn the classi ers from thatteined images, but use those which
are learned from plain domain images. In a nutshell, VJ adapéjection cascade, where every image-
window is passed through the cascade to detect faces. Agrahienage representation(which is sum-
mation of pixels) is computed for the input image. For evapge of the cascade, the rectangular
features are computed from the integral image (this ilngbhadition and subtraction operations). The
computed feature values are securely merged and compaagustathe cascade threshold to decide
upon the acceptance/rejection of the window.

Considering that the only operations involved in VJ are tholdj subtraction and thresholding, it is
fairly straight forward to de ne the equivalent functionsr fmodular domain. Each computation server
computes the integral representation of its own secreegltiais is equivalent to 'shatter' of the integral
image computed in plain domain). The cascade (which isecdhin plain domain) is then applied
independently at each server. Every window of the imageeis lassed through the cascade, for which
the feature value is computed for every weak classi er. In etup, every server can independently
compute its share of the feature value (computed from thegjiat representation on its secret share).
Thresholding is done (as described before) with the helppifel shuf e and an additional server. The
location of the windows that pass through the complete ciesaee made known to the observer as nal
output. Figure 4.8.4 shows the result of face detection dngut image as obtained by the observer as
well as the plain domain result for comparison. Once agaimete that the outputs are identical. One

(b)

Figure 4.11 Face detection (a): Captured input image, (b): Result asived by observer, and (c)
Detection result, if run on the plain image. The detecteddare shown in white boxes and the current
window being processed is shown in gray.
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can also notice that the plain image as well as the featureesalomputed are hidden from all parties
involved, thus securing against any possible informateak&ge, and in the process only knowledge
gained by the observer is the nal output.

Image Parallelization
Resolution3 | 5 | 7 |10 |12
200x 200| 463.0| 289.4| 231.5| 173.6| 173.6
320x240 | 994.8| 621.7| 497.4 | 373.0| 373.0
400x320 | 1777.1 1110.7 888.5 | 666.4 | 666.4
512x512 | 3908.4 2442.7 1954.2 1465.6 1465.6

Table 4.3Data transferred between thresholder and servers (in KB).

Table 4.3 shows the variations in the amount of communinatietween the compute servers and
the observer as the size of the image and the number of seagtsThe amount of data is shown in
Kilobytes, and can be communicated over high speed commectd the observer for thresholding.

4.8.5 Overheads of Parallelization

To estimate the effects of encoding in terms of computatimth@mmunication overheads as well
as accuracy, we study three different aspects. In the rpeament, we compute the average number
of bits in an encoded frame and the total image size. An istierg observation from Table 4.4 is that
as the number of compute servers (or primes) increases,\vénage bits in the resultant image rst
decreases, and then increases. The increase in the latés gae to the need of using larger primes,
which drives up the size of the resulting image. One can avelpose an optimal number of servers,
as already explained in Section 4.6.1.

Avg Data Size
# primes| Scale| Avg bits Size/Framq Total Size
3 17 6 56.25 168.75
4 31 5 46.87 187.48
5 19 4 37.50 187.50
10 13 3 28.13 281.30
20 11 5 46.87 937.40
50 31 6 56.25 2812.5
100 37 7 65.23 6523

Table 4.4 Average data size (without compression) vs. amount of |gdization

Figure 4.12 shows the time required for shattering and mgrgi frame. We note that the time
required for merging is considerably higher due to the uskamgfe-number arithmetic when dealing
with scaled numbers. Even then, the system is able to do tpesations in well under a second.
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Figure 4.12Time required to shatter/merge a frame with increasing rarrobservers.

4.8.6 Comparision with SMC

Clearly, any secure solution needs more processing ovemsature one (eg. http vs https). For
an application, if overheads are within acceptable lingitgrovably secure method is always preferred.
Our method compares with crypto solutions (SMC based) imgeof privacy, which are extreamly
inef cient. Our main achievement is an approach that aadsewmformation theoretic privacy, while
being extreamly ef cient over SMC. Our cameras can be inegpe as the in-camera operations are
simple and xed. For example, VJ based FD on a QVGA frame meguévaluation of 92636 windows
(Wo =24, Hy = 24, S = 1:25). As per [22], each window takes a few seconds for a non-face a
several minutes for a face. Even at 2 secs per window, thislates to 185272 secs (51 Hrs) per frame,
which we reduce to 2-3 secs per frame. The processing timducdrer be improved by processing
several windows simultaneously.

4.8.7 Data Transformation and Accuracy

Animage is encoded as the residue images computed fromeaisuaiky version of the input image.
To study the quality of the restored image, we conducted paraxent to encode a set of varied images
over a range of parameters and computed the PSNR scoree @l8ldf the recomputed image. We see
that all the images have PSNR in the fties. Note that for imapmpression purposes, a PSNR value
of above35is considered very good, and our transformation is prabtit@ss-less.

As the images are represented faithfully by the transfdonaand the algorithms are exactly mapped
from the plain domain, the performance of the algorithm&i@groposed framework would be the same
as that of their plain domain equivalents. Furthermore, ate that the noise, that we add to a scaled
pixel is conditioned to be always less than the scale factdhis is equivalent to adding a noise of less
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Image Scaling Factor
Resolution11 |31 |80 [120
320 240| 51.552| 51.309| 51.138 51.134
512 512 51.598| 51.345 51.176/ 51.161
640 480 51.568| 51.301| 51.141) 51.138
800 600 51.567| 51.307| 51.142| 51.134

Table 4.5Peak Signal-to-Noise Ratio(PSNR), fork =5

than 1 unit to the original image. This noise is often far g8 that present naturally in surveillance
videos and does not affect the results of the algorithms.

We have presented experimental results on a range of tadksasa (change detection, optical ow
tracking, face detection). The results presented weredmbeinderstanding the computational and
communication overheads at each stage, any loss of accm@aoyed by computation in the proposed
framework, as well as the effectiveness of data obfuscdtioprivacy. We consolidate the experimental

evaluation by providing a few more visual results.

(a) Input Frame (b) Shattered Share 1 (c) Shattered Share 2

(d) Shattered Share 3 (e) Result of Merging

Figure 4.13Shatter and Merge: The input Frame is shattered3rdomponents. The reconstruction is
done by the merge operation. The high quality reconstmdtiwvalidated by the PSNR score of 51.34.
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(b) Shattered Share

(d) Merged Image (e) Convolution in Plain

Figure 4.14Image Convolution: (a) Input Image, (b) Shattered Framaiobt by a server, (c) Pro-
cessed shattered Frame, (d) Final Result obtained afteyimgeie) Equivalent result obtained by pro-
cessing in plain domain.

(a) Input Frame (b) Shattered Frame (c) Shuf ed Result

(d) Final Result Obtained (e) Expected Result

Figure 4.15Change Detection: (a) Image Frame as captured by Camefe¢bgt share, as received by
one of the servers, (c) Shuf ed result available with theesitrolding server, (d) Detection Result, post
merging, as obtained by observer, (e) Corresponding detecsults as computed in plain domain.
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(a) Input Frame

(d) Merged Result (e) Expected Result

Figure 4.16 Optical Flow. (a) Input Frame captured from camera, (b) ®hedl share, (c) Change de-
tection history, (d) Results obtained post merging by olmefe) Result on computing in plain domain.

(a) Input Image (b) Shattered Share (c) Change Detection

(d) Tracking Result

Figure 4.170bject Tracking: (a) Input image as captured by camera @f}ested share available at one
of the servers, (c) privately performing change detectieriqgmed, (d) tracking result as obtained by
the observer. Change detection is performed as descrilfexeb&he patch matching is done by nding
maximal correlation.
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(a) Input Image (b) Shattered Share (c) Merged Image
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(d) Expected Result

Figure 4.18Face Detection using VJ: (a) Input image, shattered andteestrvers, (b) shattered share
at one of the servers, (c) result as available with the olesefd) result in plain domain. Detected
faces are shown in white, while the current window being essed is given in gray. Note: The exact
detection results are computed, (same positive/negaiivéow detection takes place)

4.9 Discussion

The main contribution of the work is in introducing a paradighift in looking at private visual
surveillance problems from the traditional SMC based apgnes. This change in view allows us
to have a simpli ed capture device, an ef cient unidirectad data ow, and surveillance operations
performed directly on the shattered streams. One couldimagsimple modi cation to the surveillance
camera with modulo division implemented in hardware, ponuly, say 3 randomized video streams.
The streams will be connected to three different serviceigens, ensuring that none of the servers gain
any information about the image. Whenever a thresholdiregaimn needs to be performed, they can
communicate with a common server, through high speed nksatorachieve the functionality. Such an
architecture provides us both security as well as computand communication ef ciency.

Note that only the surveillance results will be availablehe observer (law enforcement, govern-
ment, or security provider). The plain video stream will lkeeaaled only if all the service providers
collude, which is easy to avoid. The fact that each videoastrearriving at the individual servers,
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lack any information of the original video, provides us watlsimple mechanism for secure archival of

surveillance data. Essentially, each of the servers cae #steir streams independently. Note that if one

needs access to the plain data, one can make the servicdgmoutlease their respective data under a
court order for legal or investigative purposes. The oVenahitecture is thus designed to address all
the concerns mentioned in Table 4.1. One could also builecdextl hardware based solutions for each
in a much more ef cient manner, essentially making privatiee surveillance, practical.

As noted from Figure 4.12, the shattering and merging ojperatare extremely ef cient. Using
an approach that avoids encryption or cryptographic pm$osuch as SMC enable us to achieve real-
time performance on video surveillance tasks. For exangpie,can carry out change detection at each
of the servers at5 frames per second even with a non-optimized implementatioa desktop class
machine. One could build dedicated hardware based sofutboreach in a much more ef cient manner,
essentially making private video surveillance, practical

In addition to the above advantages, our approach is alfly sealable, as the computations carried
out be each server is identical. One could design a singl@ajzed hardware for a compute server,
and replicate it to achieve larger scale operations. Tlig ptovides fault-tolerant properties, when
combined with the use of CRT. One can recover the results wijpatations even if one server stops
working, as long as the product of primes from the remaingnyers are more than the largest number
used in computation.

Above all, the framework provides a generic setting to catryan arbitrary vision task. As the basic
operations of addition and multiplication can be realizethie transformed domain, one could imagine
building a compiler that transforms any existing non-sedrplementation of a surveillance algorithm
into a secure/privacy preserving one. However, one migatirie de ne more generic procedures for
operations such as sorting and memory indexing to achigselthshort, the approach has the potential
to extend to other areas of visual data processing as well.

One of the disadvantages of the shattering algorithm isd@baation in our ability to compress the
resulting video schemes. One might note again that abdigompress, and ability to hide information
are opposing goals for a representation. Possible apmeachovercome this include working with
compressed video sequences as input, or the use of numbegtthecompression schemes.

In short, we have presented an ef cient, practical and lyigldcure framework for implementing
visual surveillance on untrusted remote computers. Toegehihis we demonstrate that the properties
of visual data can be exploited to break the bottleneck offraational and communication overheads.
The issues in practical implementation of certain alganghincluding change detection, optical ow,
and face detection are addressed. This work opens up a neweaf@ practical and provably secure
implementations of vision algorithms, that are based ofmidigion of data over multiple computers.
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Chapter 5

Private Yet Ef cient K-Means Clustering

In this work we introduce an ef cient privacy-preservingofwcol for distributed K-means clustering
over an arbitrary partitioned data, shared ambingarties. Clustering is one of the fundamental algo-
rithms used in the eld of data mining. Advances in data asij@n methodologies have resulted in
collection and storage of vast quantities of user's persdata. For mutual bene t, organizations tend
to share with each other, their data for analysis purpobkas,raising privacy concerns for the users.

Over the years, numerous attempts have been made to intrgdivecy and security at the expense
of massive additional communication costs. The approashggested in the literature make use of the
cryptographic protocols such &scure Multiparty Computation (SM@pd/orhomomorphic encryption
schemetsike Paillier's encryption. Methods using such schemesl@meven communication overheads.
And in practice are found to be slower by a factor of more théfh

In light of the practical limitations posed by privacy usithg traditional approaches, we extend the
idea of computing on secret shares to enable unsuperviagtrg algorithms such as clusterirgecret
sharingallows the data to be divided into multiple shares and psexseparately at different servers.
Using the paradigm of secret sharing, allows us to desigroeapiy-secure, cloud computing based
solution which has negligible communication overhead careg to SMC and is hence over a million
times faster than similar SMC based protocols.

5.1 Introduction

K-means clustering [51, 62] is one of the most widely usetieyues for statistical data analysis.
The simplicity and effectiveness of the algorithm have nitglesage conducive in various applications
ranging from machine learning, pattern recognition an@ aaining. Researchers use cluster analysis
to partition the general population of consumers into magegments and to better understand the
relationships between different groups of consumershialecustomers. However, the collected data
may contain sensitive or private information about the @mgrs, thus heightening the related privacy
concerns [47,128].
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To clarify our problem setting, let us consider a scenari@rgtseveral companies have collected
certain information of their clients. Having such largeleclions of data provides them with an ideal
opportunity to gather knowledge that could improve the grenfance of the organizations. However,
privacy and secrecy considerations can prohibit them frbamisg their sensitive data with each other.
The widespread applicability of the problem setting makesaperative to nd a secure and an ef cient
solution to such a signi cant problem. Addressing the peoblrequires many practical challenges to be
overcome before a possible wide-scale deployment. Théiaolshould not just be provably secure i.e.
it leaks no additional useful information, but should alsimimize the additional overheads in terms of
communication and computation costs required to introguizacy. Vaidyaet al.[131] summarize the
state of art methods available for privacy preserving datang. They adequately answer the questions
of "'when', "why', and “how' privacy preserving data mininglstions becomes the need of the hour.
More detailed reviews of the previous work can be found inykfiers et al.[133].

A simple solution to gain maximum knowledge is to make all dhganizations to share their data.
However, this results in zero privacy. On the other hanttusted third party (TTP)pased solution,
alleviates all privacy concerns. Under these solutions,atiigregate data is made available to a TTP,
who runs the clustering algorithm and answers to clientsigsi§49,52,53]. However, nding a trusted
third party is in general infeasible in real world [65]. Moker, as the data is available in plain, TTP is
susceptible to be compromised. Privacy preserving datmgimas introduced to address this speci ¢
problem. Solutions were sketched to extract knowledge byimyahe participating parties to compute
common functions, without having to actually reveal thettividual data to any other party [17, 88].

Previous solutions can be primarily categorizedathose usinddata Perturbation techniquesnd
i) those employingecure Multiparty Computation (SMO)he rst category of approaches introduces
noise and data transformations to achieve partial privaty [37] [91]. The clustering is then done of
the noisy version of the data, resulting in approximatelgrextt clusters [17] [100]. Such approaches
compromise privacy for practicality, however the key adage is the negligible communication over-
head needed by such approaches.

The second category of approaches aims to achieve compledeyp This is done using the well
known cryptographic protocol of SMC [65]. SMC facilitategr@up of people, each with its own private
data, to perform some common computation task on the aggrefj¢heir data. SMC ensures that, in
the process, no any personal information of data is revdaledy one [89]. However, the SMC based
protocols are found to be extremely computationally exper[65]. In other words, an operation which
requires a single round of communication in a non-securdementation, would require hundreds of
thousands of rounds of communication (depending on the bfosize) to achieve the same operation
in a secure implementation using SMC. For data mining apfitins, the sheer volume of the data
involved makes the protocol infeasible in terms of the comitation cost. For example, Vaidyat
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al. [132], Inanet al.[70] and Wrightet al.[72] use SMC as a subroutine to propose privacy preserving
clustering. However, the huge computational costs makesetisolution impractical. Considerable
modi cations have been made to improve the computationaiezfcy, such as, by restricting the usage
of Yao's protocol to only a few limited computations/opéoas [16].

Another set of proposed approaches uses the semanticallyesadditive or multiplicative homo-
morphic encryption schemes [101]. In such a protocol, onéymncrypts its data using its public
key, and share the encrypted data with the other party forpateion. Interactive protocols are then
designed to carry out the clustering algorithm [77] [37]. eTdverheads of encryption and the com-
munication costs needed to carry out clustering limits #t@pe of such algorithms. Interaction can
be reduced with the usage of a doubly homomorphic schem@. [Hivever, the only known doubly
homomorphic scheme is the one recently proposed by CraitrG@3] and would most likely lead to
a computationally intensive theoretical solution.

Most of the recent works speci ¢ to privacy preserving K-msalustering have concentrated on
building interactive protocols. Vaidyet al [132] proposed a solution to K-means clustering over verti-
cally partitioned data. They used a clever randomizatiahparmutation algorithm to privately achieve
cooperation among the parties. Thresholding is done useggare circuit evaluation. However, the
computational costs makes the solution impractical faydatata-sets. Jhet al [77] proposed solutions
for horizontally partitioned data. The rst of their protolds based on oblivious polynomial evaluation,
and the second one uses homomaorphic encryption. The prbpostocols provide provable security of
the private data, however in the current form reveals trerim¢diate cluster locations to each party and
is restricted to horizontally partitioned datiman et al [70] proposed another protocol for horizontally
partitioned data. Their provably secure solution is agaiseld on the secure multiparty computation
of dissimilarity matrix over the data. Wriglet al [72] introduced the concept of arbitrarily partitioned
data. Their solution too uses SMC as a subroutine. As Baimh[37] points out, in [72] the interpreta-
tion of division as multiplication by the inverse does ndisfg correctness. Bunat al [37] proposed
solution is also based on homomorphic encryption schemes.

In this work, we achieve the security at the level of SMC wikidzping the communication costs
to a level similar to that of the rst category. We achievesthising the paradigm of th®ecret Shar-
ing [20] over a mesh of processing servers. Our solution is fsttype, and is both ef cient and
mathematically simple. In the process we also side-stegdhemunication bottlenecks posed by the
usage of SMC and asymmetric encryption schemes. Our propadation is not only computationally
ef cient but also secure independent of whether or R& NP. We however do assume the servers to
be non-colluding and having the ability to generate randomlvers.
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5.2 The Problem Setting

We address scenarios Nf parties, each with its own private data, wishing to privallaborate
for doing cluster analysis on their aggregate data. Pwlitticof the solutions to this critical problem
faces many challenges. The solution needs to not only béesit @nd provably secure, but should also
avoid any trade-offs between accuracy and privacy. TaldesBmmarizes the primary concerns that
needs to be addressed for widespread adoption of the ptotiteonow look at the architecture of our
proposed solution.

We propose a ‘cloud computing' based solution that utilites services oR, (R > 2), non-
colluding servers. Each of the users, is required to compute tResecret shares of its private data
using ashatter function(see the algorithm, de ned in Section 5.3). Each share is g@nt over to a
speci ¢ server for processing. Note that the shatter fuumcénsures that the computed secret shares on
its own reveal no information about the original privateadathe cloud of employed servers, now runs
the K-means algorithm using just the secret shares. Thequbénsures that none of the users/servers
have suf cient information to reconstruct the original @athus ensuring privacy.

a) Data Security: Secure storage of sensitive data is important. Every ozgéion wants tq
secure itself against a possible data theft by either adensir a hacker.

b) Accuracy: Introduction of privacy should not compromise the accuracthe results of
the algorithm.

c) Privacy Preservation: The participating parties would like to keep their sensitilata
private during computations. No information, other tham4sensitive data mining results
are allowed to be learned by others.

d) Ef cient Computation & Communication: Large overheads are to be avoided. Qb-
fuscation should not blow up the data-size. Moreover, eusgr wishes to minimize the
communication costs at its end.

e) Facile deployment:Collaboration between two parties should not be hinderegragti-
cal issues in deploying PPDM. A dedicated mesh of computa@vers implementing the
PPDM protocol makes it viable.

f) Reconstruction of data: Organization should have an ef cient method to reconsttinet
private data. Obfuscated data, with each server, shouldenvetl any information of the
original data.

D

g) Fault tolerance: Ability to avoid the denial of service (DOS) attacks and $ngoint of
failures.

Table 5.1Primary challenges in practical privacy preserving dataing (PPDM)
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Each of the (N) parties 'shatters' its d
Shattered data i

Figure 5.1 Sample Mesh of servers. Each of tNe users shatters their private data (Sec: 5.3) and
sends over the components to the pre-seleRtedrvers for computation. The nal result is obtained by
merging (Sec: 5.3) the outputs of the computational serye@bove example\ is 2 andR is 3.

The shatter function that we choose allows ef cient compates using just the shares. That is,
unlike SMC, the number of rounds of communication to implatren operation on secret shares is
equivalent to that required in a non-secure implementatiotihe same operation. The advantage of
this is that it signi cantly reduces the communication sogver the similar SMC based protocols, thus
making privacy preserving clustering practical. Figurke ghows a pictorial description of the proposed
architecture, while the algorithm is discussed in detaf@ction 5.4.

Figure 5.2 shows the notion of arbitrary partitioned datdescribed by Wrighet al [72]. Note: it
is a generalization of both horizontally and vertically tianed data. We borrow the same notion and
extend it toN users. In our setting, the attribute names form the pubfarination. Each of the entity
is either completely owned by one of the users, or the ate#are shared among theusers, where
the share of some users can also bdf a record is ‘completely’ owned by anyone, then its existe
remains hidden from other users. If any of the attributesafoentity are with more than one user, in
that case a weighted average of the attribute values isdenesi for the computational purpose. Entities
are indexed using a mutually agreed upon indexing scheme.inlexing scheme addresses the two
concerns of) hiding the entity's identity from the servers, aiijda common index for accessing the
vertically partitioned data.
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Figure 5.2 Arbitrarily partitioned data (among 2 parties) as desdibg Wrightet al

The only computation required of the users ishattertheir respective data amdergeto get the
nal result. Communication costs for them are of transfegrithe shattered data to the servers and
downloading the outputs. The actual algorithm is being nuthe cloud of servers owned and operated
by (untrusted) service providers. The expected outcomkeoptotocol is to correctly classify the data
points without revealing any information. That is, the tdwisassignment should be identical to when
no privacy protection is employed. Every user should ordyriehe cluster assignment of its own data.

The actual cluster locations can be made known to the u$aigged upon.

Our proposed framework provides the ability to ef cientlyster the private data partitioned among
various users. We compare and analyze the computation amehgoication overhead of our protocol
against a zero-privacy protocol, under which each usersseigldata (in plain) to a third party for
clustering. In our process, all concerns mentioned in Talf#leare addressed. Note that our proposed
approach does not fall into any of the three categories gésmliin Section 5.1. This work therefore

opens up a new direction of research to look at privacy pvesgdata mining.
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5.3 The Building Blocks of Security

We use the paradigm of Secret Sharing (SS) to achieve priaadyef ciency. Secret Sharing
(SS) [118] [25] [20] refers to the methods for distributingsecret among a group of servers, each
of which is allocated a share of the secret. The secret cardmmstructed only when the shares are
combined together; on their own, they have no meaningfolrmétion. In our problem setting, we ask
each of the collaborating users to compute the secret sbatbsir private data, and send them over
to the processing servers. The processing servers thagdyicollaborate (without reconstructing the
actual data) to run the K-means algorithm over the secreeshidote that not all SS methods allows
computation on the secret shares. In order to achieve tligdept the Chinese Remainder Theorem
(CRT) based secret sharing schemes [20] [64].

However, in the SS schemes of Asmettal. [20], and Goldreictet al. [64], the size (the number of
bits) to represent each share is greater than the size ofitfiead data. In other words, fdR servers,
using these schemes results in a minimurRdbld storage increase. Data expansion is important since
it results in cost overheads in terms of storage and inferaeimong the servers. It becomes even more
critical for applications such as data mining that dealfwiluminous data.

Understanding the similar limitations, in Chapter 4 we msgd an ef cient method to do privacy
preserving surveillance on videos (voluminous data). imwork, we extend the method and propose
secure protocols to privately carry our collaborative trigg. The data to be clustered using K-means
can be thought of as points in[d dimensional Cartesian space. The data is bounded, i.e.siatha
xed range, and its scale invariant, i.e. even if we scaledkis, the cluster assignment will still be
the same. These two are the required desirable propertidealata, that are suf cient for one to
adopt the secret sharing scheme as proposed by us in Chaptée therefore, adopt th8hatter(to
compute the secret shares) avidrge (to reconstruct the secret) functions for the Cartesiaa dat
design a communication and computationally ef cient siolatto achieve privacy preserving K-means
clustering.

Our proposed solution can be summarized as a three stepkdtd each user computes the secret
shares of his private data, 2) shares are then sent over twd of servers and clustering is privately
carried out over the shares, and 3) the users reconstrctdusier assignment and the cluster centers
using theMerge function. Before we jump into describing the K-means protdn Sec: 5.4, for the
sake of completeness we brie y describe SleatterandMergefunctions as de ned in Chapter 4. The
ShatterandMergefunctions as de ned in Chapter 4 are as follows:

Shatter Function (x) - Compute and store the secret shares of the private datia de ned as the
one that splits the datainto R parts,xs, X», ..., XR, such that each shane,, by itself does not reveal
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any information aboukx. The participating users pre-decide a seRgbrimesP1; ;Pr and a scale
factorS. TheShatter functions de ned as:

Xi= (X;Pij)=(x S+ ) modP;; (5.1)

wherex; is i!" secret share, andis an independent random number for each secrsuch that
0 S=2. The secret shane is stored with thé™ server and on its own gives little meaningful
information ofx.
In our scenario, each user can shatter his data (each &toba record is shattered independently,
is random for each attribute) and sends over the shares Bp#ue c servers for storage. The size of
each share is given Bgg(P;) per attribute.

Merge Function () - Reconstruct the secret :given,x; = (x; P;j) for different primeP;s, the secret
X can be recovered usingRT [46] by solving a system of congruence. Thmerge function () is

de ned as:
CRT(Xi; Pi)

X= (x;P)= S

(5.2)

CRTrecovergx S + ), which is appropriately scaled down (integer division by fitale factor)
to get the actual value of. Note that , which was randomly chosen for each attribute value is ned us
for recovering the secret. The CRT hence forms our recovanstormation (). In our scenario, ()
is used for reconstructing the cluster centers as compuytéaketclustering algorithm.

5.4 The Proposed Algorithm

Following notations are used for describing the protoceitLLbe the number of entities, each made
up of D attributes. K be the number of clusters required, abid 1 i K, denotes the cluster
locations. The data is arbitrary partitioned amdhgusers.R (R > 2) is the number of computation
servers employed. Each server is associated with a unidone B, therefore the number of primes
is alsoR. Each entity is represented inCa dimensional space. The common distance metrics; such
a Euclidean, Manhattan or Minkowski; are used for nding tistances. To explain the algorithm
we will consider a Euclidean space. As the nal output of thizvgry-preserving K-means (PPKM)
algorithm, each user learns the cluster assignment of ttiesrowned by them, i.e. which of their
entities belong to each clusters. If agreed upon, the locaif the K-clusters is also revealed to the
users.
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The complete protocol can be divided into two phases. Ttephase deals withi) choosing the
appropriate primes and the scale factyrshattering the data, anij) secure aggregation of the data at
the servers. Theecond phasef the protocol deals with the clustering algorithm on thgragate of
the shattered data available with tRecomputational servers. The basic algorithm follows dlyeitom
the standard K-means algorithm [95], which consists ofdlstepsi) Initialization, ii) Lloyd Step, and
iii) Stopping Criterion. The complete protocol is as follows:

5.4.1 Phase One: Secure Storage

The rst step is the selection of an appropriate residue remsgstem (RNS) for secure storage. We
extend theanalytical methodo compute the parameters required for ensuring the sg@ani privacy
in our problem setting. For a value & we selectPy, , Pr, such that their produc®, is larger
than any intermediate value we have to represent in ouritiguor This range can be easily computed
from the range of values we expect in the computations. Egdfie axis and translating the origin of
an Euclidean space does not change the nal cluster assignidence we represent negative numbers
with an implicit sign [129], i.,e. x 2M  x. Floating point data is taken care of by appropriately
scaling the dataset to retain a certain decimal precision.

Let[ U;U] be the range of numbers we expect in the computations ontsg@ees. We choose

R

P;j's such thatP = P,  2U. Typically, one could just choose the smallest of Bi@onsecutive
j=1

primes satisfying the above property. For complete obfimtaf the data, the scaling factor chosen

should be higher than the largest prime. We now analyticdilyose the optimal set of parameters for
our problem setting.

5.4.1.0.6 Parameter Selection: Let[ M;M ] be the attributes domain. Then the points can be
represented in ® dimensional Euclidean space, RZDM . Let W; be the square of the maximum
possible Euclidean distance between two points, i.e. ttanie between the two extreme points, thus
we getW; = 4M2D. Also letW, be the maximum sum of the coordinates we can get for a cluster
(needed for computing the cluster's mean). This is easimmatable adV, = 2ML (entire database
belong to a single cluster). L&Y be the upper range of number we expect in K-means, therefere w
haveW = max(Wq; W>).

Let us now assumes to be the required scale factor to get complete privacy. Tpetidata is
scaled using this factor. This can be viewed as scaling tieaixthe Euclidean space lfy, i.e. a
point x in the old coordinate system is mapped3o x in the new scaled space. Therefore, we get
U = max(W1 S? W, S). The primes now need to be chosen such that:

S maxP;; andP  2U: (5.3)
J
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Simplifying the above, we nd that if:
S (2W)rz (5.4)

then the individual servers will have little meaningfulaonfnation.

Each of the N-parties uses thkatter functior(Eqgn: 5.1), to compute secret shares of their respective
data. The shares are then sent over to the servers for pirareddote that we make no assumptions
on how the attributes of various data points are partitiomexdng theN -parties. IfD is the (virtual)
database arbitrarily shared among theparties. Each servgrbasically then stores the shatter@f
w.rt. Pj.

5.4.1.0.7 Privacy: Each server stores only the shattered share of the datangskthe servers do
not collude, little meaningful information of the entitieslearned by any of the servers. This follows
directly from the security of the shattering scheme. In #riire phase the only information learned is
of how the data is actually being partitioned among the usars for each entity which all attributes
are being held by which user. However we note that, in pradhits information gain is not signi cant,
and known a prior [132]. The indexing scheme employed esdina the identity of the entity remains
unknown to the servers.

5.4.2 Phase Two: Secure K-means

At the end of the phase one, each computation server staegthet shares (w.r.t. prinkg) of the
databas®. Since the scaling fact@ was kept positive, the distance comparison in the origipats
will be equivalent to distance comparison in the new scapets. Thus, the cluster assignment of the
entities in the scaled space would be identical to what weldvbave expected in the original space.
The nal cluster locations are obtained from the clusterteesithat are learned in the transformed space
after appropriately scaling down and removing the intredliandomness.

Our algorithm will follow the same iterative structure aattbf the standard K-means algorithm [95].
The objective is to cluster the data (available as secreeshawithout leaking any information to any
of the servers. RNS being doubly homomorphic, the operstaraddition and multiplication can be
independently carried out at each server. However divisioth comparison (both used in K-means)
are dif cult to do privately in the RNS. We overcome thesedlifties by designing communicationlly
ef cient, privacy preserving protocols for them over oneind of communication.

We now give a step by step description of the protocol usegfiase two.Note here that theN
users are oblivious of algorithm and the data involved insphtavo. The contribution of this work is not
to improve upon the K-means algorithm as such but to proposf eient protocol to privately carry
out the clustering.
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5.4.2.1 Step one: Initialization

LetCq1,Co, ,Ck betheK cluster centers, where ea€hy is aD dimensional vector. The clusters
are initialized as th& entities from the databag® chosen in a pseudo-random fashion. Since, we want
to keep the actual cluster locations also private, we thore sinly their secret share components. i.e.
for a cluster locatiorCx, 1 k K, the computational servgr 1 | R, stores the vectoCy; ,
where,Cy; is the secret share @ w.r.t. P;.

The servers commonly choose the indiceKofentities as the initial cluster centers. The secret
shares of the chosed entities, present with the servers, are used as the seenetsshf the initial
cluster center€y. That is, at servey, Cy; initialized to the secret share of the chosen entity. The
pseudo-code of the algorithm is given in Algorithm 9.

Algorithm 9 PPKM: Initialization

1: for each clustek =1 to Kdo
2:  Choose arandom entity indéxd L

3:  We want to initializeCy = X, whereX, be theD dimensional vector of entitl.

4.  for each servel, =1 to Rdo

5: Let X be the data corresponding to entitgvailable with the server. We knoW;
is shatter ofX; with modP;, and was stored with the server during phase one.

6: Initialize, Cy; to X}, whereC,; is the shatter share @ with modP;.

7. end for

8: end for

Privacy: Servers do not learn any additional information of the dathe initialization is done,
directly using the secret shares. This is done independahtach server, thus resulting in zero com-
putation and communication overheads over TTP.

5.4.2.2 Step two: Lloyd Step

In an attempt to minimize the objective function, each tierareclassi es and recomputes the new
cluster locations. The algorithm terminates when it dstaod change'(de ned by the termination
criterion) in the cluster locations. Every iteration canrbpresented as a sequence of three steps as
described below.

5.4.2.2.1 Finding Closest Cluster Centers: As stated before, since the scaling factor was set to
a positive number, nding the closest point is equivalentrtding the one with the minimum of the
distances squared in the scaled space. Thus, for everymtitiaX, 1 | L, we nd the square of
the Euclidean distance to each of the cluster ce@grd he distance square between taimensional
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vectorsX andY, is de ned as

(X§+ Y{+2:X4:Yo) (5.5)

d=1

which is a set of additions and multiplications. Now, RNSigedoubly homomorphic, the above equa-
tion can be directly computed using the secret shares. Hemeey server can independently compute
the respective secret shares of the distances betweéndhta points and thi cluster locations. For
every data poinK, let T be theK length vector, whose shalig, denotes the distance square between
data pointX| and cluster cente€y. The task is to, without actually reconstructing, comphjtefrom
the shatter shares &f; and to assign the poitR, to a closest clustek.

Tik is represented in the RNS such tAg§ denotes the secret shareTopf (w.r.t. P;) available at
serverj . Now, each of the servgrcan use the Equation 5.5 to compute the sh&gg X using its locally
available secret shares &f; andCy; .

Next, for each data poidt we need to nd the clustek such thatT is minimum. This would
require reconstructing and comparimg's. However, to maintain privacy, the actual distancig,s
should be kept private. We overcome this dilemma by applgiotgver permutation and randomization
scheme T is secured by applying another layer of randomization orsdwet shares before sending
them over for comparison to another untrusted server (totdsr). Finding the minimum of thi
numbers is a® (K ) algorithm, i.e. the current minimum has to be compared afj#ire next potential
candidate. We next describe the protocol to nd the minimuntme numbers,Z, andZ,. This can
then be repeateld  1times to nd the minimum oK numbers.

Finding the minimum: (Z; Z,) OimpliesZ; Z; else otherwise. In-order to check for
this, at each server, we can compute the differehge Z, and send over the difference shares to
an untrusted server for reconstruction and comparison. edery this naive approach reveals to the
thresholder the distance between the two data points. Weeséts by randomizing the secret shares
of the differences before sending it over for comparison. dAfe even keep the random number itself
unknown to any of the servers by the following protocol.

Each of theR servers chooses a random numbeand sends over; mod P; to serverj. Thus,
each servey, hasp :le ri %P orr % P;, wherer = P R ri (Algorithm 10: steps 5-12). The servers
uses this to randomize its share of difference. The randedidifference shares are then sent over to an
un-trusted server who reconstructs the randomized diféerend returns the comparison against zero
for nding the minimum of the two. The smaller number is thesngpared against the next potential
candidate. After a series 8 1 comparisons a data point is con dently and privately assipto a
nearest cluster center. Note that the communication castfucther be reduced by choosing the random
numbers of ine, i.e. when the systems are idle. Each sengntains the list of the secret shares of the

random numbers,'s used in the nal protocol.
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Algorithm 10 Find Minimum of K Numbers Protocol

1: LetZq, Z,, ... Zx be theK numbers we want to nd minimum of
2: Ris the number of computational servers, each kno#iggfor1 k K andl |
R, whereZ,; is the shatter share @ with modP;. Note that the actual value & is
kept secret from all the servers.
3: Initialize minindex =1
4: for every index, k =2 to Kdo
5.  for every server, j=1to Rlo
6: Select a positive random numbgrand share the modulo of with every other server
(step 7).
for every other server: i=1to Ro
Sendrj; =r; modP; to the server.

© N

9: end for

10 end for

11:  for every server, j=1to Rlo

12: Let rj0 be the summation of thR random numbers received at each sejver

13: Compute the difference of the secret shareZ gfingex andZyx. Randomize the
difference by multiplying With’jo.

14: The randomized difference share is sent over to the thréshol

15:  end for

16:  Thresholder applies the merge function to obRf{(Z minindex Z\), whereRis the
summation of R positive random numbeys The randomized difference is compared
with 0 and the result sent back to the servers.

17: if Threshold Resutt 0 then

18: minindex = k

19: endif

20.  For next iteration, the role of the thresholder is switcheémnother pseudo-randomly
chosen server.

21: end for

22: Returnmin _index

Correctness: Consider a poink', for which we want to nd which is closeY or Z. Let the points
be shatteredwith scaleS and randomizatiom, B anderespectively. Thus, we have:

(Xl,XQ, ,XD)' (S X1+ ai, ,S XD+aD) (56)
(Y Y2, 5Yp)! (S Ya+ by, S Yp+by) (5.7)
(Z1;2Z5; 1Zp) ! (S Zi+ ¢y 'S Zp + Cp) (5.8)

Let us assum¥ is closer tharZ , then following holds:
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X X

(Xi Y)? (Xi  Z;)? (5.9)
Using the secret shares, the corresponding distances stdted space are computed as:
X
Disty = (S(Xi Y)+(a h))? (5.10)
X
Dist,=  (S(Xi Z)+(a&a a))? (5.11)

Given that Equation 5.9 holds, the protocol is corred@ift ;  Dist ,. From the constraints given
in Section 5.4.1, we kno®w aj;b;¢ S=2,thusweget S=2 (a h) S=2.
X X
(S(Xi Y, 1=2))> Dist, (S(Xi Y +1=2))2 (5.12)

X X
(S(Xi Zi 1=2))*> Dist, (S(Xi Zi +1=2))? (5.13)

Thus, the protocol satis es correctness if Equation 5.1tus whenever Equation 5.9 is true.

X X

(S(Xi  Yi+1=2))? (S(Xi Zi  1=2))? (5.14)
This will hold if the Cartesian System is designed so as ttifpuhe effect of the additional 1=2

in Equation 5.14. This is achieved by having the step-sizbénCartesian system asi.e. the data is

scaled by2 before choosing the parameters (Section 5.4.1).

Privacy: The protocol is secure against both the GCD and factorizdtésed attacks. The servers
are made to jointly choose the randomization, which is cffé for every threshold operation. This
ensures security against the factorization based attatke.role of the thresholder is also switched
among theR servers in an random order, thus ensuring security ag&iest€D based attacks.

5.4.2.2.2 Updating Cluster Locations: Once each of thé data points has been assigned to one of
theK clusters, the next step is to recompute the cluster locatiBar every clustek, the cluster center

is updated to the center of mass of the newly assigned paint®etcluster. Thus, the new coordinate
of the clustekk is a (weighted) mean of the corresponding coordinates ofthgoints assigned to the
clusterk. Letny be the number of data points assigned to clustéfor any clustek, each server stores
the secret shares of the data points. Each s¢qvean thus independently compute the siBuarfiq )
using the secret shares of thg data points. The updated cluster location is then obtaiyedividing

the sum of co-ordinates hy,. However as we know that the generic division is not de nedha
RNS, therefore we cannot directly divide the sum's sharagthEérmore, so as to maintain complete
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privacy, we will like to keep the updated cluster locatiom&kmown from all the servers. Therefore, an
interactive protocol, similar to the one used for thresimgds employed for the job. We now describe
the privacy-preserving division protocol (PPDP)

PPDP: Consider a numbeX, secret shares of which are stored atfheervers. The task is to
privately divideX by n, such that the secret and the quotieng = b%c is kept private from all of the
servers. At the end of the protocol, all that the sefvgets is the secret share @iv.r.t. P;. PPDP is
achieved through a single round of interaction, and theesefata X , is secured using a permutation
and a randomization method.

Just as in previous protocol (Algorithm 10, steps 5-12),Rheervers jointly computes two random
numbersr andr® such that servar knows only the shares of them. Each server now randomizes its
share ofX according to Equation 5.15, before sending it over to arrusked server. As in the previous
protocol, this server is switched among fReservers in a pseudo-permutation fashion. The randomized
shares are then reconstructed usingriisegefunction to computeX ° (Equation 5.15).

Division is then performed to compute the randomized quoti as given by Equation 5.17, where
gis the actual quotient that we wish to compute (Equation)5.X\M& next compute the secret shares of
a®and sends them over to the speci ¢ servers for de-randomizaEach server computes its share of
quotient,q, from qo using Equation 5.18. The secret share of the cluster centaen updated to the
computed share of the quotient. The pseudo-code of thequiaggiven in Algorithm 11.

Algorithm 11 Privacy Preserving Division Protocol (PPDP)

1: R computational servers, storesX) = shatter oiX with modP;, ii) n
2: Randomly seleat, r° in the manner similar to as described in steps(5-12) ofrétya ?2.
3 Loet at each servgr, rj, r? be the shatter shares of the two chosen random numtzerd
re.
for each server, j=1to Ho
ComputeX?=r; (Xj + r? n) mod R
Sende0 to the thresholder (switched among servers in a pseudo maodder).
end for
Thresholder uses the merge function to compUfe
Computeq’= bx7°c
10: Send over thef’ to serverj , whereq?is the shatter share of with modP; .
11: for each server, j=1to Bo
122 De-randomize the received quotientto get (¢ r;* r’) mod R
13: end for
14: Now, g is the required shatter share of the quotigntyith primeP; .

© o N oG A

X1 X%=r (X+r°%n) (5.15)
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_ X
q= " (5.16)
XO
o= il (g+r9 (5.17)
qg=(¢ r;* r’)modp (5.18)

Privacy: The PPDP method provides high level of privacy for the sedag. The randomization
parameters andr %are jointly chosen and remains unknown to all. The randotioiza@f the secret data,
X, is itself done using the secret shares. The randomizatioctibn (Equation: 5.15) is designed so as
to safeguard against the potential attacks such as faationzand GCD based. In the entire process, no
additional meaningful information is leaked to any one. Tethod not only provides provable privacy
but is also ef cient with communication cost limited to oreund of interaction.

5.4.2.2.3 Checking Termination Criterion: At the end of every iteration, we check for the close-
ness of the new clusters. The “closeness' is de nei) asnimizing the total energy of the clusters, the
energy of a clustek is given asEy = P 1¥(ks k), ii) the new clusters locations are close to the old
ones. i.e f (ke q?k), or iii) the number of points making transition across austis small.

If the closeness is below the threshold, then we go to step thitherwise continue with next iteration.
Any of these de nitions can be privately implemented usihg approaches like already described.

5.4.2.3 Step three: Knowledge Revelation

At the termination of the Lloyd step, the cluster centersséweed as the secret shares atRhserves.
The cluster assignment of the anonymized entities is alaadle. To learn the cluster locations, the
servers are made to collude under legal agreements. Thetydehthe entities is known only to the
data owner, and hence he is the only one who learns the natal@ssignment. The cluster locations
can be revealed, only if agreed upon.

5.5 Cost Analysis

We analyze the overheads of one iteration of the algorithime fbtal cost depends on the number
of iterations required to converge, which is dependent erntehmination criterion. The overheads are
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computed against the naive TTP based protocol(i.e. sertmglata in plain to a trusted server). A
comparison is also drawn against those using the primisuel as homomorphic encryption or SMC.

5.5.1 Communication Cost

The overheads incurred are a result of the interaction arttengervers needed for the operations of
division and comparison during the Lloyd step. In our solutievery comparison and division requires
just one round of communication. Forentities in aD dimensional space and clusters this translates
to(K 1) L comparisons and D division operations per iteration. Thus requiriffy 1) L+ K D
rounds of communication per iteration.

We now compare against the traditional protocolsThe approaches suggested in literature uses
computationally intensive interactive protocols to impknt secure multiplication and comparison. The
common basic tool used is Oblivious Transfer (OT), whichuimtis used for secure circuit evaluation.
The communication cost is linear in the number of multigima gates in the circuit. In K-means,
the number of gates for an operation of multiplication, sl and comparison is linear in number of
bits. Moreover, each round of OT is also computationallyemgive as it involve®©(log(W)) PKC
encryption/decryption subroutines.

Compared to this, our shattering based solution, which isedein RNS, is doubly homomorphic.
Thus, enabling secure multiplication without any commatian overhead. In practice this is a huge
gain over SMC. Further, the interaction is limited to juseaound of communication for both division
and comparison operations. Thus, introducing the paradifshattering and merging signi cantly
reduces the overhead costs over the traditional privacgepving clustering solutions.

5.5.2 Data Expansion

Securing the data as secret shares results in a data expafisioptimal selection of the parameters
is discussed in Section 5.4.1. Each attribute which reglig{W ) bits of storage in the plain domain
is shattered to a total size (@f—z log(W) bits. On the other-hand, using the standard SS scheme
would lead to a total size & log(W) bits. Thus, shattering operation gains by a factadRof 2 over
the standard scheme. The data expansion is critical notdardyto the storage costs but also because
it determines the number of bits required per round of comication. For example, 82 bits data
shattered intd shares require54 bits, while using the standard scheme would requiré8 bits of
storage. Another advantage is in the performance gain s fammputations are possible for attributes
represented using less number of bits.
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5.6 Discussion

We propose a novel “cloud computing' based solution usiegptiradigm of Secret Sharing to pri-
vately cluster an arbitrary partitioned data amdhgisers. Traditional approaches uses primitives such
as SMC or PKC, thus compromising the ef ciency of the solngi@nd in return provide very high level
of privacy which is usually an overkill in practice. This vkocontributes at ways of looking at things
differently. We show that privacy need not be always at thet obef ciency.

We exploit the properties of the data and the problem to oir@nt the limitations faced by tradi-
tional methods (that are general-purpose). Our soluti@s et demand any trust among the servers or
users. Security is based on the standard assumptions oftiaurtecurious, non-colluding servers hav-
ing ability to generate random numbers. As expected, thopobis costly compared to the one with
zero-security. However, the additional costs are kept tingnmum and are negligible compared to those
of SMC. Unlike SMC, in our method interaction is limited toeoround per division and comparision
and is reasonable for a practical deployment.

With the RNS being doubly homomorphic, the paradigm of eheiy and merging is generic and
has potential to extend over to even more diverse data mapptications.
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Chapter 6

Conclusions

In this thesis, we introduced ef cient privacy preservingiocols for processing visual data. Tradi-
tionally, generic cryptographic primitives such as TTPRISMC etc., have been employed for ensur-
ing the security and privacy of sensitive data. However, h@\sthat the associated computation and
communication overhead are signi cantly high, making sapproaches of limited practical interest. In
light of this, a few solutions have recently been proposdthfarove the ef ciency by making a tradeoff
in privacy and accuracy.

The work in this thesis opens up a new avenue for practicalpaodable secure implementations
of vision algorithms, that rely on distribution of data ovaultiple computers. Broadly, we address
the scenarios, where a service provider Bob, lends the gsowe power and algorithms to clients.
However, for many practical applications, Bob may not wisimiake his proprietary algorithms public,
while a client himself may not be willing to reveal his prigadata to anyone, including the processing
server. This is closely related to secure multi-party cotafion (SMC) problem in cryptography. In this
work, we propose application speci ¢, computationally @&nt and provably secure computer vision
algorithms for the encrypted domain. In designing the dllgors, we addresses the issuesbtacy
andef ciency by utilizing the domain speci ¢ knowledge.

In our rst work, blind authenticationwe propose private biometric authentication protocololhi
is extremely secure under a variety of attacks and can bewitec wide variety of biometric traits.
The primary advantage of the proposed approach is theyatiliachieve classi cation of a strongly
encrypted feature vector using generic classi ers such asr&dl Networks and SVMs. In fact, the
authentication server need not know the speci ¢ biometait that is used by a particular user, which
can even vary across users. Once a trusted enrollment saregpts the classi er parameters for a
speci ¢ biometric of a person, the authentication servereisfying the identity of a user with respect to
that encryption. The real identity of the person is hence&ataled to the server, making the protocol,
completely blind. This allows one to revoke enrolled tertgdeby changing the encryption key, as well
as use multiple keys across different servers to avoid hedatied, thus leading to better privacy.

111



We then present an ef cient, practical and highly securenfravork for implementing visual surveil-
lance on untrusted remote computers. The challenge ofduding privacy and security in such a
practical surveillance system has been sti ed by the enasmmomputational and communication over-
head required by the solutions. To achieve this, we dematesthat the properties of visual data can
be exploited to break the bottleneck of computational androanication overheads. This change in
view allows us to have a simpli ed capture device, an ef dienidirectional data ow, and surveillance
operations performed directly on the shattered streamly. tBa surveillance results will be available to
the observer. Our method enables distributed secure miogesnd storage, while retaining the ability
to reconstruct the original data in case of a legal requirim&8uch an architecture provides us both
security as well as computation and communication ef cienc

We next extend our proposed paradigm to achieve the ahilithotun-supervised learning using K-
means in the encrypted domain. We use the paradigseatet sharingwhich allows the data to be
divided into multiple shares and processed separatelyffatelit servers. Using the paradigm of secret
sharing, allows us to design a provably-secure, cloud ceimgpbased solution, which has negligible
communication overhead compared to SMC and is hence ovdliamtimes faster than similar SMC
based protocols. Our proposed solution is not only comjoually ef cient but also secure independent
of whether or noP 6 NP. Our paradigm is generic and has the potential to extendtoveven more
diverse data mining applications.

In future, one could further extent the approach to makepabée of implementing generic vision al-
gorithms. We need to explore the possible extensions of trk t® other domains and design solutions
addressing issues mentioned in Section 1.1.
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Appendex

6.1 Negative number representation and homomorphic propey

A two's-complement system is a system in which negative remslare represented by the two's
complement of the absolute value. An N-bit two's-complememmeral system can represent every
integer intherange 2N tto+2N 1 1,

Basically, we use the implicit sign representation of thmbars. If the range of numbers used is (0,
M), then we use the numbers in the range (0, M/2) to represesitiye numbers, and the remaining to
represent negative numbers. The representation is chosarstire a single representation of zero, ob-
viating the subtleties associated with negative zero. lrsgatem, a negative number: -x is represented
as x' = M-x. Ef ciently handling the negative humbers is anglamentation issue. We note that once
the numbers are encoded using the implicit sign representate can carry out the regular arithmetic
operations on it to get the correct result.

Fundamentally, the two's complement system representtinegntegers by counting backward and
wrapping around. For example: -95 modulo 256 is equivaledsttl since: 95+256 = 95+255+
1=160+1 =161

To understand the homomorphic property of the representgticonsider the following examples.
For the purpose of explanation, let us consider M to be 10imple encryption function to be expo-
nentiation and the corresponding decryption function wdug logarithmic. The example encryption
function we have used is additive homomaorphic.

In short, given a number x, we normalize it and then scale tmt@ia an acceptable decimal pre-
cision. We then compute the corresponding representatiom our system. It is then encrypted to
w = &, This when decrypted gives zs= (In(w) + M)%M . X is recovered from z as follows, if
z>M=2,thenz=2z M, elsez.

Let us now consider a few numerical examples to comgutex; + X, in encrypted domain. The
examples are considered to cover all possible sign combirsabfx, andxs.

1) Letx; = 20 andx, = 22, we computex) = 20, x§ = 22. These are then encrypted using the
encryption function to gety; = €% = €, andy, = €*? = €22. The sum is computed in the encrypted
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domain asy®= y; y, = €2° €?2 = ¢*2. The nal sum is recovered post decryptiomyte In(y9 = 42.

2) Letx; =20,x2 = 12, we computex§ = 20, x = 101 12 = 89. These are then encrypted
using the encryption function to geti = €% = €20, andy, = €2 = €89, The sum is computed in the
encrypted domain agi®= y; y> = €° €% = el9, The nal sum is recovered post decryption to
y = In(y% = 109 > 50, thereforey = 109 101 = 8.

3) Letx; =12,xp = 25 we computex? = 12, x9 =101 25 = 76. These are then encrypted
using the encryption function to geyy = et = €'2, andy, = €2 = €’6. The sum is computed in
the encrypted domain ag®= y; y, = e? e’® = €%, The nal sum is recovered post decryption to
y = In(y% = 88 > 50, thereforey =88 101 = 13

4) Letx; =-13,xp = 23, we computex) = 101 13 = 88,x3 =101 23 = 78. These are
then encrypted using the encryption function to ggt= e = €8, andy, = €*? = €8, The sum is
computed in the encrypted domain 8= y; y, = €®® €6 = ¢'%6, The nal sum is recovered post
decryption toy = In(y% = 166%101 = 65 > 50, thereforey =65 101 = 36.

5) Letx; = -28,x, = 28, we computex? = 101 28 = 73, x§ = 28. These are then encrypted
using the encryption function to ggt = e = '3, andy, = €2 = €. The sum is computed in the
encrypted domain agi®= y; y» = e €8 = !9, The nal sum is recovered post decryption to
y = In(y% = 101 > 50, thereforey = 101 101 = 0.

The number representation, is basically an implementétmre. The data can be imagined as points
in an n-dimensional space. The classi er is a hyperplanaigdpace, while the con dence score is the
distance of the data point from this plane. Now, one can eynghy ef cient translation, rotation and
scaling as long as it is made sure that the distance comraiisihe original space is equivalent to the
corresponding distance comparision in the transformedespa
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6.2 Residue Number System (RNS)

A residue number system (RN3$24] represents a large integer using a set of smaller énsego
that computation may be performed more ef ciently. It relien thechinese remainder theorem (CRT)
[124] of modular arithmetic for its operation.

A residue number system is de ned by a sekafteger constants,
fmy;ma;ma; i mgg; (6.1)

referred to as the moduli. L& be the least common multiple of all time; .
Any arbitrary integetX smaller tharM can be represented in the de ned residue number system as
a set ofk smaller integers

fX1;X2;X3; 1 Xk G; (6.2)

with x; = X modulom; representing the residue class6fto that modulus.

6.2.1 Chinese Remainder Theorem (CRT)

The CRT is the method to reconstruct integers in a certaige&om their residues modulo a set of
pairwise relatively prime moduli. We denote

Zy, = 1, 5 ng (6.3)
Let M =mim,. Suppose 2 Zy . An equation of the form
ax b mod n (6.4)
is called dinear congruenceConsider the numbers

a; xmodmgy (6.5)

a, Xxmodms

The CRT considers the question of recombiniig a, back to gek. CRT tells us, when the system
will have a solution, and if does have a solution, it providasalgorithm for nding one. We will want
to solve this equation fox.

6.2.1.0.1 Theorem 1 The linear congruencax b mod nhas a solution if and only dl j b, where
d = gcda; n). If d does not divide b, then there are d mutually incongrisahitions modulo n.
If gcda;n) = 1, then the linear congruenee b mod nhas a unique solution modulo n.
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6.2.1.0.2 Theorem 2 Letmy; my;:::; my be pairwise relatively prime integers. Thatged m;; m;) =
lforl i<j K. Leta; 2 Z, forl i k and setM = mim,mg3:::my. Then there exists
a uniquey 2 Zy such thaty a mod m;, fori = 1;::;k. Furthermore there is a@(k?) time
algorithm to compute y giveas; a; m1; mo, wherek = max(jmyj;jmyj):

6.2.1.0.3 Proof For each, let
ng = (M=m;)2Z2Z (6.6)

By hypothesisgcdmi;n;) = 1 and henc® by in Z,, such that

nib  1modm (6.7)
Letcg = hnj. Then

G 1 mod m; Omodm;; for : j 6 (6.8)

Set X
y cia mod M (6.9)

[

Then for each

y a; mod m; (6.10)

Further, ify®  a mod m; for eachi theny® y mod m; for eachi and sincen;s are pairwise

relatively prime, it follows thay ~ y°mod M, proving uniqueness.

6.2.1.0.4 Algorithm Let,
Y
M = mi (6.11)
i=1
wherem; are pairwise relatively prime. We can represent any intégety, by ak tuple whose
elements are i@, using the following correspondence:

A $ (a1 ag; i &) (6.12)

whereA 2 Zy,a 2 Zny,,anda; = Amod m;, forl i k.
For every integerA such thatO A < M there is a unique&-tuple @q;ay;:::; ax) with
0 ai < m; that represents it, and for every suchuple @i; ay;:::;ax) there is a uniqué\ in

Zy . Computing A from @1; ay; :::; ax) can be done as follows:

LetM; = M=m, for 1 i k.NotethatM; = m; my @ mj 1 M+ 0 MESO
thatM; Omodm; 8j 6 i.
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Thenfor : 1 i k let

¢ = M;i (M, *modm) (6.13)
By the de nition of M, it is relatively prime tam; and therefore has a unique multiplicative inverse

modm;. Thus the above equation is well de ned and produces a unighigc;. We can now compute

X
A ( &¢)modM (6.14)
i=1

6.2.1.0.5 Example [123] To represent 973 mod 1813 as a pair of numbers mod 37 and 49¢ de
m; = 37,mp = 49, M = 1813, andA = 973. We also havéM; = 49 andM, = 37. Using the
extended Euclid's algorithm, we comput, 1 = 34 mod my andM, 1 = 4 mod m,. (Note that
we only need to compute eabh; and eactM; 1 once for all.) Taking residues modulo 37 and 49, our
representation of 973 is (11,42), because 973 mod 37 = 11 &hch®d 49 = 42.

Now suppose we want to add 678 to 973. What do we do to (11,4R¥? vie compute (678%
(678 mod 37, 678 mod 49) = (12, 41). Then we add the tuples elewiee and reduce (11+12 mod
37, 42+41 mod 49) = (23, 34). To verify that this has the cdreffect, we compute:

(23;34)$ ayM M, * + asMM, P mod M (6.15)
= [(23)(49)(34) + (34)(37)(4)] mod 1813
= 43350 mod 1813
= 1651

and check that it is equal to (973+678) mod 1813 = 1651.
Suppose we want to multiply 1651 (mod 1813) by 73. we mult{@ly, 24) by 73 and reduce to get
(23x73 mod 37, 34x73 mod 49) = (14, 32). It is easily veri edth

(14;32)$ ayM1M, * + asMM, P mod M (6.16)
= [(14)(49)(34) + (32)(37)(4)] mod 1813
= 28060 mod 1813
= 865
=1651 73mod 1813
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