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Abstract

Automatic person identification is one of the major concenrhis era of automation. How-
ever, this is not a new problem and our society has adoptetaalifferent ways to authenticate
the identity of a person such as signature and possessinguanéot. With the advent of elec-
tronic communication media (Internet), the interactiorestzecoming more and more automatic
and thus the problem of identity theft has became even meseseEven, the traditional modes
of person authentication systems suchPassessionandKnowledgeare not able to solve this
problem. Possessiongclude physical possessions such as keys, passports,art cards.
Knowledges a piece of information that is memorized, such as a pasbamud is supposed to be
kept a secretkKnowledgeandpossessiothased methods are more focused on “what you know”
or “what you possess” rather than “who you are”. Due to ingbdf knowledge and possession
based authentication methods to handle the security aogickiometrics research have gained
significant momentum in the last decade as the security cosiege increasing due to increasing
automation of every fieldBiometricsrefers to authentication of a person using a physiological
and behavioral trait of the individual that distinguish Hirom others. Biometric authentication
has various advantages over knowledge and possession idaséfication methods including
ease of use and non repudiation. In this thesis, we addregzablem of handwriting biomet-
rics. Handwriting is a behavioral biometric as it is genedats the consequence of an action
performed by a person. Handwriting identification also h&eng history. Signature (a specific
instance of handwriting) has been used for authenticatidegal documents for a long time.

This thesis addresses the various problems related to atitohmndwriting identification.
Most of the writer identification work is being done manudillydate as a lot of context depen-
dent information, such as, source of documents, naturerafvgting, etc. is difficult to model
mathematically. However, they can be easily analyzed byamexperts. Still, an automatic
handwriting analysis system is useful as it can remove stibjgy from the process of hand-
writing identification and can be used for expert advice iriows court cases. The final aim of
this research is to design efficient algorithms for automfstature extraction and recognition of
the writer from a given handwritten document with as less aniimtervention as possible.

Specifically, we propose efficient solutions to three dédfgrapplications of handwriting iden-
tification. First we look at the problem of determining thehaarship of an arbitrary piece of on-
line handwritten text. We then analyze the discriminativi@imation from online handwriting
to propose an efficient and accurate approach for text-adkgerwriter verification for practi-
cal and low security applications. We also look at the pnaoblef repudiation in handwritten
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documents for forensic document examination. After inicidg the problem of repudiation in
handwritten documents, we propose an algorithm for repiatiadetection in the handwritten
documents.

Handwriting identification is quite different from handwinig recognition; the other popular
sub-field of automatic handwriting analysis. Handwritiegagnition tries to identify the content
of a handwritten text and tries to minimize variations dugtiiing style. On the other hand, in
the case of handwriting identification, variations due {desis sought out.
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Chapter 1

Introduction

With the ease and speed of interactions, electronic medigtiesmely popular these days, in
the form of e-mails, chats and phone calls. With the advaimcekectronic and communication
technologies, traditional inter-personal interactions getting replaced with interactions over
a communication medium (emails, chat etc.) or human madhieeactions: ATM machines,
digital libraries etc. Knowledge of identity of your peer sviaken for granted in traditional in-
teractions. However as digital data replaces the visionsaoahd in traditional interactions, the
individual's claimed identity must be authenticated by enegorous means rather than just being
assumed. Fraudulent use of false identity is one of the nragirable aspects of automation.
Use of a fast and robust person authentication system cana@he, help in maintaining social
cohesion as well as save a lot of critical resources fromdoeiasted. Person authentication is
not a new problem and our society had adopted various waysrify ¥he identity of a person,
i.e., to authenticate the person. The traditional modesdgn authentication afossessions
Knowledgeand Biometrics Possessionmclude physical possessions such as keys, passports,
and smart cardsKnowledgeis a piece of information that is memorized, such as a pasbkwor
and is supposed to be kept a secret. According to a survey bgrSgurce Corp. [1], the cost
of credit card fraud reaches into billions of dollars anhualind increasing each year. In 2006
only, fraud in the United-states alone was estimatefBatillion(an increase of% over2005).
According to NTA survey [2] in 2002, individual user have esge21 different passwords and
they either select easy-to-guess passwords or write thewn,dehich makes passwords based
authentication more prone to forgery. Biometrics solvesptoblems posed by knowledge and
possession based methods and provides the forgery rolisastrperson authentication meth-
ods. Biometricsrefers to the authentication of a person using a physiotgic behavioral trait
of individuals that distinguish one person from another.e3éthree modes of authentication
can be used either individually or in combination with othé¢nowledgeandpossessioased
methods are more focused on “what you know” or “what you pesse&ther than “who you are”.
At the same time, possessions such as identity cards camstbarIstolen and passwords can be
guessed, this makes the use of such authentication methanks fo forgery attacks. Since, the
personal biometrics traits like face, fingerprints, voiets. can not be stolen or easily copied so
biometrics traits can replace current identification mdthto identify a person uniquely.
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This thesis addresses the specific problem of person idetidn using handwriting: a behav-
ioral biometric trait. Writer identification has many aggations in various forensic and civilian
applications. Person authentication using signaturechvisi being used extensively for person
authentication in banks and documents authenticationnergd is a specific instance of writer
identification. With the increase in usage of mobile devioased on pen-based input such as
PDA and Tablet PC, the amount of data created in the handgritirm also increases. How-
ever, the use of such documents for various forensic and frgposes depends on our ability
to assign authorship/writership to the document. Most efuthiter identification work is being
done manually as a lot of context dependent information $ikerce of documents, nature of
handwriting, etc. are difficult to model mathematically, ilgtbeing easier to analyze manually.
The main objective of this work is to design efficient alglamits for automatic feature extraction
and pattern recognition to identify the writer of a given doent with as less human interven-
tion as possible. Connected to the authorship of a docurtieere are many other interesting
research problems, such as:

1. Personalized handwriting recognition systef&utomatic handwriting recognition is one
of the most challenging problem of automatic pattern anslgw/ing to the within class
variations due to different handwriting styles. It is veiffidult to design automatic hand-
writing recognition system for all handwriting styles witigh accuracy. However, at the
same time, there are less variations within each writers phoblem is being addressed as
the problem of writer adaptation in handwriting literatuiiéhe main objective of a writer
adaptation system is to learn the writer specific detailmftbe handwriting of the writer
and adapt those changes to increase the accuracy of thanitmogystem itself.

2. Quantitative analysis of individuality of handwritindHow much amount of data do we
require to model the writer with significantly high accuraamyd how much accuracy for
person identification, we can gain with handwriting as tranm@trics.

Specifically, we propose efficient solutions to three dédfgrapplications of handwriting iden-
tification. First we look at the problem of determining thehaarship of an arbitrary piece of on-
line handwritten text. We then analyze the discriminativi@imation from online handwriting
to propose an efficient and accurate approach for text-dkgerwriter verification for practi-
cal and low security applications. We also look at the pnoblef repudiation in handwritten
documents for forensic document examination. After inicidg the problem of repudiation in
handwritten documents, we propose an algorithm for repiatiadetection in the handwritten
documents. Before describing the comprehensive detailseofork, we briefly introduce some
of the commonly used terms in the field of the writer identtfiza.

1.1 Handwriting: a Behavioral Biometric

Biometrics (origin: Greek, bios ="life”, metron ="meastyds the study of methods for
uniquely recognizing humans based upon one or more intrptsysiological or behavioral traits,
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such as face, iris, hand, hand veins, ear, handwriting,cépdeystroke dynamics, gait patterns,
etc. Physical modalities like face, iris, hand, hand-veg® etc. are more invasive and need
cooperative subjects. Behavioral modalities such as, \mafmdg, speech, gait, etc. are less
invasive. However, high within class variations make the&sslaccurate. Handwriting is a
behavioral biometric trait, as handwriting is generatethagesult of an action accomplished by
the person.

Handwriting identification is the study of differences anhitarities of the handwriting of
individuals in order to identify the writer of a given docunme Handwriting identification can
be defined as the study of discriminating elements (charatits or writing habits), which are
simply the manifestations of the habits of an individual.nehariting identification is based on
the hypothesis that handwriting of each individual is ueigund an individual’s handwriting can
be modeled mathematically. However, there still existd aflchallenges that make handwriting
identification a hard task.

Handwriting identification, like other biometrics such aggirprint identification, DNA anal-
ysis and face identification, is a discriminatory processwelver, it is subject to larger variations
from one occasion to another and even the range of variatiarysbetween the individuals. Ac-
cording to Huber and Headrick [3]:

"In case of handwriting, no two samples of the same text, bystime individual, with the same writing
instrument, on the same date, and under the same writing aitelrwircumstances will be identical in
all aspects’”

Some of the factors (as recognized by handwriting expehnt) affects the handwriting of
a person includes: Adequacy of standards, accidental aocigs, alternative styles, ambidex-
terity, carelessness or negligence, changes in healthitmorsdof writer, changes in physical
conditions like fractures, fatigue, weakness etc. of writhanges in mental condition or state
of the writer, concentration on the act of writing, disguisaleliberate change, drugs of alcohol,
influence of medications, intentional changes for laterialemervous tension, natural varia-
tions - beyond those of standards, writing conditions - @laccircumstances(moving vehicles),
writing instrument, writing position - include stance, timg surface and writing under stress.

Another major difference between handwriting and othersdgl biometrics traits is that
the handwriting should be readable. It is not free (like fipgiats) to vary from one subject
to another without imparting recognition. It must be writtelearly in order to be readable.
Thus there are more chances that two writers duplicate e sayle when they are writing the
same text. Thus extraction of writer information from hamitiwg is challenging compared to
verification based on physical biometrics traits, due toléinge intra-class variation (between
handwriting samples of the same person), and the high afss similarity (same words being
written by different people). Further, the handwriting gbarticular writer may also be affected
by the nature of the pen, writing surface, and the writersitakstate.

In addition to the above, challenges in handwriting idecdtiion increase further when user
is not cooperating. Two major problems arise usually duenttmoperative user&kepudiation,
also called negative biometrics in biometrics literatwa@mes in to light when person tries to dis-

3



guise himself from the system by not revealing his idenfitye problem oforgery, also called

positive biometrics, arises when a person tries to copy someslse’s identity(handwriting).
Forgeries have been focus area in other fields like signadiergification. However, the prob-
lem ofrepudiationin context of handwriting has not been addressed beforehdrt,schallenges
of traditional handwriting identification can be summadzes follows:

e High within writer variations Documents written by the same writer are also quite dif-
ferent at different times based on mood and conditions, kvhidds to high intra-class
variations of the handwriting.

e Low between writer variationEach writer is basically trying to write the same word or
character. At the same time, there is nhot much scope forti@miaas handwriting must
also be readable. This makes the variations between haimywi different writers, low.

¢ Repudiation and ForgeryThese problems of handwriting are caused by non-cooperati
individuals. The result of repudiation is increase in withiriter variations, as the writer
essentially is trying to alter his handwriting. Howevertlie case of forgery, the between
writer variations become less, as a writer is deliberatging to copy someone else’s
handwriting.

Based on the above discussions, it can be concluded thatahiems in writer identification
is quite different from other biometrics and thus needsedéffit attention and methods as com-
pared to other physical biometrics. Another major differein writer identification is that some
part of the handwriting can be more informative and moreriisioating than other text for a
particular writer.

In spite of all these problems, it has been shown by the fawemgerts, that handwriting
identification is possible. They have shown that even regiiati and forgery detection can be
done, if the examination is carried out at an appropriatellef/precision. From the principle of
exclusionandinclusion inferred by the document examiners from their experiencée field,
one can't exclude from one’s own writing, those discrimimgtelements of which he/she is not
aware, or include those elements of another’s writing ofalittie/she is not cognizaf8]. Next
section will explain in detail what makes handwriting idéoation possible. We also describes
various individuality features of the handwriting.

1.1.1 Individual Features of Handwriting

Challenges and variations posed by the handwriting makés think whether the writer of a
document is uniquely determinable with sufficient confidend/e have discussed various factors
which do influence handwriting of the individuals. In thigen, we will discuss the factors
which make handwriting individuality possible. The majarad of handwriting identification
systems is to find out whether the difference between therdents is significant enough and
overtake the similarities between the documents. Hanohgritlentification is possible based on
two accepted premises or principles:
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Figure 1.1 Within-writer consistency and between-writer variatiamfhandwriting (a) Writerl,
(b) Writer2

e Habituation: People are primarily creatures of habits and writing is thiéection of those
habits. Writing habits are considered neither instinctioe hereditary but are complex
processes that are developed gradually.

¢ Individuality or heterogeneity of handwritindgzach individual had his own style of writ-
ing. Nature has not given the same style to any two writershiort, no two individuals
can have the same handwriting.

Numerous elements of writing become habitual with practa®d the execution becomes
more automatic as the writing process separates itself frenthought process. The individual
is being more concerned about what is being written rathan thow it is being written. Due
to complexity of writing process, the individual develogs/her own idiosyncracies in both the
shape or form of letter and fashion in which they are comhiradidof which become habitual
gradually. All these habits make the handwriting of the vidlials different from one another.
See Figure 1.1 for within writer consistency and betweernerwariations while writing same
document.

Based on the handwriting experts [3], the discriminatingnetnts of handwriting can be
segregated into two main categories (Elements of style aaci#ion) and two minor categories
(consistency and lateral expansion):

1. Elements of style Consists mainly of arrangement, connections, consbugctdesign,
dimensions, slant or slope, spacings, class and choicéogfaph(s). With the exception,
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perhaps, of construction, these are the aspects of writiagplay a significant role in
creating pictorial, general or overall effect. Differesde the construction, of course, do
not necessarily alter the overall effects.

2. Elements of executiorConsists of abbreviations, alignments, commencemerntgen
minations, diacritic and punctuation, embellishmentse lcontinuity, line quality or flu-
ency(speed), pen control(includes pen hold, pen posiéind,pen pressure), writing mo-
ment, (including angularity) and legibility or writing glity (which includes letter shapes
or letter forms for any given allograph).

3. Consistency or natural variations and persistency

4. Lateral expansion:Horizontal dimension of a group of successive letters antlgvand
word proportions (Vertical Dimension Vs Horizontal Diméms and the Product of size
and spacing).

All these features are used by the handwriting experts dumandwriting analysis. It may
not always be possible to compute all these features matitatha either due to the absence
of sufficient data needed for statistically stable compomat or due to the absence of efficient
algorithms to compute this.

In addition to the above features, which can be computed fr@mrhandwritten documents,
logical and analytical features are also being used by hatidgvexperts for the final conclusion
during manual inspection. The fact that such determinasigossible and done by experts make
automatic handwriting identification possible even if it an easy one. We now look at various
categories of problems in handwriting analysis.

1.1.2 Handwriting Recognition Vs Writer Identification

Handwriting has received much attention from the time hufpeings started writing. The
ease and individuality of handwriting made it to expand assgomcommunication medium.
With the advent of easy to use and fast electronic commuaitand storage mediums, the
focus starts shifting from handwriting. However, still lsriting is one of the major modes of
expression and data storage, for example, there are sp&itificions such as classrooms, one-
to-one discussions, meeting, etc. where handwriting listsé major medium for note taking.
At the same time, with the advent of electronic handwritirgyides such as PDA, Tablet PC,
research interests in the field of automatic handwritingyeig have gain significant increase in
the last two decades. Researchers are always attractednbntngsive nature of handwriting
data entry methods as compared to keyboards and speeche #arfe time, keyboards can not
be used for data entry in all languages that can be done easilg handwriting. This makes
automatic handwriting recognition even more popular.

At the same time, the complexity of handwriting generati@acpss have always attracted
many researchers to explore the field of automatic handwgrainalyst. The study of handwriting
has been done from various perspectives, based on the ifiormcontent to be extracted from
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the handwriting. The information that is present in the hamithg can be categorized as text
level information (what has been written), person styleinfation (who has written it), and
noise (due to external factors like pen, paper, etc). Theetion of the former is addressed as
handwriting recognition and latter is known as writer idBodtion in literature. Both the forms
of handwriting analysis look quite similar, which esselhfigs not the case.

e Handwriting recognition : Handwriting recognition is a process to extract the stylauri-
ant features to eliminate variations added due to diffehamdwriting styles. The major
goal of handwriting recognition is to extract the undertyitext, automatically. This will
enable us to use many automatic systems that are contraieg bandwritten query. The
handwriting recognition systems look for style invariaeafures, so that the variations
added due to different handwriting styles can be eliminafigtus, handwriting recogni-
tion require eliminations of variations due to differentiters.

e Handwriting identification : Writer identification is a process to identify the writertbe
documents. In writer identification systems, features ateaeted that can discriminate
between different writers i.e., features based on the sif/le writer. In short, writer
identification requires enhancement of the variations dusytie.

Based on the above arguments, it can be concluded that botdwthiting recognition and
handwriting individuality are two opposite facets of hamifiwg analysis. Another major field
that is closely related to handwriting individuality Graphology [4] (Study of handwriting to
analyze the personality of the person)

1.1.3 Text independent Vs Text dependent systems

Automatic handwriting analysis is more constrained andlehging than manual analysis of
documents. From the point of view of pattern recognitiowhtéques for writer identification
can be categorized as text independent and text dependiext-dependent systerage more
constrained and require similar verification and enrollinixt. Text dependent systems are
closer to signature verification systems and thus inhegitpitoblems associated with signature
verification, such as, forgery. Text dependent methods ane rgeneral in approach than the
signature identification. These methods, therefore, requiior localization and segmentation
of the relevant information, which can be performed intévaty by the human user or by an
automatic segmentation algorithifiext independent systenas the other hand do not make any
assumption about the underlying data. Text independertadstfor writer identification and
verification use statistical features, extracted from atir@ilock of handwriting. A minimum
amount of handwritten data is needed to ensure the stahilithconsistency of characteristics
extracted from the data.

Both the text-dependent and the text-independent systamestheir pros and cons. Text de-
pendent systems provide high accuracy and confidence wigh amount of data, which is not
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Figure 1.2 Identification framework: Who is the writer of the documemang the pool of
writers?

possible for text independent systems. However, they are prone to forgery, as the verifica-
tion text is known in advance. In case of text independertegys forgery is not a major problem
as the text-independent systems extract less frequenéniegpfrom the handwritten document
that are difficult to forge. The major problem with text-daedent system is of annotation of
data prior to training. Automatic annotation can be doneagisither a handwriting-recognition

engine or an alignment engine. However, the state-of-amimdwriting recognition systems in
not such that it can be used prior to writer identification. ristaver, handwriting recognition

systems are not available for all languages and at the saneeitiis an expensive operation.
Since text-independent systems generally do not requinetated text, they are better from a
practical point of view.

The use of text independent or text dependent system fufpemits on the application and
availability of data. For example, in the case of forensiplaations, we can not control the
proceedings, i.e., we can not make sure the data that isbleilor verification is same as that
of reference handwriting, thus the only option is to use-tadependent system. However, as
data is less manual alignment can be done easily and a tpgtident algorithm can be used.
We will be using these two terms frequently and the diffeeewdl become more prominent and
clear.

1.1.4 Verification Vs Identification

The problem of resolving the identity of a person can be categd into two fundamentally
distinct types of problems with different inherent comples: (i) Verification problems and
(i) Recognition (Identification) problems. Verificatioefers to the problem of confirming or
denying any identity claim (am | who | claim | am?). Verifiaati is generally a two class
problem. Identification, on the other hand is the problemstélelishing the identity of a person
from a group of people (close identification problem) or otfise (open identification problem).
Writer identification systems make one-to-many compagsaith a given database of writers
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Figure 1.3 Verification framework: Are the given two documents writteynsame person?

and returns a writer or a list of probable writers. Writer idiication system essentially can
be thought of as information extraction system from a giveal pf database of writers, where
features are specific to the writer of the document. The ifieation problem can be formally
posed as: given a input feature vecf®r), determine the writei?;, i € 1,2,..., N, N + 1.
HereN is the number of writers enrolled in the system awd- 1 is the case for rejection option
where no suitable identity is determined for the input. AssuthatS(.,.) is the similarity
function between two feature vectors.

(1.1)

X e Wi if (k = max;S(Xy, Xy,,) and S(X,, Xo, ) > 1)
? Wi41 otherwise

In the case of document analysis, the verification system¥ imotwo different modes. In
the first mode, the system verifies the claim made by a persaniqusly enrolled in the system.
The given problem can either be solved using one-to-one adsgm or using one-to-many
comparisons. In one-to-one comparison, the questioneglsamcompared with the reference
sample of the claimed identity stored in the database. itlga@athen established using similarity
score and within writer distance threshold (calculatedrdutraining phase). The case of one-
to-many comparison is essentially same as the writer ifiestiion, as the questioned sample is
compared with all the samples from the database and therwritie the minimum distance is
compared with the claimed identity. The one-to-one prolilenase of verification can be posed
as: given as database of writers, questioned docutigind the claimé’,

v — { 1(Accept Claim)  if (Dis(Xg, Xu,) < 1) (1.2)
0(Reject Claim)  otherwise ’

Here,n is the threshold of between-class and within-class distaoalculated during training
stage.



In second mode, verification problem verifies whether twegidocumentQuestioned doc-
ument whose identity need to be verified aR&ference documenwhich is collected from the
writer for comparison, belong to the same writer or not. Théew of the reference document
may or may not be known. This is the major problem in case @rfsic documents, where usu-
ally two documents need to be compared. This problem candglt of as the more general
instance of one-one verification problem. The differencevben the two is that in this case
no database of writers is available and thus, a thresholchofihe computed. In order to solve
the problem, some statistical measure is needed to compeitsidnificance of the score. The
problem ofrepudiationandforgery detection comes under this category. The generic problem
of writer verification can be stated as follows: given two doentsDg and Dg, we need to
find out whether two documents belongs to same writer or rdiffewriters.

: (1.3)

_J 1(Same Writey if (H(Dis(Xq, X;)) >n)
| o(Different Writer§ otherwise

Here H (.) calculates the statistical significance of the distancesomea

1.2 Applications

Handwriting biometrics, can be applied in a lot of fields. Hwer, based on security and other
aspects, applications of any biometric systems can be lgrdadded into following categories:

e Personalized handwriting recognition systemsgeneral handwriting recognition system
can not perform as accurate as is required, since it is difficlearn the variations due to
the different handwriting styles. However, an adaptiven@iariting recognition) system
for an individuals’ needs to learn the personal handwritirits of a writer. Since the
writing style of an individual is consistent, recognitioarformance will be better. Auto-
matic writer identification system can be used as the pregsing step to recognition that
can identify the handwriting style and perform the handwgitrecognition specific to the
writer. To this end, we have developed an automatic writeniification algorithm that
can learn the discriminative features in a individual’s dhariting.

e Low security access control systenttandwriting is considered as a weak biometric trait
based on amount of discriminating power it posses, howéwear be used for low se-
curity access control applications, where the cost duelse faccept is quite low. Low
security applications, such as access to personal comgandye done using writer identi-
fication system rather than a password, which is the commaxtipe these days. Our aim
in this context was to enhance the verification accuracy angdgse a forgery resistant
handwriting verification algorithm.

e Automatic forensic document examinationhe field of forensic handwritten document
examination is concerned with issues such as determiniregh&h the writer of a docu-
ment (say a Ransom Letter) is the same as the known writengfleadocuments, whether
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the given piece of handwriting is genuine or forgery, whethe writer of the documents is
trying to conceal his identity, etc. We have specificallyr@dded the problem of detecting
repudiation with a statistical framework.

Forensic applications are the major applications of haittkirdocuments examination. The
major issue in any forensic document examination is the higlhassociated with the result.
Civilian applications require less security. However thaimmconcern in civilian applications is
the ease of use.

1.2.1 Online Vs Offline Handwriting

Based on the nature of data availability, handwriting asialgystems can be categorized as
online or offline handwriting systems. Offline handwritirgfers to scanned images of handwrit-
ten documents. Online documents contain temporal infoomaif the pen movement such as
stroke order information together with pen up-down eve8iace, online documents have more
information as compared to offline documents, systems wgrkin online data are supposed to
provide more accurate results. However, both online anthefflocuments are associated with
different set of problems and challenges. Even thoughnermbcuments have more information,
their within writer variations is also more, that makes modgand recognition tasks difficult. In
the case of offline documents the temporal information it llwsa lot of practical applications,
online data is not available, such as forensic applicatibfmsvever, in the case of access control
applications, a user can be asked to provide online dataceSonline and offline handwriting
documents have different set of problems and informatiahthos require different processing
methods and need to be studied differently than offline haitidgy based approaches.

1.3 Contributions of the thesis

The key contributions of this work are:

1. Proposed a method for identification of discriminatingtfees for text-independent writer
identification [5]. The key characteristics of the system ar

(a) Presents an algorithm for automatic extraction of insi features for writer iden-
tification.
(b) Robust to forgery and

(c) Provides a script-and text-independent framework.
2. A framework for repudiation detection in forensic docuntsg]6]. Key insights are:

(a) We introduce the problem of repudiation for handwritfogthe first time, and

(b) Presents a hypothesis testing based framework fornwétéfication in forensic ap-
plications.
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3. Text dependent writer verification for civilian applimats [7]. The key contributions of
the work are:

(a) An algorithm to generate writer-specific test senterficemdividual writers.

(b) Forgery resistant framework by implanting randomness the generation process,
and

(c) Applicable to low security access control and civiligophcations.

1.4 Thesis overview

This thesis is organized as follows. Chapter-2 presentsubeview of the work that has been
done previously and describes features and pattern raamgtechniques that has been applied
to the online and offline handwriting identification. The thekapter presents the framework
for text-independent writer identification using onlinendavriting. The framework presents the
code book designing algorithm together with the empiriesluits to prove the applicability of
the proposed algorithm. Chapter-4 explains a text-depenehnique for practical and low
security applications of writer verification. The systeneggnts a boosting based approach for
text-selection specific to a writer. Chapter-5 presentsaméwork for repudiation detection in
handwritten documents. The problem of repudiation havebeen studied before in context
of handwritten documents. We, first introduce the problemepiudiation and then presents a
solution for repudiation detection, together with emgiticesults. The conclusion and future
work is presented at the end.
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Chapter 2

Background and Related Work

Owing to the need and applications of handwriting analysigarious forensic and civilian
domains, many researchers have been attracted towardslthe Tihe security of documents
always has been a major concern, however due to advancescinogiics and digital media, as
traditional interactions are being replaced by electramtieractions, these concerns have become
more vital. Need for automatic document analysis and thepbaxity of handwriting generation
process have always attracted researchers towards itat8mgnverification systems had been
used previously to authenticate handwritten documentsweider, handwriting itself contain
individuality information about the writer that can eadilg used for writer identification. Writer
identification system also have various advantages owveititaal signature based verification
systems. Moreover, signature identification is the spesifiefield of handwriting identification,
in which a writer is to be verified based on some specific praddfiext chosen by the writers
themselves, i.e.signature of the writer. This chapterpvidisent the insight in to the related work
and various approaches used by different researchers farudentification. Comprehensive
survey of work until1989 has been published in [8]. With the advent of new technofgie
a variety of new approaches have been proposed for the pnobfevriter identification and
verification. We will try to include most of the known appré@s that have significant impact
on this field.

Chapter is organized as follows. First two sections prefiemetails about text-dependent
and text-independent systems. Section following that hsillout the remaining pen input ap-
proaches which are not described in previous two sectioest dection will present the details
about various machine learning and pattern recognitiorhatkt for writer identification and
verification. Analysis of the field based on features, cfagsi and results is included at the end.

2.1 Text-dependent approaches

Text dependent approaches assume the similar text to befarsearollment and authentica-
tion. Signature identification is a specific instance of tiegpendent writer identification. In case
of signature identification, writer himself choose the tit will be later used for verification,
i.e. signature of the writer. The major difference betweenagal text dependent handwriting
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Feature-Level Handwriting Type Feature Description

GSC features [9, 10]

Character Offline Structural features [11-14]
Directional features [15]
Online Pen-input features [16]
Text-Dependent Word Offline GSC, WMR, SC, SCON [17,18]

Morphological features [19]

Offline Connected Components
Enclose regions,
Lower and upper profiles,
Fractal features [20, 21]

Line Features|

Text-independent Gabor, GSCM [22, 23],
Offline GGD, contourlet GGD [24, 25]
Paragraph Directional features [26—28]
Code-book generation [29-31]

Online Code-book Generation [5, 32]

Grey scale features [33, 34]
Image Processing Document Offline Grey scale Histogram [35, 36]
Run length coding [37]

Velocity bary center [39]

Pen Input Feature Document Online Point Distribution model [40]

Pen Pressure, Velocity, Azimuth [38]

Continuous Dynamic programming [4]

—

Table 2.1Feature extraction methods used for writer identification.

identification system and signature verification systenmas in case of general text dependent
system user may not have enough freedom to choose verificetid. User can be asked to
write some predefined text for verification, which is not kmolefore. Moreover general text
dependent writer identification system are more compler ti@mal signature verification, as
the signature of a person can be a scribble that may or mayen@dalable. However, in case of
general text dependent writer identification words are hgostitten to be readable and as the
other person is also trying to write the same word, diffeeebetween-writers and within-writer
distances will reduce more.

Text dependent systems suffer from the major drawback afarability to forgery. Since the
verification text is known in advance, the system sometinee®ime prone to forgery. The com-
parison of similar text may look easier on the first instarfemyever, since no two handwriting
pieces of the same individual are exactly the same, contalasof within-writer variations, it
sometimes becomes difficult to verify whether the distanetsvben handwritten documents is
due to within- writer variability or words are actually weéh by different writers. Analyzing the
handwriting variations between two documents, Harrisqrofe expounds that:

"... itis not surprising that when specimens of the handwgtof one person written under different
conditions are compared, there should be a doubt expressgdhe individual was responsible for writ-
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ing all the scripts, so different they appear”

However challenging may be the text-dependent systemssitce the text-dependent sys-
tems rely on similar text comparisons, they can provide haghuracy as compared to text-
independent systems with small amount of data. The texpaddent systems, on the other
hand, use less frequent properties of handwriting that adrba extracted from lesser data.
Based on above arguments, major challenge of text-depeagstiems is to classify the distance
between similar pieces of text as the within-writer and lestarwriters distances. Various re-
searchers have studied the problem of the text-dependetar vdentification for both online
and offline handwriting. In this section, we discuss the itletaf various feature extraction
methods used for text dependent systems. One should nopeititehere that for the practical
text-dependent systems, the features extraction shouddreat lower level, i.e., sub-character,
character or word level. Since paragraph or line-basedifeanay not be practically feasible.
We categorize the feature extraction methods accordingp¢ardent level hierarchy, i.e., char-
acter, word, line and paragraph.

2.1.1 Sub-character and character level features

Huber and Headrick [3] have identified some features (refesection 1.1.1) those are used
by forensic experts for manual or semiautomatic documeatéxation. According to hand-
writing experts size and shape of the characters have langeiat of individuality information
associated. Researchers have tried to design computatigegithms to extract the shape and
size based individuality of the characters.

Srihari et al. have studied the problem of individuality dfacacters [9] and numerals [10]
for offline handwritten documents. Srihari have proposethpatational algorithms for size
and shape estimation of characters, called micro-featuvlisro features aré12 bit features
corresponding to gradient(192 bit), structure(192 bit) aoncavity(128 bits) and are computed
locally from the character image. Micro features have esitesly been used previously for
handwriting recognition purposes. Gradient features heedistribution of the directions of
gradient elements extracted from the image using 3X3 Sabalabors and represent shape of
the characters. Structural feature extractor takes gnadi@p and looks in the neighborhood for
certain combinations of gradient values that are used t@sept the strokes and corner of the
image. Concavity features is extracted by applying a stardperator in eight directions at each
of the white pixels to extract the strokes, holes and cotiesvi More information about micro
features can be found in [42].

In the study, micro features(GSC) are found to be discritiigafor the writers. Nearest
neighbor classifier is used for identification and Aritifidédural Network (ANN) for verification
to classify the dichotomy of within-writer and between-eridistances. Srihari analyzed that
the numeral '1' and '0’ are least discriminating. Accorditigthe study, 'G’, 'b’, 'N’, 'I’, 'K’,
'J,'W, D, hy, f are the 10 most discriminating characters.
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Leedham et al. [11-13] have also propoddddifferent binary features those correspond
closely to the conventional features extracted by foreagferts. Leedham essentially tried to
design exact algorithm for conventional Features. Fedhalede aspect ratio, number of end
points, number of junctions, shape size and number of losmth and height distributions,
slant, shape, average curvature, and gradient featuresdhben et al. [14] also proposed a
method based of5 structural features extracted from the skeleton of word 't order to
establish the individuality power of each of tB& structural features, such as, height, width,
aspect ratio, presence of loop, structure of t-bar, stractfi h-stem, stroke width, number of
strokes etc. The height of the character is found to be ratefraore discriminating), while
width and pseudo-pressure information was not found asaetéess discriminating). Wang et
al. have analyzed the strength of the directional featurethe offline character images. Feature
computations had been done by dividing the image into sgimme and calculating different
values. Principle Component Analysis (PCA) and Linear bBisimant Analysis (LDA) is used
to reduce the dimensionality of the feature vector and toemitknore discriminating. More
information about the feature extraction process is givelang [15].

Except these set of features, which are extracted from ctearamage(binary or grey level),
researchers have also designed algorithm for featureaatn for online handwriting. On-
line handwriting has extra temporal information about teguence and the structure of the
strokes in the character [43] and thus possess more indiliigunformation about the writer.
Yoshikaju [16] has done analysis on the individuality powihe characters (Kanji) from online
handwriting. He extracted the features such as writingtihmapen-up and pen-down duration,
pen pressure, pen azimuth, bounding box, the aspect ratitroid, the length of stroke etc., for
each character, stroke and sub-stroke. Features have Weated with one-way Analysis of
Variance (ANOVA) and the Kruskal-Walls tests. Some of thatdiees such as, relative position
of terminations and commencements, pen inclination, absastarting position and length were
found to be more discriminating than other features. Thea&ufes directly correspond to the
conventional features such as terminations, beginningppessure and pen inclinations and can
also be used for forensic analysis such as repudiationsaageri detections.

2.1.2 Word level features

According to the handwriting experts also the handwrittemds possess a lot of individuality
information in the form of character-spacing and connextioHandwriting experts have been
using these properties since a long time manually. In cagatoimatic handwriting analysis, the
word based features have a long history, starting with the&kwbSteinke’s work [44].

For establishing the discriminating power of the words [i8], the micro features together
with the other word comparison features(segmentation drek segmentation based) are used.
Tomai et al. have used four different type of feature exiosctmethods: (i) GSC(Gradient,
Structural and Concavity features) [42], (i) WMR (Word MeldRecognition) [45], (iii)) SC
(Shape curvature) and (iv) Shape context [46]. The WMR featgapture the distribution of
the directions in the each segment of the word. Shape Cuevetpresent the complexity of the
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character through curvature information. The Shape-cohigs been demonstrated by Belongie
et al. [46] as the robust object recognition method usingpshemsed comparison. The Shape-
context establishes the similarity between objects usiiiiga points of the contour. Results
have been published fano0 writers that is the largest database used by any expert ifietloe
According to the study, larger words are more discrimirgtidowever, the words which contain
higher discriminating characters (e.g. 'G’,/F’ [9]) aresalmore discriminating. For abou®
words, the highest accuracy (GSC feature€)29t and82% have been reported for identification
and verification, respectively.

Another set of features which has also been considered ighlmygical operations. Morpho-
logical operations extract information about geometraradl structural properties of the words.
Zois and Anastassopoulos [19] has performed writer ideatifbn and verification using mor-
phological operations on thinned word images. The word iniagorocessed with horizontal
opening operator of increasing size to estimate the arddbdiion under the functiorp(z)
(vertical projection profile). Another set of features idaibed using central moments. Clas-
sification is performed using Bayesian classifier and maiter perception (ANN). Accuracies
around95 percent are obtained for both Greek and English scripts.

In case of online handwriting, Nakamura et al. [16] has aredythe individuality power
of the handwriting words using features similar to the chamatogether with space between
subsequent characters(or strokes). Bunke et al. [20] Haeeamalyzed some of the character
spacing based features for text independent offline hatidgriHowever the method has been
used for the text-independent comparisons.

2.1.3 Line and paragraph level features

In case of the text-dependent handwriting identificatibtis impractical to expect same line
to be written (by the writer) for authentication. We as suoh mot aware of any system(text-
dependent) based on the line and paragraph level featuseuér, many line and paragraph
level approaches have been discussed in text-indepenaletext

2.2 Text Independent Methods

Text-independent methods as opposed to text-dependerntt doake any assumptions about
verification text. At the same time these systems do not gdige&equire any recognition or seg-
mentation engine prior to authentication which is the majbrantage of these systems over text
dependent systems. Since state-of-the-art in handwninggnition is not such that they can
be used as automatic annotation systems, most of the aionotairk has to be done manually
that makes annotation a very difficult task. Moreover, forstnaf the languages in the world,
recognition engines are even not available. Also the assamabout the verification text is also
infeasible in a lot of circumstances. For example in casemifsic document examination task,
we do not have any control over the proceedings.
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However, text independent systems require large amoumixofdr training, in order to learn
the less frequent user specific properties of the writerf Wigh statistical stability. Most of
the text independent approaches assume each writer ashasiocgenerator of the ink-blob
shapes and graphemes. According to these approaches litamglgeeneration is a neuromus-
cular process and human being a consistent generator dasimiariant shapes or graphemes.
Each individual's handwriting is considered as a differeatbination of smaller number of
graphemes, with only difference in distribution and shafthese invariants. As these invariants
can not be learned using characters or words only, most ééténdependent systems are based
on line, document level features. As such we are not awareybkgstem (text- independent)
just based on character or word level entities.

2.2.1 Text Line Features

Conventional features, used by forensic experts include lievel features such as, word-
spacing, line slant and line slope etc. These features ardapendent on the text and thus can
be used for text independent approaches. Bunke et al. [20fhalyzed some of the line-level
features for offline documents and can be categorized ifffiereint categories, as follows:

1. Connected componentSpacing between the characters within the word is one of gre m
jor individuality components. However, in case of non-aaited data it is very difficult
to segment words at character-level. Character level settien [47] is still a very diffi-
cult problem in document analysis. Thus in order to Analyzacing between characters,
Bunke segmented the words into smaller units based on saedefpred heuristics. Spac-
ing between bounding box of connected components is cédclikEnd average, variance,
distribution of spacing are used as features. This featimeetty correspond to character
and word spacing parameters.

2. Enclosed regions:Enclose regions represents the holes, blobs and loopsnpriesthe
character. Srihari [9] has identified character 'G’ as thestrdiscriminating character
due to the presence of loop. Enclosed regions(blobs) ateletéd using standard region
growing algorithms [48, 49]. Size and shape of these regawmasbeing calculated using
formulas given in [20]. Bunke later found this feature notahuwiscriminating as the
number of blobs are quite small for each text line that may b®table to model the
individual’'s handwriting style.

3. Lower and upper profilesA number of features have been extracted using upper and lowe
profiles of text lines. Profiles are calculated as upper angigoints from each column.
Gaps between the words are eliminated shifting columns e@déft. Slope of lines is
calculated using linear regression analysis on upper amdrlprofile. Mean square error
of upper and lower profiles are also used as a feature. fregueminima and maxima are
also used for writer classification. All the above featulres torrespond to the profiles are
the measure of slant and slope of the line that has been wespekfntly by the handwriting
experts.
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4. Fractal features]50, 51], showed previously that fractal geometry is us&uderive fea-
tures that can characterize handwriting styles. The bdsia behind fractal feature is to
measure how the area A (i.e. number of pixels) of a handwritéxt grows when we
apply a dilation operation on the binary image. In the stlidg images are dilated using
disk-shape and ellipsoidal- kernels of increasing radiDisk shape kernel results in an
evolution graph that is invariant under rotation of the oréd image. Three slope param-
eters related to this evolution graph was used to charaetéhie writer. Fractal features
extract the direction of individual strokes and stroke segte. More information about
fractal feature can be found in the paper [20].

5. Basic featuresOther features such as height of three main writing zonepgupniddle
and lower), width of writing have also been used. More infation about computational
algorithms of these features can be found in [21]. .

Classification experiments f&0 writers were performed usingnearest neighbor based clas-
sifiers. Out of all the features blob features have the lowkesssification rates as the number of
blobs are quite small in the line and thus could not be modetedirately. Best performance
was provided by fractal features of aroust2% accuracy. With all the lines and all the features
taken togethe$9.6% accuracy was reported

2.2.2 Paragraph/document level features

In case of forensic applications of handwriting one strif@s100% accuracy from a list of
100 available writers. Methods defined above are not able togé that level. Some methods
are required that can automatically generate the feattmasthe document without much human
intervention. Next few sections will describe some methoased on that.

2.2.2.1 Texture Analysis

Texture analysis based methods assume handwriting of tiddnal having discriminating
and consistent texture. Various texture analysis baserbapipes have been proposed that in-
cludes2-D multi-channel Gabor filters (MGF), gray scale co-ocamce matrix (GSCM) [52],
wavelet based generalized Gaussian density(GGD) modetscantour-let based GGD mod-
els Texture components essentially capture the directiooalponents from the handwritten
document image that are very essential for writer identifica

Multichannel Gabor [22] filter technique is inspired by th&/pgho-physical findings that the
processing of pictorial information in the human visualtegrinvolves a set of parallel and quasi-
independent mechanisms or cortical channels which can ldelenh by bandpass filters. Using
MGF and GSCM, accuracy &f6% are reported for0 writers with 1000 documents. [53-55]
also proposed other Gabor filter based approaches.

2-D Gabor filter is an effective writer identification methodsefulness of 2-D Gabor filter
together with GSCM features has been demonstrated in [28&61owever, it still suffers from
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some inherent disadvantages. One of the most serious dis@des is the intensive computa-
tional cost, because the 2-D Gabor filter has to convolutevtih@le image for each orientation

and each frequency. Compared with the Gabor filter, 2-D veav@GD [25] can decompose the
image into sub-bands with different frequencies and oaigois. So, we only need to deal with
the specified wavelet sub-bands according to the selectadsvaf frequency and orientation.

Wavelet-based GGD not only improves the identification eacy but also greatly reduces the
computational cost as well.

Wavelet-based GGD [25] is good at catching separate edgésprfiimage, however it can not
notice the contour along these edge points, that actualgnmthat the wavelet fails to represent
the geometric structure of image. However, contourlet [S9n image representation scheme
which owns a powerful ability to efficiently capture the srttooontours of image. Contourlets
not only possesses the main features of wavelets (namelij;snale and time-frequency local-
ization), but also specially decompose the sub-band atsaadh into different directional parts
with flexible number. Contour-let based GGD method for textanalysis perform better as well
as faster than both Gabor filter and wavelet-based GGD.nrdtion about implementation and
usage of contourlet based GGD can be found in [24].

2.2.3 Directional features

Handwriting modeling approaches [60-64] have shown thettidution of directions of the
strokes while represented in the polar system have abdigharacterize the writer. Schomaker
et al. [26, 27] proposed an approach using edge based dinatfieatures. They have proposed
a new feature: edge hinge distribution, that can charaetéhie changes in direction undertaken
during writing. The hinge is being placed on each edge pixeith its legs aligned along the
edges. The joint probability of the angles that legs of theyhimakes with the horizontal was
used as a feature in polar coordinates space. Run lengthesé tirectional features are also
used as second feature. The joint PDF of "hinged” edge-acmtebinations outperformed all
the other evaluated features. Further improvements agermat through incorporating location
information by extracting separate PDFs for the upper asetdalves of the text lines and then
adjoining the feature vectors [28].

2.2.4 Code-book Generation

According to handwriting modeling papers [65, 66], handiwg consists of concatenation of
ballistic strokes, which are bound by the points of high atumve. Curve shapes are realized
by the differential timing of movement of the wrist and fingeisystem. In spatial domain, a
natural coding therefore is expressed by angular infolonatif the curve [67].

This subsection presents some of the techniques used toageicedebook of strokes from
online as well as from offline handwriting which was usedddte identification and verifica-
tion. In case of offline documents, Bensefia et al. [29, 68+i8@[d distributions of graphemes
generated by a handwriting segmentation method to encedadlvidual characteristic of hand-

20



writing independent of the textual content. Handwritinguatcters are divided into graphemes
using some segmentation method. Experimental resultgpogted on three data sets containing
88 writers, 39 writers and150 writers, with two samples (text blocks) per writer. Writelenti-
fication is performed as an information retrieval framewatthile writer verification is based on
the mutual information of the grapheme distribution in giv&o documents using hypothesis
testing based framework. Yoon et al. [71] have described thodeto classify profiles of the
writers based on handwriting style codebook. They have tesstdres like gradient (slant) etc
to classify the handwriting style.

Another work related to graphemes based approach is prdgns8alacu et al. [28, 30, 72,
73]. They proposed an autograph based approach to iderdifgus connected components
contour from offline handwriting of individual. Code book thfese connected components was
constructed using various clustering algorithms. Resafésreported on the data set 0f0
writers, with top40 performance o7 percent.

In an another approach [31,74] the reference code-bookisrgied using fractal based image
compression techniques. Fractal compression is a teahnitat has been developed [75] and
mostly used in the field of image compression. Fractal basaiife extraction methods consider
a given image I, as the fixed point (or attractor) of a georoatiransform T defined on the set
of all images with same size. It is deduced from one of the lusags some synthetic images
are generated, fractal images.

In case of online documents, we [5] proposed a work to coasthe code-book of hand-
writing styles from online handwriting. We proposed a metho extract writer specific curves
using the velocity profile the strokes. Velocity profile id4o segment the strokes into different
units. The size and shape of the curves together with digioib of these curves was used as
the discriminating features. Major difference in previdaws approaches and our approach is in
feature space since the feature corresponding to prewanuspproaches uses only distribution
of the curve. However, shape and size of these curves alse smke impact on the individu-
ality information. In another approach for online docunsef®2, 76—78] proposed a method to
cluster the strokes based on some previous designed sludtstroke type and then used the
distribution of properties on these strokes for the writesiracterization.

The major difference between all these approaches is in #hihod of segmentation and
clustering. The common point of all these approaches is ttiffirst reference strokes are
segmented from the handwriting and then using some clagteénethods common code-book
of each writer is constructed. Writer is identified/verifibdsed on this code-book. [79] also
provides the clustering comparison for stroke clustering.

2.2.4.1 Image processing features

Except all these features lots of other features based phynwa the image processing tech-
nigues are also being analyzed and studied. Some of thasesfehave been described and used
by Srihari [33,34], called macro features. Macro featuressatracted at the document level or at

21



paragraph level. Macro features are classified into threagg: pen pressure (entropy of Grey
Level, Grey level threshold, number of black pixels), wrifimovement(interior contour and

exterior curves), and stroke information(vertical, horital, positive and negative slope compo-
nents). Macro features correspond closely with conveatifeatures extracted by experts. [80]
have also used Grey level histogram for writer profiling.,[3&] have used run length histogram
for writer authentication. [37] have analyzed timing infaation contained in the on/off paper
motions of handwriting for its applicability to the problemh handwriting identification.

2.3 Online Handwriting

With the advent of PDA and Tablet PC, pen input devices arerhggy more common in
practice. The major advantage of online devices is the ¢éxtrgooral information together with
pressure information associated with the devices. Thisinétion has been used for the purpose
of writer identification. [38, 81] proposes writer identditton framework based on pen input
based features like pen pressure, velocity, pen azimuth etc

Velocity information is the major part that is associatedhwthe input devices. Absolute
velocity information may not be associated with the devidewever, as devices used to capture
stroke points with equal intervals, relative velocity abéies can be used. Pitak et al. [39,82,83]
proposes an approach based on velocity of Bary center ofrjpen.iBary center is the center of
curve between two consecutive points on the stroke. Finifgulse Response (FIR) of velocity
of Bary center is taken as feature. Type | accuracies®percent and type Il accuracies @b
percent are being reported for database contaiRingriters.

Tsai et al. [40] proposed a writer identification approackdshon point distribution model.
Tsai proposes an approach to identify the point distrilbbutioodels for each characters for
the writer and then used dimensionality reduction methadeetiuce the complexity as well
as to generate discriminating features. [41, 84] have gavenntinuous dynamic programming
based approach for figure based writer identification. Aevriian write any portion of the fig-
ure(enrolled into the system), for the verification. Exiee®xperiments are proposed to support
the algorithm.

Yashushi et al. [85, 86] has proposed a writer specific tebeicion method for verification
using Hidden Markov Models (HMM). Different data is used foultiple authentications and
the data is generated using discriminating informatiorilalgke about the data(characters) for
the specific writer. Yashushi et al. have used the P-typddodescriptor as the features of the
strokes.

2.4 Machine Learning for writer Identification

Except from feature extraction process, different analyisis been done for analyzing the ap-
plicability of various classifiers for the problem of writitentification. In this section we will
describe different machine learning and pattern recogmithethods used for writer identifica-
tion and verification.
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Bunke et al. [87-90] have proposed an algorithm for writemitfication using HMM based
recognizer with text line based features [20, 21] propodExve. Each writer's handwriting style
is modeled using single HMM. Hundreds of different featuaes extracted for the purpose.
Log likelihood scores of HMMs are used to identify the writer separate text lines of variable
contents. Results ¢f6 percent are reported for identification with 2.5 percentatepror rate
(EER) for writer verification. [91] presents the variant dfowe system using Gaussian mixture
models(GMMSs), instead of HMMs. HMM is used to model time egrilata and GMM model
data as the mixture of various Gaussian. [92] also presbatsdmparison between GMMs and
HMMs for writer identification task. Schalpbach et al [93kpented a feature selection based
framework with nearest neighbor classifiers for text linayelet and other texture based features
described in [20].

Long Zuo et al. [94] proposed a new approach for writer idegatiion using Principle com-
ponent analysis (PCA). Zuo calculated the discriminatawer of each word for each writer
using PCA based method for handwritten word images. Wortishigher discriminating power
was used for identification. Images are scaled to equal sideised as feature vectors. Results
are shown forl 6000 Chinese words, written by0 different writers. Accuracies di7.5 percent
is reported forl0 combined words.

[95] have discussed methods to improve statistical and trimaed approaches used in [28].
Matten analyzed wavelet based multi resolution approackes single scale approach used
for statistical edge-hinge feature extraction. In case ofleh based approaches, Matten et al.
have analyzed that generating code-books using self-mggrieature map (SOFM) is quite
unnecessary and random draw of curves from the codebookf@rmeng with similar accuracy.

Hypothesis testing based framework have been extensisly for the purpose of writer
verification. Hypothesis testing with Nayman Pearson ggraghrovides the better way to prove
the truthness of the hypothesis. [96,97] presented a mdthseld on Neyman Pearson paradigm
for decision level fusion using handwriting words. [29, 6&ve also proposed a framework
for writer verification using hypothesis testing on distriilon of connected components in the
handwritten documents.

One of the major problem in case of writer verification is thigidbn of heterogeneous fea-
tures and distances. [98, 99] have proposed a frameworkigiori of different distance coming
from heterogeneous sources using a dichotomy transfawmatDichotomy transformation is
the transformation of feature space into feature distapeees The problem of writer verifi-
cation after transformation will become the problem of itifging whether distance belongs to
within writer category or between writer category. [100kh@roposed a binary vector dissimi-
larity method for comparison of GSC features explained in [Bor writer verification in case
of forensic documents, Srihari [101] have proposed a si@idramework using log likelihood
similarity between documents. Results was provided on aiftgcale used by forensic experts.

In case of forensic documents, [102] have done some workjugiimkleness factors. Accord-
ing to cha et al. genuine documents have more smoother thigerjodocuments. They have
derived wrinkleness factor from offline handwritten docuntie order to capture forgery. [103]
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has discussed the use of forensic knowledge i.e. handwifitimulation (used by handwriting
experts) for forensic document examination. Other docusand projects related to forensic
documents can be found in [104-108].

2.5 Our contribution

This thesis addresses various problems associated wimatit writer verification and iden-
tification for online handwriting. In the next chapter we posed a framework for writer iden-
tification using online handwriting. We proposed an alduoritfor designing the code-book of
individual writers. In the next chapter, we proposed frarogfor text-dependent writer verifi-
cation from online handwriting. We proposed boosting baagdrithm to identify discriminat-
ing elements of handwriting for each individual handwigtirin case of forensic approaches, we
introduced the problem of repudiation detection from haritlen documents for the first time.
We proposed a hypothesis testing based approach to dgpeictiaged documents.
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Chapter 3

Text Independent Writer Identification

In the previous chapter, we have introduced several tepéiident and text-independent ap-
proaches used previously for writer identification. In ttigpter, we present a text-independent
framework for writer identification using online handwritj. Text independency is an important
aspect of a writer identification system. Text independezgsentially means that the system
does not make any assumption about the data available fotifidation. In other words, the
system need not have any prior knowledge about the dataewifitrr identification or verifica-
tion. Text independent system do have various advantagastext dependent systems. Some
of the major advantages are listed below:

e Less Manual Labor For text dependent systems, data need be annotated whikhk is
major problem of these systems. Text-independent systetracefeatures/statistics that
are not directly dependent on specific text and extract thbajlfeatures of the writer's
handwriting style. Annotation is considered as major peablsince, the state-of-art in
automatic handwriting annotation or recognition systesnsat satisfactory enough to be
used it directly. Moreover, for most of the languages, tlmmgaition systems are not even
available. Thus most of the annotation work has to be doneuaignthat includes cost
and very difficult to be used in practice.

e Robust to forgery Forgery is the major concern for any writer identificatiomdaverifi-
cation system. Forgery essentially means that unauthtbrizers are able to access the
system by copying the handwriting style of the genuine wrieext dependent systems,
usually rely on text specific comparisons for authentigatidOn the other hand, text-
independent systems do extract features that are not fnegune hence difficult to forge.
Sometimes even writers are not aware of his own handwritiaguires and thus are dif-
ficult to forge. At the same time, as a specific and predetarchibext is not written for
authentication, the chances of forgery are further minidiz

In this chapter, we propose an algorithm for text-indepeandeiter identification. We present
a framework for automatic identification and extraction ofsistent features from individual’s
handwriting. The system constructs a codebook of handwristyle of each individual, which
is later used as the reference base for identification. Cmmlebor each writer do model the
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handwriting style of the writer. Codebook is basically doasted using sub-strokes of indi-
vidual handwriting. Various handwriting modeling apprbas [65, 66] consider handwriting
generation process as a neuromuscular process and cohgjeteerator of sub-curves called
graphemes. Handwriting of each individual is considereldet@ collection of these graphemes.
Graphemes are usually dependent on the script under coasideand the shape, size and dis-
tributions of graphemes vary from individual to individuah the present approach, our major
contribution is to construct a database of grapheme forleeiic script and to use size, shape
and distributions of these sub-curves(graphemes) toifgientiters. The proposed approach
presents algorithms for graphemes identification and etitra from online handwritten docu-
ment. Even user is unaware about the features being extrbgtsystem and thus have less
chance to be forged. Automatic extraction of features mhkesystem applicable to different
scripts as the approach itself, is not dependent on a plntiscript. Framework is easily expend-
able and more robust representation and clustering afgositcan always replace the algorithms
used here, without much changes in the entire frameworK.itSbere is no major assumption
about the data or the constituent algorithms. The only apiomis that the online data is pro-
vided to the system. Framework proposes a text independetitach for writer identification
using online handwriting. In case of online handwriting J[4@sually methods based on pen
usage characteristics such as pressure, tilt, etc. havegreposed. However, methods based
on codebook of graphemes have been discussed in case o dfflimdwriting [28, 30]. More
information about literature survey can be found in chapter

The remainder of the chapter is organized as follows. Thée s&stion introduces the chal-
lenges of text-independent handwriting identificationkse Fection following that explains com-
prehensive framework of the system. Section 3.3 providesl#tails of feature extraction meth-
ods used for experimentation. Section 3.4 provides theilslethout the experimental setup
and analysis of the empirical results. Conclusion and &utlirections in which work can be
proceeded, are covered in the last section.

3.1 Challenges due to Text independency

The text independent systems are more general and do nateequnotated data for com-
parison. However, this generality adds more complexityhtodystem. The challenges posed by
text-independent systems can be categorized as follows:

e Less Accurate The text-independent systems are less accurate as caiipaitee text-
dependent systems. Since it is always easier to comparentiasivords for differences
or similarities as in the case of text-dependent systemeffample signature verification)
which is not the case with text independent systems. Taldgandent system, on the
other hand, rely on less frequent properties of handwritihgn individual those became
consistent due to long form habits [3].

e More amount of data is requiredext independent systems require more data for compar-
ison as with small amount of data less frequent propertiesioabe extracted consistently.
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Text independent algorithms usually extract features wvbger write with consistency. In
order to capture consistency from user’s handwriting monewant of data will be needed.

In spite of all challenges, text independent systems ardatkt® design forgery free security
systems. The next section will explain the complete frantkwbtext-independent system using
online handwriting.
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Figure 3.1 Training phase: Given documents the main goal is to idemtifg extract consistent
primitives.

Cluster-1

Cluster-2
Classify Writer
Cluster-3

Extract Primtives

Cluster-4

Writer Document

Figure 3.2Writer Identification: Given writer-document; extract pitives; cluster into various
groups and finally classify the writer.

3.2 Text-independent framework

This section explains a generic text-independent framleviar writer identification. The
basic idea of our framework is to automatically identify edfive and consistent primitives from
handwritten script, and use variations in the captured ifixies to discriminate between writers.
Since framework does not make any assumption about the aodpextract features independent
of the underlying script, framework is applicable to anyigicrFigures 3.1 and 3.2 displays the
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stepwise implementation of text-independent writer idfattion system. The identification
framework consists of the following major components:

1. Defining Primitives:

The major goal of any identification system is to extract thimjtives that can be used to
model the handwriting of an individual and afterward camabksh the identity of writers.
Any handwriting identification system essentially can bautht of as an information ex-
traction process in which the information pertaining toterriis to be extracted. The first
stage of information extraction system is to identify thi@imation that is to be extracted.
In the context of handwriting identification system, we wifer to the information as
primitives. The primitive can be defined as any componentapidiwriting which posses
individuality information about the writer. Consistentfithition of primitive will make
feature extraction process easier. Various primitivesasfdwriting can be sub-character,
character, word, line, paragraph and documents. Handwgrékperts [3] also identified
features pertaining to these components only. They divigetbus features in different
categories such as character based, sub-character basedhased and document-level
global features. Major problem of character and word leegltdires are that they are
dependent on the specific text. However, since the preserit gamcentrate on text in-
dependent systems, primitive should not be varying withviliging text. Any primitives
that is consistent in the handwriting for the individual ataksn’t depend on the text can
be used for text-independent identification. Examplesiitkelshape primitives, which de-
fined the shape of various sub-characters; allograph tygmes)ections between parts of
handwriting such as characters and sub-characters, ettio®é.1.1 presents the details
for primitive selection and extraction algorithms.

2. Extraction and Representation:

Once the primitives to be used are defined, a mechanism tacéxtrem from the data
need to be identified. A consistent mechanism for primitixeaetion is essential for en-
suring consistency in the statistics derived from them, lagwice the overall accuracy of
the system. A clear definition of the primitive will lead to enple extraction scheme.
Extraction essentially means to automatically extractatieitive from the handwriting.
let the primitive be certain type of characters, extractioethod will define the process to
extract all the present character from the handwriting @uatiically. Representatioessen-
tially means feature extraction. Any automatic patterrssifécation system use numbers
to classify any pattern. hence, in order to classify thegpattpattern need to be repre-
sented automatically. This phase is referred téeasure extractiorprocess in context of
pattern recognition. Feature extraction is the bottlengfckny classification system. A
consistent method of feature extraction directly impaetabcuracy and efficiency of final
system.

3. Similarity Measure:
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A similarity or distance measure between two primitivescheebe defined for compari-
son, based on the representation chosen in the previousBigjance essentially means
a method to compare two given patterns and represents thiarsiynbetween two pat-
terns. The less the distance, the more the patterns aresifBésed on the feature space
various similarity and distance measures can be used suEb@slean distance, Man-
hattan Distance etc. Distance measure should be such tthaneiass distances can be
discriminated from between-class distances.

. ldentifying Consistent Primitives:

Depending on the script under consideration, certain typeimitives repeat more often
than other in various allographs. These primitives can kd d#ectly for writer identifica-
tion. These primitives can be automatically identified ggome unsupervised clustering
algorithm. Pair-wise distances are computed for each pairimitives extracted from the
training samples and a distance-based clustering methiotl, & k-means clustering is
used. The clusters thus formed are referred to as consistienitives of the script. For
each script consistent primitives are being identified menatiically during training phase.

. Writer Identification: The final step is to use the between-writer variations witton-
sistent primitives to determine the identity of the writérhis involves the design of a
classifier for each of the consistent primitives (clusters)l then combining the results to
get the most likely identity.

Let S; be thej* primitive that was extracted from the data afig be thek' cluster in
the script. The data likelihood of the primitiv;, given a particular writei?; can be
computed as:

N
p(Sj/Wi) = ZP(S]’/WZ', Ck) * Oé@]f, (31)
k=1

whereq; ;, is the weight of thekth cluster for theith writer that quantifies the discrim-
inability of the kth cluster for theith writer.

Now the complete data likelihood (for the documént given writeri¥;, can be computed
from equation 3.1 as:

p(D/W;) = [] p(S;/Wi), (3.2)
SjED
The probability that the given document belongs to a writer now be computed using
Baye’s rule from equation 3.2.
p(D/W;) x P(W;)

> p(D/Wi) x P(W;)
=1

P(W;/D) = (3.3)
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Note : Equal prior probabilities are assigned to all writers

3.3 Feature Extraction

As discussed earlier, five different levels of individuglinformation: sub-character level,
character level, word level, line level and paragraph leiggbresent in handwritten data. Based
on the requirement different individuality informationlivde extracted from handwriting sam-
ples. For any practical purpose, individuality informatioresent at paragraphs or lines level will
be very difficult to capture as person may not be willing toegho much data each time to verify
identity. Also, for text independent systems, we need saatufes which are independent of
the text. In the previous literature of handwriting modglihandwriting generation process have
been modeled as neuromuscular process, which generatdaibfcurves) continuously. These
curves are considered to posses a lot of individuality imfmiion with them in the form of shape,
size and distribution. Since the writer usually writes sihiawacters unconsciously, due to long
formed habituation, writer tends to write consistently.

In this framework, sub-character level information is usgohodel the writer as sub-character
level information is independent of the text. Sub-chanatdeel information includes design,
construction and spatial distribution of curves preserthm script. We can use different sub-
character level information like size, shape, style forasting writer-specific information. We
demonstrate the effectiveness of the proposed framewdanky usirve shapes as the basic prim-
itive. The curve shape and size captures only part of thevimhgtlity information present at
sub-character level. However, the results suggest that #hee partial information can effec-
tively distinguish between writers. Our framework alloves Extension to multiple primitives
for writer identification. This sub-character level infoation will be referred to as the shape
curve in our discussions.

In this work, shape primitive is defined using the velocitgfle of handwriting. It has been
analyzed in various previous studies that relative vejoaitan individual remains the same, in-
spite of changes in absolute velocity. According to kineéoideory of human hand movements,
presented by Plamondon [8, 67], human movements are cotitvinaf different forces and
transition between these forces. In case of handwritingngles force can be defined as the
equi-curvature portion of handwritten stroke (Portion aindwriting between one pen-down
and corresponding pen-up events). Stroke is also defindteaoinbination of different forces.
Based on the above, portion of stroke between two minimuracitgl points can represent the
basic primitive,shape curve Figure 3.3 shows dominant (maximum and minimum velocity)
points, extracted using velocity profile of the stroke shawrFigure 3.3. According to our
empirical findings also, the dominant points of the strokeaims the same, in-spite of changes
of velocity on different occasions. This reason behind tussistency can be the habituation
while writing these small curves. In order to exploit theiinduality information present in the
transition, two consecutive shape curves are used as hasitiye.
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(@) (b)

Figure 3.3 (a) Stroke and velocity based dominant points(Red Poiieesents minimum ve-
locity points and Blue points the corresponding maximunoe#y points.) (b)Velocity profile
of the stroke

The consistent and clear definition of the primitive, enalddo extract the primitive easily
as follows. For each stroke from the handwriting samplesdefibdividual, find the dominant
velocity points. The portion of curve between three coneewelocity points is used as the
basic shape primitive.

The third step is to devise consistent representation fapslprimitive. A curve of constant
curvature can be uniquely represented using three paresnéte incident direction, the curva-
ture and size or length of the curve [67]. Based on this ppie¢icurve shapes are represented
using angle of incidence, angle between correspondingrgeand size of the vectors. Figure 3.4
shows all the elements, used for representation of a ptatishape-based primitive curve. Fea-
tures 1-4 represent the incident angles and the curvatwaadf portion of the curve, while the
other features represent the length of the curve. Thus dagbesprimitive is represented using
an 8-dimensional feature vector. The representation ttotest an abstraction of the curve that
is both direction and scale dependent. Another shape mquEsON techniques such as shape
context [46] geometric moments and zernike moments [109, ¢4n also be used to represent
curves together with directional features defined above.

Since, the shape curve is represented using a fixed sizegdeadctor, a distance measure be-
tween two curves can be defined using Euclidean distancecctwat for the variations in scales
of the angular features and the length feature, we use a teeigfuclidean distance. Another
distance measure can be easily used based on the featwaetiextrmethod. Dynamic Time
Warping (DTW) based distance measure can be used to proigtende which is not usually
affected by small changes in the curve shape. The distibwif shape primitive curves varies
in different scripts. To identify repetitive shape primés present in the script, unsupervised
k-means clustering algorithm is used. Ratio of within-tdussariance to between-cluster vari-
ance is used as cluster validation criteria. Figure 3.5 shgiw major primitive shape clusters
extracted from Devanagari script.

To calculate the between-writer variation for consistairmfiives, we design a classifier using
the labeled training samples that falls in each of#tt@usters. In this experiment, we have used
Neural Network based classifier for classifying each cumimitive. The output of the classifier
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Figure 3.4 curve representation: angles represents shape of thescangesize of vectors repre-
sents the size of the curve.

for each of the classes is used as the probability of observaf the curve, given the cluster
and the writer. For each consistent primitive cluster défe classifier is used. Equation 3.1 and
equation 3.2 are used to calculate the log-likelihood opsHaased primitives. Equation 3.3 is
used to find out the probability of the writer given the docummeéne could replace the classifier
in each node with any other technique such as Gaussian nardelaearest neighbor (KNN), as
long as the classifier returns a confidence measure for tiea givrve. Next section will describe
the experimental set up with complete results.

3.4 Experimental Results

Experiments were performed érdifferent scripts; Devanagari, English, Cyrillic, Aratand
Hebrew. For each script, experiments were performed foio 12 writers. Data was collected
using IBM CrossPad. Each user was asked to write out anyrexaiticular script on a letter
sized paper, that was captured electronically by the CamksPata was divided randomly into
four parts and at every step, three parts of the data werefas&dining and the remaining part
for testing.

The data was smoothened using a Gaussian low-pass filtertpricaining and testing, to
remove any noise added due to pen vibration. Aroud@ instances of basic shape primitives
are extracted from the training data of each writer.

Three different sets of experiments were performed to ddter the variation in accuracy
of the identification scheme: i) variation as data size aiievariation as number of writers
increase and iii) variation with different scripts undens@eration. First two set of experiments
were performed only for Devanagari script as we had more aadable for it.

For the first two experiments, arourf@0 curves were extracted from Devanagari data col-
lected from10 different writers. The data was clustered intbclusters (experimentally chosen)
and the classifiers were trained on each of these clustero &awithin cluster variance to
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Figure 3.5Different Clusters extracted from Devanagari script usingupervised K-mean clus-
tering

between cluster variance was used as cluster validityricnite Data was varied starting fromd
curves (approx.1 word) to 300 curves (approx25 words). With around®00 curves, accuracy
of 80% is achieved. Experiments are performggttimes for each data size with different set of
data. figure 3.6 shows the accuracy variation with variatiotest data size.

As seen from the figure 3.6 accuracy of classifier increasesna@e test data is available.
Only 20 — 30 curves (approx2 — 3 words) are required to identif§0% of the samples correctly,
and with220 curves (approximately2 words) probability of correct classification increased up
to 87%. Accuracy of87% is reported using only single primitive, as more and morenfiives
will be used accuracy will increase.

Second set of experiments were performed to determine fhetigEness of our algorithm
to classify handwritten data from multiple scripts. Forleacript, the set of primitive clusters
are usually different and hence need to be trained separdtdwever, the overall procedure
remains the same for all scripts. Table 3.1 shows the acgwheach script with number of
writer. For all the scripts, the Top-2 accuracy approach#ss. For all the scripts other than
Roman approximate 700-800 curves are used for training ppcoa 100 curves (approx. 10
words) for testing. For Roman script around 400 curves agel gr training.

Third set of experiments were performed to determine thece®f the different number of
writers on accuracy. This set of experiments were also padd using Devanagari data set.
Table 3.2 shows the variation in accuracy as number of wgritecreased fron2 to 10. From
each writer approx.700 curves were taken as training data and 100 (approx. 10 werds)
taken as testing data.
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Figure 3.6 Test data size Vs Accuracy: Test data is represented as thbamwof curves. Each
word on an average have 10-12 curves.

Script No. of | Top-1 Top-2
Writer Accu- Accu-
racy racy
Devanagari| 10 87 100
Roman 6 83 88
Cyrillic 10 80 100
Arabic 15 85 97
Hebrew 10 90 100

Table 3.1Script Vs Accuracy

No of Writers | Accuracy
100
99.8
99.6
98.8
98.0
98.3
97.0
92

87

O N~ WN

[ =Y
o

Table 3.2Accuracy Vs Different Number of Writers
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Figure 3.7 Number of Writers Vs Accuracy

Shape based primitive proved a bad choice for Chinese Sasphost of the shapes extracted
were straight lines, that do not contain much individuailifiprmation. Only50% accuracy could
be achieved. However, one could identify a different setiwhjtives and different representation
scheme to rectify this problem. For Chinese and Roman sgriptwhich lots of shape based
primitives are straight lines, size based primitive, likti@ of size between consecutive primitive
curves can be used. Experiments are being performed to ¢hedonfidence measure of size
based primitives for different scripts.

3.5 Analysis and Conclusion

In this chapter, we proposed a text independent writer ifleaion system for online docu-
ments. The advantage of this method include the need of simalunt of test data in addition
to being text independent. The classification is fast and areimprove our confidence in the
results as the data size increases (evidence accumuldieah with one line of data we can get
a high confidence about the identity of the writer. We havelsé character level features for
writer identification.

To improve on the accuracy and robustness of the systemhéosdript like Chinese and
Roman, in future we can use other high level primitives basedharacter,word, line and para-
graph. Different primitives like shape, size and other kiglevel features can also be used in
combination to improve the system. More robust represimtatike spline, can be used for
shape primitives. More robust cluster validity criteriand@e used for generating the clusters.
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Chapter 4

Text Dependent Writer Identification

In the previous chapter, we have presented a text-indepénditer identification system.
However, the applicability of the text-independent idéexdition is still doubtful in the practical
scenario, owing to the need for large amount of data for wetghentication. In this chapter,
we address the problem of automatic text-dependent writgfisation using online handwrit-
ing. Text-dependent systems require that the enrollmethtvarification text be similar for au-
thentication. Automatic signature verification [111] ispesific instance of the text-dependent
systems, in which the writer is verified based on the text ehdsy the writer himself, i.e., his
signature. Since text-dependent writer verification systare based on similar text compari-
son, the amount of data required for authentication is dege as compared to text-independent
approaches. However, text-dependent systems are more fwdorgery as compared to text-
independent approaches. This chapter presents a vedficsystem for practical low security
access control applications using online handwriting. tRerverification system based on hand-
writing to be applicable in practical scenarios, it shouvén some specific characteristics de-
scribed below:

1. Robust to forgery:

Forgeryis a major problem with every biometric system. In order fbi@metric system to
be applicable to any practical purpose, the false accegs sitould be as low as possible,
i.e., system should be able to identify impostors efficientince the handwriting is a
behavioral biometric, and can be learned by rigorous antirmamus practice, the problem
of forgery is even bigger. In case of text-independent haitiohg identification systems,
the problem is not severe since text-independent systetrecefeatures that can not be
forged easily. However, in case of text-dependent verificaas the verification text is
known in advance, risk due to forgery is even bigger. Thik dan be minimized using
varying and writer-specific text for verification.

e Varying verification text:

Fixed predefined text is the major problem of text-dependgsitems that leads to the
problem of forgery. To make systems robust to forgery, théfigation text should
not be revealed beforehand, and be varied with time. Thdication stage should
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itself be able to generate different text for verificatioack time a user tries to access
the system. Since the system is well aware of the text writiethe writer, it can
still use text dependent comparison for higher accuracgoAdince it is difficult and
not even possible to learn every aspect of individual's kaitiohg, the problem of
forgery can be minimized through text variation.

2. Minimum amount of text for verification

Ease of use is a major concern for any authentication systerthe era of automation,

no-one has much time and asking a writer to write large amofaata for verification can

adversely affect the utility of the system. A user can notdleed to write long sentences
for comparison which is a major problem for text-indepertdgrstems. However, if we

choose specific text that is more discriminating for a patéicuser, one can minimize the
amount of data required for authentication.

e Writer-specific text and threshold:

Writer-specific text for a person is the combination of ptimgs (sub-characters,
characters, words, etc) that can easily discriminate tll@vioual from other in-

dividuals. Signature verification is a good example of writpecific verification.

Writer-specific text can also make the system robust to fgrgdth less amount of
text since it is difficult to copy the information that the e writes consistently and
discriminating from other writers.

Write-specific text generation will also solve our probleridentification of an
appropriate threshold. Traditional verification systenss the threshold of within
and between-writer distances for verification which is akdted using training data.
However, it is sometimes difficult to specify a global threlshfor all writers (or the
respective text) that perform efficiently. This is due to thet that different primi-
tives(characters, words etc.) of handwriting possesemifit discriminating power
for different individuals and single primitive of handwrig can not be discriminat-
ing enough to discriminate between different pair of wet§s]. Thus thresholds
should be selected based on the underlined text and the.wifittne can generate
text; specific to the writer, he can simultaneously idendgifyriter-specific threshold
also.

3. Adaptiveness to the handwriting changes:

Handwriting is a behavioral biometric and the handwritifgan individual changes with
time. However, these changes will not be abrupt and will b&tinaous. Any verifica-
tion system should be able to adapt to these changes in hiéindvand should learn the
changes from the test samples itself. Adaptiveness caaadserthe lifespan of a system,
as if a system is not adaptive, it may start rejecting genuiriers and the users will get
frustrated by repeated rejections.
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In short, a system that combines the above features cands&atage of both text-independent
(robust to forgery)and text-dependent systeifimgh accuracy with less datéd verify the writer
of the system. Beside all the above mentioned advantagbsassicstem will be faster and more
suited for practical purposes.

The major theme of this work is to design a practical verifaratsystem for low security
and access control applications. The requirements of lewrig civilian applications are quite
different from that of forensic document examination(ohest high security applications). In
case of low security civilian applications, the major regaients are ease of use and low false
rejection rate, i.e., genuine user should not be rejecteguently. Another major factor that
arise from the domain of use is the control over data cobbectin case of low security access
control applications, the user can be asked to provide erdita, which may not be possible
in case of high security and forensic applications. In ttiapter, we present a framework for
text-dependent writer verification that is quite differémm traditional approaches. Traditional
text dependent approaches require some predefined textydatien for verification, that makes
the system more prone to forgery. We propose a method to gteneriter specific test data at
verification stage, which also suits the requirements optlagtical verification system.

4.0.1 Challenges

Handwriting based person authentication systems poseasetellenges due to: i) High
within-writer variations and ii) Low between-writer vatians. However, in case of text-dependent
comparisons, the between-writer distances become eveltesnae the writers are essentially
writing the same text and trying to make it readable. Thus/ér@tions are limited and not sim-
ilar to other biometrics, such as iris, face, DNA, etc. At fzene time, verification using online
data poses more challenges due to high variations withiteksri Major sources of variations in
the case of online handwriting are:

1. Overwriting: Writers tend to overwrite whenever they make a mistake. @kitng may
not be a major problem in the case of offline handwriting, &siit just increase the stroke
width for a single stroke. However, in case of online hantingi, overwriting is captured
as a different stroke. Since in the case of online handwgiitthe number and order of
strokes is the part of the information and overwriting wélald to increase in within-writer
distances.

2. Quality of capturing devicedn case of online handwriting, data capturing devices ate no
very accurate and sometimes they do introduce noise, whiabually not present in the
actual stroke. This tends to increase within-writer dis&@an

4.1 Framework of the system:

Based on our discussion on practical writer verificationteys, varying the verification text
is an important requirement. However, if this text is spedifi the writer as well, and if we
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can generate writer-and text-specific threshold that wedldl to the performance of the system.
However, the text can not be varied as such since text-depésgstems do require similar text
written by the writer beforehand, for text-dependent corigoas. This limits the scope of the
text variations only to the text collected at the time of éinments. In order to solve this prob-
lem, the text generation phase is delayed till the authatibic phase, accompanied by the text
synthesis phase. The text synthesis [112] phase will sgiztheéhe handwriting of the writer
based on handwriting samples provided by the individuainduenroliment. For example, as-
sume that the character level data is collected from thesuh@ing enroliment phase and stored
in the database. During authentication phase, the textrggme unit will generate the text and
display it on the screen and synthesis phase will generatedresponding handwriting text
specific to the user which will be compared with the test dataided by the user at the time
of authentication. Distance between test sample (writiender for verification) and training
(generated by synthesis phase) samples will be used tg Weeifauthenticity of the claim based
on the thresholds generated by the text-generation phaiggwreF4.1 displays an example of
text-dependent authentication system. Given six primititharacters, text generation unit has
selected three characters (based on discriminating poftbeaharacters for the writer). Lan-
guage unit, then generate a meaningful word from the contibmaf these characters. Writer is
asked to write the word and is compared with the training fatepmenerated by synthesis unit.
Distance between two templates is compared with threslmlfirfal decision.

4.1.1 Authentication phase:

Writer verification or authentication phase is divided itéxt generation and verification
phases. The following subsections will explain in detadreaf them.

4.1.1.1 Textgeneration

Text generation (see Figure 4.2) is the major requirementhfe writer verification frame-
work. The generated text should be specific to the writer ¢hatdiscriminate the writer from
the other writers. This will make verification engine forgeesistant and at the same time will
reduce the amount of text for verification.

Given a set of primitives, i.e. sub-characters, characteosds, etc. none of which is indi-
vidually efficient enough to discriminate the writer fronmhet writers (i.e. are weak classifier),
the problem of text generation is to design most discriniiigand compact text for a specific
writer. Given a set of primitives and features, for the psgof text selection, an automatic fea-
ture selection method can be used. Since the major requitesfithe verification system is text
variation, thus different text should be generated for ipldtauthentication and at the same time
at each stage primitives should be selected based on tlmegkla the previous stages. Bunke
et al. have proposed a feature selection for offline writeifieation in [93]. In this chapter,
we present a Boosting based feature selection framewornkiriter verification system. Boost-
ing [113] is a method to combine different sets of weak cfagsi, to boost the performance of
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Figure 4.1 Example of text generation based verification system.

the final hypothesis. Adaboost (an efficient boosting athon) is a greedy algorithm, which at

each stage selects the most efficient classifier from a bageakwlassifiers depending on the
previously selected hypothesis. Adaboost can be effigiarstéd as feature and text selection
method, by cleverly designing base classifiers.

In case of writer verification, in order to enable text getiera each weak classifier is based
on the primitives and features. The number of base classifidgrbe number of primitive times
the number of different features. The complete discussiordiscriminating features has been
given in section 1.1.1. Adaboost has also been used befaréeasure selection method in other
domains (for example face detection [114]).As the texéa#n, in case of verification system,
is sequential and also dependent on previous selectiorhodda provides a dynamic framework
to fulfill these requirements. At the same time, since irdlnal features and primitive based
classifiers are not discriminating enough, Adaboost camsatect and combine the feature based
weak classifiers such that accuracy of final classifier is.highour case, as the classifiers are
dependent both on text as well as different features eaitom this text, the feature selection
method can effectively be used for the purpose of text seleeiso. In the next section, we will
introduce the Adaboost algorithm for boosting and its agaddility to writer verification.
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Figure 4.2 Text generation unit for writer verification

4.1.1.2 Boosting and text generation

Algorithm: Adaboost algorithm for boosting
Require: (z1,y1),..., (Tm,Ym), Wherex; € X,y; € Y = —1,+1and
the list of weak learnersy;
- Initialize Dy (i) = 1/m
2: foreacht =1,...,T do
3:  Select weak learneh,, such that
€x = Priwp,[h(x;) # y;] is minimum
4:  Calculate:a; = log(+=%)
Update: Dy (i) = 210oeCamihi()
whereZ; is a normalization factor (chosen so thag, 1 will be distribution).
6: end for
. Final hypothesis:

H(z) =32 arh(2)

[EEY

a

~

For complete reference on boosting refer to [115]. Boosisng general method for improv-
ing the accuracy of any given weak learning algorithm. It bomas "weak” learning algorithms
that perform slightly better than random guessing into oith arbitrarily high accuracy. The
Adaboost algorithm for boosting weak classifiers have beglaged above 4.1.1.2. The algo-
rithm takes as input a training sét;1, y1) . . . (xm, ym ), Where each:; belongs to some domain
or instance spacé& and each labely; is in some label sety. Adaboost calls a given weak or
base learning algorithm repeatedly in the series of rounds], 2, ... ,T. The algorithm main-
tains the distribution or set of weights over the training Sehe weights of this distribution on
training sample on roundt is denoted a; (7). Initially all weights are set equally, and on the
subsequent rounds, the weights of the incorrectly clagsdi@mples are increased so that the
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weak learner is forced to focus on the hard examples in thangset. The weak learner’s job
is to find a weak hypothesis, : X — R appropriate for the distribution); of weights. In the
simplest case, the range of edglis binary, i.e. restricted t¢—1, +1}; the weak learner’s job is
to minimize the error due to misclassification. Once the weglothesisj; has been received,
Adaboost chooses the parameterpelongs tdR, which intuitively measure the importance that
it assigns tdu; or in other words, the weight of the classifier.

The verification problem can be posed as the two-class filz&n problem of'One vs
Rest”. The samples for the specific writer will be considered aspibgitive samples and rest
all writers as negative samples. For each writer differento$ classifiers will be combined by
repeatedly calling weak learning algorithm (feature/teglection). In the case of writer veri-
fication, a set of weights will be maintained for the writerslanot for the individual training
sample. Initially equal weights is given to each writer aftéracach stage weights will be re-
assigned such that the writers who are more discriminatetthégelected primitive, get lesser
weights. The more discriminating a writer is from the giveriter based on the selected prim-
itive, the less will be the weight and vice versa. This is domenake sure the next primitive
is selected based on hard samples. The next weak hypothiisie whosen based on the set
of weights, thus giving more importance to classes thatese dliscriminated. Final hypothesis
will be such that negative samples are nicely discrimin&tech the positive samples.

Number of Boosting Stages

Between Writer Distance

With—in Writer Distance v ~__

Probability

Distance

Figure 4.3 Effect of number of stages on the Margin between positiveraagiitive samples.

Weak learning algorithms will be based on different prir@s and features of handwriting.
Different primitives of the handwriting can be sub-chaesctharacters, words, etc. Since, prim-
itives are not discriminating enough to individually dissinate positive samples from negative
samples with high accuracy thus they will perform as weaksifeers. Essentially Adaboost
based algorithm will behave as a primitive selection memarsuch that primitive with high
discrimination get more importance than the others. SiAgboost algorithm selects primi-
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tives dynamically, primitive selection will be specific taah writer and will vary from writer
to writer. Relative importance(weights) of each primitmeél be calculated using Adaboost
algorithm. In some sense, boosting can also be seen as tbesprof increasing the margin
between positive and negative samples (see Figure 4.1sklg¥ting the primitive classifier that
is the most discriminating for the certain distribution bétweights of the writers. Another main
advantage of Adaboost algorithm is that it provides bettregalization than other classifier
combination mechanisms. The key insight is that genetaizeerror is related to margin of
the examples and the Adaboost achieves large margins yaj8dhapire et al [115] bound the
generalization error of the Adaboost as:

Po(f(e) £0) < Ps(ufe) <0) + 0 o= [P oy )

Here the termn, refers to the margin of the exampléB.is the number of iterations and |
represents the cardinality of the classifier subspace.

Since, generalization error is directly proportional te thargin and as more and more weak
classifiers are combined, the margin will also increase. tAsah stage, we select the classifier
that is most discriminating for the writer, given the listwfiters to compare with, essentially the
classifier is selected will increases the margin betweeiiipesnd negative samples. However,
the generalization error is also dependent on the cartiiraflihe classifier space. As the number
of classifiers are quite large, generalization error wilcabe large. In order to overcome that
problem, a cascaded structure of classifiers have beeng&dpn the next section.

DataBase

0

0 0 0
Authentication 1 1 1 1
Text c1 c2 c3 c4
ID Generation

ag &\ Classifier Generated
iscriminati a
Discriminating 1 .
Table :
|

Training

Figure 4.4 Writer verification framework for low security access cattapplications.

4.1.1.3 Cascaded Classifier

As seen from the framework in Figure 4.4, classifiers are doetbin the cascade. At each
stage in the cascade, some of the writers are rejected, thomp the list of writers at each stage.
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Each cascaded classifier is a combination of different leabslassifiers. Cascaded structure of
the classifiers is employed to reject the writers those arte gliscriminating from the writer
to be verified and about which we are more confident. One canspand more effort for the
hard samples in the following stages. Essentially the vadth smaller weights are removed
from consideration. If any cascaded classifier rejects sgriter from the consideration, then no
further processing is done for that writer. The structuréhef cascaded classifiers is essentially
that of a "degenerate decision tree” and is related to th&kwbiFleuret & Geman [116] and
Amit & Geman [117].

After each stage in cascaded structure, a threshold istsdl@dhich decides which writer
is to be rejected. Since we are approaching the problem démwerification for low security
applications, where false rejection rate is the major comahius the threshold is selected such
that verification system is biased towards the writer to lrified. The insight of the cascaded
structure is that writers who are discriminated easily friora writer(to be verified) need not
go through complex computations. Only the writers who anel ta discriminate need to be
analyzed with complex computations. Moreover, as the nurobevriters decrease over the
stages, the number of computations that are required fdr éassifier will also decrease, that,
in turn, will make system fast. Writers are rejected basethozshold calculated during the text
generation phase. Classifier stages are biased towardgitee iw order to keep false rejection
rate as small as possible. False acceptance rates arelleahtkith every new stages added.
Stages are added until all the writers except the writer todydied are not rejected. For any
writer to verify claim, he/she should pass through eachestafgcascade. Once the writer is
rejected by any one of the stages, it will not be tested thiauy of the subsequent stages.

4.1.2 Writer Verification

The previous section explained the boosting based featlgetmn algorithm for text gener-
ation. Feature/text selection method removes the majaliénaf designing writer specific text.
However, the problem of forgery in text-dependent systethstill remain the same as the text
will be the same each time user tries to verify identity, althh the text is selected specific to the
writer. In order to overcome this limitation of the systeiime text generated should be different
each time the user tries to verify his identity. At the sammeetiit is the requirement of the system
to be aware of the text written by the writer to take the adagatof text-dependent comparison.
Thus the system should itself design random text based turéeselection method and the user
is asked to write that text to verify his identity. Howevegré our feature selection based method
is limited as for each writer all different combinations ofrpitives need to be written before-
hand by the writer, in order to allow text-dependent corgaarj which is practically impossible.
This problem is solved by text synthesis.

In order to vary text across multiple authentications, mnitation is introduced at the weak
hypothesis/classifier selection phase. In the modifiedt8eteprocess the hypothesis is selected
not just based on discriminating power. We add an option ¢kesifier can be rejected or
accepted, each time the classifier selection routine isdta@ther processing is done as before as
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Algorithm: Boosting based text generation algorithm

Require: ID of the writer to be verified, weak hypothesis
1: Initialize D (i) = 1/n, wherei = 1,...,m,
wheren is the number of writers in the system

2: writer-List={1,...,n}

3: while |writer — List| > 1 do

4:  while Nowriterisrejected do

5: Select weak learneh, such that
e = >, Di(1)0!P is maximum.
0!P represents the pairwise discriminating power of the cfiessi* for and calculated
during the enroliment stage

6: Calculate:
oap = log(%)
7 Update:
Dy (i)exp <at€iID>
Dt—i—l(i) = 7
whereZ, is a normalization factor (chosen so that, ; will be distribution).
8: Compute threshol@'h for the stage using within-writer distance.
9 if (£, > Th) Reject the writer
10:  end while
11: end while

in the basic version of classifier selection. Acceptancejaction is based on a random number
generator. The random number generator is also desighad d&criminating distribution of
the primitives. The weak classifiers are accepted or rejdused on their discriminating power.
Classifier with more discriminating power has more chanddsemg selected.

Let each stage in the cascaded classifier denoted; bwherei = 1,...n. n is the number
of cascaded stages in the classifier. Final hypothésis, given by:

H(z) = [[(W: < 0:) (4.2)

7

W; is the score of!" cascade and; is the threshold foi'" cascade calculated during text
generation phase. Threshold will be fixed such that the iflxsss biased towards the writer
to be verified and false rejection rate (FRR) is minimized.riby the authentication stage, a
writer is rejected ifiW; > ¢;, otherwise accepted. In order for a writer to be autherditat
he/she should be able to pass through all the stages. Rejettany stage will also reject his
claim. ScorelV; of each cascaded classifier is calculated as the combinafigarious weak
hypotheses selected at each selection stagé, let thej*"weak hypothesis. The#; is given

by:

Wi = ajh; (4.3)
J
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whereq; is the relative importance or weight given j8 weak classifier computed during
Adaboost based text generation phase aj(dY) is the hypothesis generated WY classifier
within a single stage.

In order to vary text, as randomness is introduced in the éonk. Each weak classifier
can be rejected with probability d?(1 — D;(w)). Where,D; (k) is the discriminating power of
k" primitive for i**writer. Method to calculate discrimination power has beeplained in next
section.

It is always more natural to write words and sentences as aogdpto individual characters
or sub-characters. Primitives of handwriting may be sudxatter, character or any larger unit
and the writer still can be asked to write a single sentendgs iE done using a language-unit
inside the system. The system supports language unit satlygitren a list of characters (or
sub-character) and dictionary (or mapping sub-charactetharacter), the language unit will
generate meaningful words. The words can further be cordbiodorm different sentences.
Randomness can be incorporated at word level as well asneenggeneration level. More the
randomness, less will be chances of forgery. As this is awdifficult to forge an arbitrary
handwriting of any individual. Some of the simple rules thave been used for the purpose of
experimentation has been given below. More complex ruladeseasily incorporated.

e SUBJECT + VERB + OBJECT

e SUBJECT + HELPING-VERB + MAIN-VERB + OBJECT
4.1.3 Enrollment Phase

In traditional writer verification process, enroliment ghais to identify the threshold of
between-writer distances to within-writer distances. Ur framework, text generation phase
and the threshold calculation phases are delayed till atidaion phase (defined above). Thus
only, the calculation of discriminating power and trainiogsynthesis phase is done during the
enrollment phase.

4.1.3.1 Discriminating information extraction

Discrimination is defined as the degree of separation ofimdtimd between-writer distances
between a pair of writers. The discriminating power for amtive (for the writer) against the
world population is approximated as the level of discrintima of that component against the
writers in the training set.

Discriminatory power of primitive is defined as

Dijw) =1 ( / ")+ / " f<w>>, (4.4)

X1 b'e
whereD;;(w) is the discriminatory power of word for writers 1W; andW; and f (z) andg(x)
are the distributions of within writer and between writestdinces. So, the discriminating power
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Figure 4.5 Discriminating power of words is inversely proportionaltte area of intersection.

of words, essentially, is proportional to the overlap betwelistribution(see Figure 4.5). The
more the overlap between distributions, The less the disa&ting power and vice versa. Fig-
ure 4.6 lists the discriminating power of different words fifferent writer pairs.

W1 Vs Word-1 Word-2 Word-3 Word—-4 Word-5

= s 1rbS e (gavnce | Q yecr| Ak stk

0.01 0.03 0.09 0.21 0.25
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Figure 4.6 Discriminating table of the characters for pair of WriteBiscriminating table list
five words with highest discriminating power for the 4-writgirs.

4.2 Feature extraction

For the purpose of the experiments, words are used as basaf blandwriting. Online word
is the set of strokes which in turn is the sequence of pointaisTthe distance between words
can be calculated using distance between correspondiokestof the words as the order, num-
ber and the shape of strokes do possess a lot of individuafitymation about the writer. For
the experiments two different methods are used for strokesparison, Dynamic time warp-

48



ing(DTW [118]) and directional features. DTW matching i thatural choice for the stroke

distance as the number of points in the strokes are not sach®aw provides us an efficient

method to compare different length feature vectors. Twaa@gghes used to calculate stroke
distances are:

e DTW Matching:As the number of points on the strokes are different everdoreswriters.
DTW matching provides the method to compare two strokes.

¢ Directional features:As discussed in chapter-2 direction based features hav@iandi-
viduality information associated with them. The curvataféhe strokes are calculated at
each point and grouped into 12 bins. Euclidean distancedmstthese fixed dimension
feature vectors is used for distance calculations.

Once the distance between all pairs of strokes are cald,ldymamic time warping is used to
calculate the distance between words. In this case, dyn@mmgowvarping will take care of order
and number of strokes in the word while calculating distamesveen two words.

4.3 Experimental setup and results

As there is currently no available online handwriting daisds with writer information, for
the purpose of experiments, data is collected from diffevetiters using Genius tablet. Data
is collected from30 writers in both Hindi and English scripts. Hindi data is ealied from10
users and English data is collected framusers. Each person have writteé word, 10 — 12
times each. Experiments are performed usiApld cross validation. The data is randomly
divided into three sets. Two out of the three sets are usettdming and remaining one for
testing. The process is repeated for all possible comlinadf sets. Two different feature
extraction methods are used for the experiments. Withintetdeen class distances for each
pair of writers is considered as the representative of ttakaj distribution of the distances. The
discriminating power of the words has been defined as theoptiop of the samples that comes
in the region between these two distributions. Discrimiimgpower can also be defined as the
measure of similarity between these two curves.

The boosting based framework described above, is esdgratifdature/text selection based
framework. In order to test the applicability and accuratthe algorithm for writer verification
task, results are compared with other feature/text seleepproaches such as random selection
and discrimination based selection. In the case of randdects@n, the primitives are selected
randomly from the given database and given equal weighthielsecond case of discriminating
power based selection methods, words are selected baséeipdiscriminating power for the
given set of writers. Two variants of discrimination baseethods are used differently for the
purpose of experiments. In the first case, discriminatinggyaof the primitives is determined
taking all the writer taken together called as global disémiating power. In second case, dis-
criminating power of the words can also be calculated fomalividual writer. Global discrim-
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inating power can be affected by outliers as it is the averdgal the individual discrimination
(average is sensitive to outliers).

Figure 4.7 and Figure 4.8, shows the comparison of accigatidifferent primitive selection
methods. It is evident from the graph that accuracies of fimgpdased randomized method
are quite comparable to discriminating power based pnmitielection and quite higher than
random selection. Effectiveness of the verification systeme quantitatively represented in
terms of false acceptance rates(FAR) and false rejectims(@RR). The false acceptance rates
represents the percentage of impostors accepted by thersysind the false rejection rates is
the percentage of the genuine user rejected by the systdse &@eptance and false rejection
rates are inversely proportional to each other as these tevoetated to the threshold selected
for verification. The more the threshold, lesser will be thisé rejection rates. However, the
system will tend to accept a lot of impostors also, thus legtth high false acceptance rates and
vice versa. Figure 4.7, 4.8 below shows the FAR, FRR ratebeobbosting based selection in
comparison to the other selection methods.

It is evident from the FRR graph (Figure 4.7 and Figure 4.8} the performance of individ-
ual discrimination based selection is better than globsdrithination based selection method.
The main reason for this is that in the case of individual rifisinating power, the threshold is
selected based on the single classifier and thus it perfoatisridor the individual writer and
provide lower FRR. Boosting based method described in tmépter, performs better than all
other methods. as this method selects primitives dynamitesed on the individual writers and
give more weighage to the hard samples which are being rs&fild in the previous stages.
Performance of the boosting based classifier is much morendkgmt on the threshold that is
chosen. In case of false acceptance rates, as seen fronagrardithat false rejection rates are
quite higher initially and decreases rapidly as the numb®rards increases. Boosting provides
better generalization performance and as the number oéstagreases, the margin between
positive and negative samples increases. It has been eallyipproved that boosting decreases
the generalization error even long after training errordrees zero.

In the case of the cascaded-boosted classifiers descriloee,abe threshold plays a major
role in deciding the performance of the system. Traditiamdler verification system uses single
threshold of within and between-writer distances for ththantication. However, the text gen-
eration phase of the algorithm proposed in the chapter,leneto decide the threshold specific
to the writer and the text. In the case of the cascaded ckssithe two thresholds are being
selected which affects the performance of the system. Tiestiblds are decided based on both
the positive and negative samples (see Figure 4.9). Thiaktat is calculated based on the pos-
itive samples effects the false rejection rates of the systiace if threshold is decided such that
all the positive samples from training data are accepted thlse rejection rates will be lower
and vice versa. However, this also effects the false acoepteates as the threshold is higher,
impostors will also be accepted. The second threshold isezhbased on the negative samples
and effectively controls false acceptance rates. It dsoigkeen to reject writer for consideration
from the next cascade. Both thresholds are not independerféects each other. For the sake
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percentile and Threshold-1 as max of within writer distanc@/riters W4,W5 will be rejected
at the shown stage.

of experiments, second threshold is taken as the percaiftilee negative samples below first
threshold. For example, let the threshold-1 be Th and tlotdsh selected to b20% (of number

of total test samples for the class), then we reject all thigeverfor who have less tha20% of
the samples below threshold-1. Essentially increasingstiold-2 means to make system more
prone to rejecting writers and that directly affects thef@enance of the system on account of
false rejection rates. For the experiments, thresholdb2isg varied fronb to 50 with the step
size of 5 and threshold-1 is varied as the multiple of the basic tholesfrom 1 to 3 with the
step size 0f).25. Figure 4.10, 4.11 and 4.12 below shows the Performanceeo$yktem for
different values of the threshold for different features.

As seen from the above graphs(see Figure 4.10, 4.11, 4412 &cceptance rates of the
classifiers increases with increasing threshold-1 andedsess with decreasing threshold-2. Ex-
planation of this have been given in the previous paragréigo the system performs better in
the case of the false rejection rates with higher values restiold-1. As seen from the above
graphs, direction based features perform slightly beltentDTW distance based methods. The
major reason behind this is the higher sensitivity of the DdlMtance for small variations. On
the other hand, direction based feature is not sensitiverf@ll variations. Also, direction fea-
ture based comparison is faster than DTW based comparisdheaaumber of comparisons for
each stroke is much more in DTW (of the orderdf, n is the number of points on the stroke),
whereas in case of directional feature based comparisat steoke is just represented with
12-dimensional feature vector.

Threshold-1 and threshold-2 does not only affect the acgurat they also affects the number
of primitive comparison to be made for the decision. The nendf comparisons are directly
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Figure 4.11 (a) FRR, (b) FAR and (c) Combined error rates for
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Figure 4.12 (a)FRR, (b)FAR and (c)combined error rates for
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related to time taken for verification. Figure 4.13 belowwhahe variations in average number
of comparison with the changes in values of threshold-1 &aneshold-2. As seen from the
diagram, as threshold-1 increases more humber of wordseg@ed for comparison. The main
reason behind this is as the threshold-1 increases, morbenushwords will be needed to reject
all the other writers(leaving only one writer, ID), for caast value of threshold-2. However,
increase in threshold-2 effectively means that system i2mpmne to rejecting other writers and
less number of words will be needed for comparison. As thebmrmf comparison increases,
more will be the accuracy because of increase in the numtstagés of boosting based classifier.

Major problem with different biometrics based verificatisystems is of scalability with the
number of writers. As the number of writers increase thegramince of the system decreases.
However, in the cascaded boosting based method, perfomudnice system is not considerably
affected by the increasing number of writers (see Figurd}4.As evident from the graph 4.14,
the error term is decreasing with the increase in the numbeiriters. This is due to the gen-
eralization capability of boosting based systems. At thaeséime, as the number of writers
increases, the number of the cascaded stages also incrédses the number of stages, the
writer have to pass through more rigorous testing. For smathber of writers, number of
stages will be lesser and since the system is biased towaodpting the writers rather than
rejecting, the false acceptance rates will be higher. Asithmber of writer increases, effect due
to biasing reduces and makes the system more accurate.

4.4 Conclusion and future work

Text-dependent writer verification framework for civiliaapplications has been proposed.
System presented an algorithm to generate writer-speeificsentences for individual writers
which makes the system forgery resistant (by implantingloamess into the generation pro-
cess), and fast as the amount of text required for verifinadow. System is being designed
specifically for low security access control and civiliarphgations as false rejection rates are
guite low can be controlled with varying thresholds. Experntal results show that boosting
based text-generation system is better than differentselemethods and also require small
amount of data for verification.
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Chapter 5

Repudiation Detection in Handwritten Documents

In last two chapters, we have introduced the problems oftiosel writer identification and
verification in the context of text independent and text dejgat scenario, respectively. In this
chapter we will introduce the different set of problems thdse mainly in forensic documents.
The problems that arise in forensic document examinatiamsyusually quite different from that
of traditional writer identification and verification taskshere the data is assumed to be natural
handwriting. However, in case of forensic documents no asdumption can be made about
data. This give rise to problems of forgery and repudiatietedtion. The problem of forgery
detection has been studied in the context of signature eaiifin. The second problem, repudi-
ation, arise where a writer deliberately distorts his harititvg in order to avoid identification.
Moreover, in case of forensic documents, we often have teeaat a decision based on a sin-
gle document pair. Thus learning writer specific models dan become difficult. Since the
problem of repudiation is inherently different from thatwfiter identification or verification,
the optimal way to handle them needs to be different. Thiptreaddresses the problem of
repudiation in generic handwritten documents, and alspgwses a framework to analyze such
documents. The approach can further be extended for dateatiforgeries as well.

In forensic science, the primary role of handwriting anadys in the problem of Questioned
Document Examination(QDE) [33,119]. Determination ofreuship of a document is the main
task in QDE, where one has to decide whether a pair of docuanthiequestioned docume(ne
whose origin is unknown) and thieference documeifibne whose origin might be known), were
written by the same writer or not. However, due to the circtamses under which the documents
are generated, there is a motivation for the writer to deditedy alter his natural handwriting to
avoid detection. We refer to this problemtaandwriting repudiationas the purpose of distortion
is to deny someone’s involvement in the case (repudiati@d])l

The problem of detection of repudiation in QDE is differerdrh that of traditional writer
identification and verification tasks. Writer identificatits the problem of identifying writer of
the document from given candidates and, writer verificaisotine process of verifying whether
the claimed identity actually belongs to claimed writer. both identification and verification
problems, writer need to be enrolled into the system befeamedh Also the data in case of
traditional writer identification and verification is supes to be naturally written. In case of
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Figure 5.1 (a) and (b) Natural handwriting samples from 3 writers arjdRepudiated samples
from the writers.

forensic documents, as data can not be assumed to be natndaltiting, other problems arises,
i.e. forgery and repudiation.

e Forgery Detection The problem is identical to that of verification, excepttttiere is an
additional suspicion that the writer could be an impersonat

e Repudiation DetectianGiven two samples of handwriting (both could be delibdyate
distorted), verify the claim that they are from differentiters.

Note that in both identification and verification tasks, tkens are assumed to be cooperative,
and one could build statistical models for each writer frénait natural handwriting. However,
in the case of forgery, the questioned document need nottbeahaand in repudiation, both the
guestioned document and the reference document couldtoeteds and we have to assume that
the writer is non-cooperative. Figure 5.1 shows examplesarfls from three writers in their
natural form, as well as when they distort their handwritiagrepudiation.

In this chapter, we primarily deal with the problem of remtn in generic handwritten
documents. We propose a generic framework for automatdgisssaf handwritten documents
to flag suspicious cases of repudiation.

5.0.1 Awutomatic Detection of Repudiation

Extraction of writer information from handwriting is moréallenging as compared to verifi-
cation based on physical biometrics traits, due to the largga-class variation (between hand-
writing samples of the same person), and the large intessctmilarity (same words being
written by different people). Moreover, the handwritingaofvriter may also be affected by the
nature of the pen, writing surface, and writers mental stat@ddition, the problem of forensic
document analysis is particularly difficult due to the aidditl problems posed by repudiation:

e During repudiation, a writer tries to change his handwgtstyle to be different from that
of his natural handwriting. This introduces a large amodimitba-class variability that the
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system has to handle. Moreover, the writer need to be assuoredooperative, unlike
in forgery, where the person who is being forged will be coapee and provide their
natural handwriting in the required manner and amount.

e The content of the handwriting that is available during &ggdetection is not in our
control, and is often small in quantity. This prevents ugrfrasing the less frequent
statistical properties of the handwriting for the purpo$earification of the claims.

e The cost of false match is often very high in the case of fdcedecuments, as it might
result in erroneous conviction of an innocent person. Megeao use such an evidence
in the court, one needs to give a statistically valid confademeasure in the result that is
generated.

In spite of all these problems, it has been shown by forengients, that repudiation detection
is possible. From the principle ekclusionandinclusion inferred by document examiners from
their experience in the field, one can’t exclude from one'siawriting, those discriminating
elements of which he/she is not aware, or include those eltnud another’s writing of which
he/she is not cognizant [3]. Thus the task of repudiatioea&tn comes down to finding the dis-
criminating elements of which writer is not aware of. We pep a framework (see Figure 5.2)
that exploits the statistical similarity between lowerdkfeature distributions in two documents
to detect possible cases of repudiation. One needs to ade aflicaution here that many of
the clues that are used by forensic experts comes from ekteonrces (such as background of
the suspect, examination of paper material, etc.) and aravailable to an automatic writer
verification system. Hence any such system can only be usad aisl to a forensic expert, and
not a replacement.

The prior work in this area primarily concentrates on thebtems of natural handwritten
documents. Comprehensive survey of work has been givereipteh2.

5.0.2 Applications

The major applications of repudiation detection is in thddfief forensic document only.
Since, only in these scenario, writer would like to forcgfudhange his handwriting.

5.1 A Framework for Repudiation Detection

This section describes a generic framework for repudiatietection for questioned document
examination. The primary goals of the framework are:

1. To develop a statistically significant matching scoreveein two documents, without any
additional information in the form of training data.

2. Utilize the online handwriting information that could blktained from the reference doc-
ument to improve the matching.
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Figure 5.2 Framework for detecting repudiation from handwriting.

3. Allow the inclusion of additional features that might bdracted from the handwriting
to enhance the results. This would also mean, we should nke& secific assumptions
about the distributions of the features, in the framework.

4. Allow the user to specify a confidence threshold, beyontthytihe system will pass the
documents for expert examination.

To make a generalized system is very difficult. We also makec#rtain assumptions in our
approach. The assumptions, however, are practically sanddvill not affect on the final sys-
tem. The primary assumption is that the content of the questi document and the reference
document are either the same or has significant overlap atdine: level. This allows us to use
text-dependent approaches to compare the words in the tauntEnts. Without this assump-
tion, it will be difficult to identify consistent features bfandwriting of individual, which is the
bottleneck of the system. In case of repudiation, consigtenthe major feature as it is difficult
to change consistently written features from the individuaandwriting, even deliberately [3].

We also assume that the reference document is collectea iartine mode (with temporal
information). These assumptions are valid in the case of QIbi€e the investigator can control
the content and mode of the reference document being cadle@nline data have more indi-
viduality information about the writer. This informatiorai be used to compare the consistent
features of reference document with same features fromtignesl document.

Let the two documents be denotedias= {w*},k =1---n; andD; = {w*},k=1---n
The words in each document are first partitioned into disjséts as follows:
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N;
D; = [JCf,and
k=1

CF = {w|uw’ € D; and denote the workl}
(5.1)

wherelV; is the number of distinct words iR;. This partitioning can be done using recognition-
based or ink-matching techniques. We then compute thesgmrelence between the s€tsand
C; from the two documents. Once again, we can find the corregmmedbased on recognition
results or ink matching. Without loss of generality, we assithat the corresponding sets are
CFandCf k=1 K.

To compute the similarity between the two documents, wedifine a distance measure be-
tween two corresponding words;; andV;, asd(W;, W;). This could be the distance between
any set of features that are extracted from the word di.etlenote the average distance between
corresponding words in document® and D;. We compute two distributions of distances: i)
Pw,» COMing from within document distances; andd; ;, and ii) p,, from between document
distancesd, ;.

Now referring to the major requirements of the frameworke arfi the major problem with
repudiation detection is to find out the significance of therec After consistent features from
reference document is being extracted and compared wiflasiiwatures from questioned docu-
ments, we can easily arrive at some distance between dod¢siew the problem of significant
distance is posed as that of testing the hypothesis, whigéro distributionsp,,, andp,, come
from the same population or not. In other words, we can sayiti@ra-documeng,, and inter-
documenty,, distance distribution came from same general distriloutidgth high probability,
then we can predict that these two documents are writtenrog sa&iters with higher probability.
One could assume that, andp;, are normal from central limit theorem and can be compared
using parametric tests such as, t-test, z-test etc. Howeaggrior information about distribu-
tions is available in case of forensic documents verificatiany wrong assumption about data
distribution can lead to misleading conclusions. Non-Retaic tests like KL-test and KS-test
do not make any assumption about distance distributionsttarslmore fit for question docu-
ment analysis. Complete analysis of non-parametric testhgpothesis testing is given in next
section.

5.1.1 Detecting Repudiation and Forgery

Major problem in case of verification is generating signfifica of distance between ques-
tioned pattern and known pattern. Traditionally, this im@asing threshold, which in turn is
calculated from training data. In case of one to one problehwerification, such as in forensic
documents, where training data is not available, signifieanf distance need to be calculated
using statistical methods such as Hypothesis testing. tHgs testing allows us to compute
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the significance of the distance and hence arrive at a comkdeeasure of the result in a mean-
ingful and systematical manner. Hypothesis testing pewia formal means for distinguishing
between probability distributions on the basis of random@las generated from the distribu-
tions. Two class hypothesis testing problem for forensicutieents can be posed as:

HO = Documents written by same writer
H1 = Documents written by different writers
(5.2)
~ Likelihood that documents written by same writer (5.3)

Likelihood that documents written by different writer

if A > «, then documents are proved to be from same writer. Otherdi®®ments are
declared to be written by different writers. Herejs the threshold that is decided based on the
problem.

Likelihood ratio, A, can be calculated as the probability whether two distidimstp,, andp,
came from same universal probability distribution. Simiilaof distributions can be calculated
using different non-parametric tests, such as KullbaciklegKL) divergence or Kolmogorov-
Smirnov(KS) test. Kullback-Leibler divergence or relatigntropy test is one of the tests that
can be used to compare two hypothesis or distributions.bidoKk-Leibler divergence test is the
natural distance measure from a true probability distiisytP to an arbitrary distributiong).
For probability distributionsP? and (@ of a discrete variable, th& L divergence (or informally
K L distance) of) from P is given by equation 5.4.

mmm@=ZHm%§%
— ¢ DKL

Pkr,
(5.4)

DistanceD g, can be converted into probability terms using 5.4. Kullbaekoler distance
essentially calculates divergence between distributiand is not a distance metric, as it is nei-
ther symmetric nor satisfies triangle inequality. On thesotiand, KS test determines whether
an underlying probability distribution differs from a hythesized distribution, based on finite
samples. The KS-test also has advantage of not making asenmpbout the distribution of
data and so, is a non parametric (parameter or distributemrethod). Two parameter KS-test
is sensitive to differences in both location and shape ofetimirical cumulative distribution
functions of the two samples. KS test computes a simplerdistaneasure and mathematically
can be represented by equation 5.5:

Dics(P|Q) = maz(P(i) — Q(i), Vi (5.5)
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Where P and @ are cumulative probability functions arnfél(i) andQ(i) are corresponding
probability values. for two distributions. Distané, g can be interpreted as maximum absolute
difference of cumulative probability on all potential vakiofi. Probability of similarity between
two distributions is then calculated by:

Pgs =Qrs(vVNe+0.12+ (%)DKS)

Qrs(N) =2 Z?il(—l)j_le_wv |Qks(0) =1,Qks(c0) =0,
(5.6)

and N, is effective number of data point&), = Ny No(N7 + N3)~!, whereN; and N, are
number of data points in two distributions respectively.eThajor limitation of KS test is that
it is more sensitive near the center of the distribution thanhe tails. For experimentation
purposes KS test is used as statistic. Distance metricsl lmmseombination of KL test and KS
test explained in [121] can also be used to get some improveimehe results. Any of these
two tests can be used for our purpose. In this paper, expetinage performed using KS-test.

The formulation of the comparison using hypothesis teskagan implicit assumption that
two documents from the same writer will be exactly same. Hawethis is not true due to
two factors: i) natural handwriting of two documents from dter tends to be different due to
environmental and physical conditions of the writer, ahthicase of repudiation and forgery, the
writer introduces some variation even if appropriate fesdlare extracted. Hence we modify the
hypothesis test result by looking at the confidence levehefresult, and choosing a threshold,
«, on the confidence to decide if we should involve an experobr n

5.1.2 Feature Extraction

This section explains feature extraction and comparisdailde In case of repudiated docu-
ments, feature extraction plays a major role. Based on tret & details discriminating features
of handwriting can be divided as macro level or high levetdess and micro level or low level
features. High level features, such as alignment, slop@t sif line and words can be repudi-
ated, as the person is quite aware of these features andahdiechanged forcefully. However,
lower-level features, such as shape and size of primitiveesuand connection between these
curves can not be changed easily, as the person is habitobtedting primitive curves for a
long time. Moreover, various studies in the field had verifibdt people are more aware of
words rather than individual characters present in thodso,Aautomatic segmentation of char-
acter from words is difficult task. Another major reason ftwoosing words as our primitive
unit is same character is written quite differently (witlspect to shape and size) within different
words and this will introduce large intra-class variati@gharacter level. Individual words are
segmented and clustered into clusters of same words ustogatic clustering and segmenta-
tion methods. Simple features like horizontal, verticalyér and upper profiles of the word are
used to cluster them into cluster of same words. Small einadata clustering and segmentation
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Alignment

Figure 5.3 Comparison between two wordagplée

is removed using manual efforts. In case of forensic docuspenanual segmentation is also
possible as volume of data is small.

The distance between pair of words is calculated using |dewesl features like shape, size
of size of the constituent primitive curves explained in. [$rimitive curves from the words
are calculated using dominant points. For online handugi{ireference document) dominant
points are defined as maximum and minimum velocity pointsfandff-line words (questioned
document) curvature points are used as dominant pointse Mgorous method can be used to
extract dominant points on the words. It can be argued tHatig of handwriting can change
with change in environmental conditions and also be chauigdilerately. However it can be
shown that the critical points of velocity remains the same tb long form habits. Figure 5.3
describes the feature extraction and comparison procedsmonstrate two wordpplewritten
by same person from both normal and repudiated handwritioggawith the corresponding
critical points. Critical points were used to extract ptiig curves from the words. Primitive
curves are defined as the portion of curves between thre@cwoiige minimum velocity points
on the stroke. Note that in case both documents are off-irie¢al points can be calculated
using curvature.

Distance between a pair of words is calculated using dyndimie warping. Each word is
represented as two dimensional feature vector of sixe, where,m is the number if different
curves in the word, w, and is representation of each curve. Curves are represented asi
dimensional feature vector, comprising of curvature,sizeonnecting vectors, relative velocity
and shape of each curve is represented using higher ordeenisto retain fine changes. Simple
Euclidean distance can be used to calculate distance betwegrimitive curves. The proposed
method is simple in nature, and could be replaced with a mamgeehensive distance measure
that uses various properties that are extracted from theesutOne could also employ distance
measures based @TrW distance, between two primitives.

5.2 Experiments

The data used in our experiments was collected f@3ndifferent writers. Each writer was
asked to write three pages on A5 sized pages in his/her owmahdtandwriting. In addition,
three pages of data was collected from each writer, whilegrjo masquerade his/her handwrit-
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ing style. The data was collected using iball take-note ctvltiollects the data in both on-line
and off-line forms. The data is then segmented into wordsgusiter-word distance and then
clustered into groups of same words.

As noted before, the actual significance of the distancedwtwo documents cannot be used
directly. A threshold need to be identified, such that if th@ching distance is below this, we
use the services of an expert. To present the capabilitifseofystem, we plot the ROC curve
of the system by varying the threshold. Figure 5.5 shows RG@ecand the corresponding
distributions of within-writer and between-writer distandistributions. The document pairs
that are written by same person is considered as genuinendits. Note that this includes
repudiated documents from the same writer. The genuingaate is acceptance (or matching)
of documents that are written by same person and false atepis percentage of documents
that are accepted, when they actually belong to differeitever ROC curve shows that about
82% of documents which belong to different writers are rejectetiile keeping the genuine
acceptance rate 400%. As discussed before, this step is considered as the prelignstep for
the document screening before it goes to expert. All the ohenis, which are not rejected can
be processed further by handwriting expert.

An alternate way of presenting the results of matching dqdar document pair to an expert
is on the traditional nine-point scale. Forensic experss thés scale to indicate the level of
match between two documents under consideration. The soatasts ofidentification strong
probability of identification probable indications no conclusionindications did notprobably
did not, strong probability did noandelimination We can present a similar result based on the
densities in the corresponding histograms in figure 5.5. él@r due to the bias introduced by
hypothesis testing (tests are done under the assumptibnutdypothesis is true), the results
will be confined to the values afo conclusion indications did not probably did not strong
probability did notandelimination in the case of repudiation.

We have introduced the problem of repudiation in handwritlecuments, which is particu-
larly relevant for forensic document examination. A state model for automatic repudiation
(and forgery) detection , that uses the statistical siganifie of the distance between two distri-
butions is presented. Preliminary results support theditglof the model. Such an automated
system can act either as a screening mechanism for quesstdm®iments, or could provide
additional insights to an expert examiner of the documents.

Preliminary investigations into the use of the model foledéng forgeries seem to be promis-
ing. However, we need to conduct extensive experimentgyusxpert forgeries to make any
conclusive statements on the effectiveness. One can gienigent with a variety of features to
compute the distance between two words, in order to imptogartatching results.
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Chapter 6

Conclusions and Future Work

Handwriting recognition and analysis is gaining popujavitith the advent of pen-based de-
vices, and the need for robust systems for recognition antmidentification is on the rise.
In this thesis, we have explored the problem of writer id#ggtion. Due to habituation and
the complex generation process, each individual develipswn style of handwriting which
makes it different and discriminating from others. In tHigdis, we discussed the problem of
handwriting identification from different aspects sucheag-independent and text-dependent. In
the case of text-independent handwriting identificatibe, gystem learns writer's characteristics
and style from the handwriting itself and uses that stylermfation to identify the writer, later.
The major problem of text-dependent systems is to clashiydistance between handwriting
samples as within and between-writer distance. High withwiiter variations and low between-
writer variations due to same text, is the major problem i ¢hse of text-dependent systems.
We propose a method for text-selection based on boostirly that the margin between these
distance distributions increases that in turn will impréle performance of the system.

The problems of forensic applications of handwriting istgudifferent than that of civilian
applications. In the case of forensic analysis of the docusydnandwriting can not be consid-
ered natural, which is a major assumption in the previousgreblems. At the last, we have also
presented an approach for repudiation detection in hattgwrdocuments. Due to behavioral
nature of handwriting, the repudiation is always possifWe have introduced the problem of
repudiation for handwritten documents and also providedhméwork to detect repudiation in
handwritten documents.

6.1 Key contributions

We have explored three different, but important aspectsavfdivriting biometrics: text-
independent, text-dependent and forensic document estions in this thesis.

e A method is proposed for text-independent writer identtf@a[5] using online handwrit-
ing. We presented an algorithm for automatic identificationl extraction of consistent
features that can be used to model an individual's handwrisityle. Since the system
extracts features at subcharacter level of which sometawen the writer himself is not
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aware, the system becomes robust to forgery. As the featweeaot dependent on the
script and are identified from different scripts individiyalthe framework can easily be
applied to any script.

e A framework for repudiation detection in forensic docunsef@] is proposed. We in-
troduced the problem of repudiation for handwriting for ftrst time, and presented a
hypothesis testing based framework for writer verificatiofiorensic applications.

¢ A text-dependent writer verification framewaork for civiliapplications [7] has been pro-
posed. We presented an algorithm to generate writer-spéegft sentences for individual
writers which makes the system forgery resistant (by imjgrandomness into the gen-
eration process), and fast as the amount of text requireddofication is lower. The
system is being designed specifically for low security as@emtrol and civilian applica-
tions where the false rejection rates needed to be low wlantbe controlled with varying
thresholds in the system.

6.2 Future work

The problem of writer identification has been analyzed usiniine handwriting. However,
it remains to be seen whether the system performance wilffeetad by using both online and
offline features together. At the same time, quantitativalyais of handwriting individuality
can be done, i.e., how much individuality does specific pafcehandwriting possess. In other
words, can we confidently set upper and lower limits on théoperance of the system?
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