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Abstract

Biometrics have been established to be extremely reliable at the task of identifying individuals and
thus are at the core of several real-world systems ranging from employee attendance to access control
systems in the military. With growing computing resources available to individuals, biometric authen-
tication systems are being deployed in even wider range of commercial applications. The permanent
nature of biometrics raises serious security concerns with these deployments. Also, losing one’s bio-
metric trait can compromise that individual’s identity in all the systems he is enrolled in. Biometrics
are of non-rigid nature, requiring a fuzzy matching process, thus making it difficult to directly borrow
popular security techniques used elsewhere with passwords and key-cards. Thus, the research interest
received by this field attempts to develop efficient and reliable biometric authentication systems while
addressing the issues of security and privacy.

Binary biometric representations have been shown to provide significant improvement in efficiency
without compromising the system performance for various modalities including fingerprints, palmprints
and iris. Hence, this thesis is focused on developing secure and privacy preserving protocols for fixed-
length binary biometric templates which use hamming distance as the dissimilarity measure. We pro-
pose a novel authentication protocol using a somewhat homomorphic encryption scheme that provides
template protection and ability to use masks while computing the hamming distance. The protocol oper-
ates on encrypted data, providing complete biometric privacy to individuals trying to authenticate, only
revealing the final matching score to the server. It allows real-time authentication and retains matching
accuracy of the underlying representation as demonstrated by our experiments on iris and palmprints.

We also propose a one-time biometric token based authentication protocol for widely used banking
transactions. In the current scenario, the user is forced to trust the service provider with his sole banking
credentials or credit card details for availing desired services. Often used one-time password based sys-
tems do provide additional transaction security, however the organizations using such systems are still
incapable of differentiating between a genuine user trying to authenticate or an adversary with stolen
credentials. Involving biometric security would certainly strengthen the authentication process. The
proposed protocol upholds the requirements of secure authentication, template protection and revoca-
bility while providing user anonymity from the service provider. We demonstrate our system’s security
and performance using iris biometrics to authenticate individuals.
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Chapter 1

Introduction

The term ‘biometrics’ is derived from the Greek words ‘bios’ which means life and ‘metrics’ which
means to measure. The science of identifying individuals based on their anatomical and behavioral
traits is known as biometric recognition. Humans have been identifying other humans as familiar and
unfamiliar individuals using their face and voice since the beginning of civilization. This simple task
gradually became complex as the civilization grew and humans traveled throughout the world. As the
society became complex, several institutions evolved which required this task to be solved efficiently
and accurately. Beginning with justice systems, which wanted to identify repeat offenders for a severe
punishment than first time offenders, biometric identification techniques were also developed for paying
employee wages, recording attendance etc. As technology advanced various computer based applica-
tions evolved to make life easier. Several of these applications provide individual specific utilities such
as sending e-mails, storing and accessing digital documents, performing bank transactions and also ac-
cessing physically secured spaces based on appropriate authorization. Most of these are based on the use
of key-cards or passwords to identify individuals. Use of biometrics in such systems certainly adds to
the security as they address the problem of identifying who the individual ‘is’ as opposed to a password
based system which addresses what the individual ‘knows’ and the token based system which addresses
what the individual ‘has’.

The initial systems developed to recognize individuals, Bertillonage [1], used multiple body mea-
surements i.e. the length and width of head, lengths of hands and fingers to record individuals and
Galton [35] and Faulds [31] recorded the ridge patters in fingerprints. These initial developments were
completely manual. Automated systems to acquire, store and match fingerprints [11, 33] were devel-
oped in 1960’s. Systems based on other biometric traits were soon developed, face [10], palmprints
[34] and iris [25]. With the advancement of technology efficient scanners and sensors were developed
allowing high quality acquisition of biometric traits, also leading to development of efficient and accu-
rate algorithms for identifying individuals. This has led to widespread use of biometrics from secure
personal safes, hospitals to law enforcement agencies and the military which require high level of secu-
rity. Figure 1.1 shows the common biometric traits used for identifying individuals. An example of a
state of the art system is the iris based recognition system used by the UAE foreign ministry [4] at air,
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Figure 1.1 Common biometric traits used for identifying individuals.

land and sea ports which performs about 12 billion comparisons per day to identify individuals on their
watch-list.

In the following sections, we will first define a biometric recognition system and describe its various
modules. We then point out and analyze in detail the vulnerabilities of the biometric system. Next, we
discuss the motivation and contribution of our work.

1.1 Biometric system

A pattern recognition system that recognizes individuals based on any of their biometric traits is a
biometric recognition system, or simply a biometric system. This pattern recognition system must be
capable of capturing an individual’s biometric trait, store it in a way that it can classify different samples
and perform a correct classification when used for recognizing that individual. Its structure and working
has been discussed in detail by Jain et al. [42]. Generally it consists of the following modules: (i)
Sensor, (ii) Feature extractor, (iii) Template database, (iv) Matcher and (v) Decision module. The sensor
captures an instance of the biometric trait presented. There may be a separate module to access the
quality of the acquired biometric instance and it may request for a re-capture if the quality is poor. The
feature extractor extracts prominent features from the captured instance. During the enrollment phase,
these features are stored in the template database. During the authentication phase, the matcher module
outputs a score for the performed match between the features presented and the features stored. Based
on a threshold value, the decision module outputs the result. The structure is illustrated in Figure 1.2

We discuss the terminology related to a biometric system below:
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Figure 1.2 General structure of a biometric system. (a) Enrollment mode: An individual’s biometric
data is stored in the system. (b) Authentication mode: An individual is verified based on a currently
captured biometric sample with the earlier stored template.

• The anatomical or behavioral trait of an individual used for his identification is called a Biometric
trait. Fingerprints, iris, palmprints, face, gait, signature and voice are commonly used biometric
traits (Figure 1.1).

• An instance of the specific biometric trait is called a Biometric instance. For example the right
thumb, or the right eye.

• A captured sample of an instance of a biometric trait of an individual is called a Biometric sam-
ple.

• The data, stored in a system as features, extracted from a biometric sample of an individual during
his enrollment is called a Biometric template or Template.

• The data extracted as features from a biometric sample of an individual during authentication
which is compared with a template is called a Biometric query or Query.

• The minimum amount of similarity required between a query and a template to declare a match
between them is called a System threshold.

1.1.1 Modes of operation

A typical biometric recognition system operates in two modes - enrollment and authentication. In
the initial mode, the system captures a sample of a biometric trait of an individual enrolling with it. This
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biometric sample is processed to extract a feature vector which is stored in the system database as a
biometric template along with the identity of the individual. The authentication mode operations vary
based on whether the system performs a verification or an identification. In a verification system the
user provides his identity details along with the biometric trait’s sample while authenticating himself.
The features extracted from that query sample are matched only with the template stored against the
claimed identity of the user. A matching score greater than the system threshold is considered as an
identity match, otherwise a non-match is declared. Widely spread commercial biometric systems are
mostly verification systems where each user is provided with an identity which he provides along with
the biometric at the authentication phase. On the other hand, in an identification system the enrolled user
just provides his biometric sample during authentication. The produced biometric query is matched with
all the templates in the system database to generate matching scores. Usually if one of the templates
matches with a score greater than the system threshold, it is declared as the match. Some identification
systems are designed to generate a list of candidate matches for the query. Such systems output all the
templates matched with a score greater than the threshold, then usually a manual match is performed on
the candidates for declaring the identity. Government organizations usually require applications where
the aim is to identify an individual from their database based solely on his captured biometric traits.
Government of India’s UID [3] system is a good example of such an application.

1.1.2 System vulnerabilities

Biometric systems too are vulnerable to internal failures or adversary attacks which can lead to
intrusion by illegitimate users causing theft of sensitive user information on the system or theft of the
enrolled biometric templates. Figure 1.3 provides an overview of the vulnerability points of a biometric
system. We categorize and discuss them below.

• System classifier failure

It is the genuine classification failure of the system during the authentication process. This mis-
classification performed is due to the poor performance rate of the system. Performance of the
classifier is quantified by measuring its outputs on genuine and impostor matching. On each input,
the system computes a similarity score which is compared with the threshold to output a binary
decision. A higher similarity score than the threshold is considered as a match and a lower score
is a non-match. The score obtained on providing genuine inputs i.e. both samples belonging to
the same individual is a genuine score while the one otherwise is an impostor score. A reason-
able separation between genuine scores and impostor scores allows the system to maintain high
performance. The following metrics also help in deciding the performance of the system.

– False Match Rate(FMR): The rate at which the system incorrectly matches two different
individual’s samples. It is also called the False Accept Rate(FAR) when a single matching
attempt per authentication is permitted.

4



– False Non-match Rate(FNMR): The rate at which the system incorrectly declares a non-
match between two samples of the same individual. It is also called the False Reject
Rate(FRR) when a single matching attempt per authentication is permitted.

If false accept and false reject probabilities are high for a system, it is under serious threat. Sim-
plest of the attacks i.e. providing any random instance of the desired biometric trait can get the
adversary authenticated. This is also termed the Zero Effort Attack. On the other hand, if it is
difficult to extract required features from the captured trait due to quality issues, a legitimate user
may be denied access to the system.

Improving feature extraction and matching techniques, combining different biometric traits, using
additional factors like smart-cards, passwords or security PINs can reduce the susceptibility inter-
nal failures. Tuning the threshold value to control genuine and impostor accept rates also helps in
securing the internal failure vulnerability.

• Insider attacks

The biometric system administrator, also called an insider, usually has privileges to handle the
authentication process. In case of exceptions such as inability to acquire biometrics or during an
alternate verification method in process, the adversary can collude with the administrator to let
himself enroll or authenticate or force him to keep the system open for an attack.

To limit such vulnerabilities regular auditing of the system and the administrators must be per-
formed. Keeping the administrators anonymous also helps.

• Infrastructure vulnerabilities

The hardware or software infrastructure of the biometric system can be targeted by an adversary.
The attacks on infrastructure can be categorized as follows:

– Attacks on the user interface

The user interface is responsible for capturing the biometric trait using a sensor and trans-
ferring the information captured to the feature extraction module. An adversary can imper-
sonate a genuine user by providing a spoof biometric of that individual, acquired through
some covert means. On the other hand, an adversary avoiding to be identified through his
biometrics can provide an improper sample at the interface. The biometric sensor at the
interface can be tampered to perform attacks using the previously captured data or can be
damaged to affect the quality of sample captured.

To limit such attacks the sensor must be made sturdy to physical tampering and damage.
Liveness detection techniques should be implemented to ensure presence of a live biometric
trait. Thermal scanners to detect the temperature of fingerprints, infrared scanners to verify
the warm blood in veins in the eye can help securing such attacks. Another alternative is to
have physical security present at the user interface.
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Figure 1.3 Attack model for a general biometric system.

– Attacks on the network

The interface between modules i.e. the network channel is susceptible to various attacks
which may lead to leakage of sensitive biometric data and tampering of the information
being transferred. A common active eavesdropping attack on a network is the man-in-the-
middle attack. There, an adversary impersonates node endpoints to the satisfaction of an-
other node and thus intercepts the information being transmitted. It allows the adversary to
hijack a genuine user’s session and gain illegitimate access to the system.

To avoid such attacks cryptographic encryption and signing protocols should be deployed to
verify the data sent between the modules.

– Attacks on the system software

The software running on each module is susceptible to virus attacks, causing a dis-functioning
or computing desired results when provided with certain inputs. A complete replacement of
the software module is also a potential threat. The software systems may themselves have
certain bugs such as providing a certain angle of face image or keeping two fingers on the
sensor may always lead the system to declare a match. Such vulnerabilities, if exposed, form
easy targets for intrusion.

To avoid such attacks the software modules must be built following secure code practices,
they must be heavily tested for complete range of inputs and execution scenarios.

– Attacks on the system storage

The biometric template databases are susceptible to break-ins that compromise sensitive
user biometric information.An adversary can replace the stored templates with fake ones or
his own and open up the system for intrusion. The leaked templates can further be used to
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generate biometric samples which in turn can be used to target other systems where those
individuals might be enrolled.

To prevent such attacks the template database must have an extremely secure access. A
large number of template protection techniques have been proposed in the literature to avoid
breach of user privacy when the template database is compromised.

• Biometric covertness Biometric traits of individuals are not secret. Capturing pictures of a face,
fingerprints, palmprints, voice samples and even iris covertly is possible using a camera or a mi-
crophone. The captured samples can then be used for intruding into a system where that individual
enrolled. Such methods are useful for individual specific attacks. Gaining access to a large user
biometric traits is generally possible through a direct attack on the database.

Though it is difficult to avoid leakage of personal biometric traits, such attacks can be avoided
through a multi-factor authentication process using smart-cards, passwords or PINs. The mass
breach of biometric traits of users can be avoid by improving database security and implementing
template protection mechanisms.

1.1.3 Effects of template compromise

Compromised biometric information can be used in multiple ways by an adversary. A spoof bio-
metric sample can be reconstructed using the recovered template. The template may also be used for a
replay attack for illegitimate access to a system and later, the stored original template may be replaced
with a fake one to deny access to the legitimate user. Database linkage can be confirmed from the recov-
ered biometric template. Adversary can track the activities of individuals enrolled with multiple servers.
Different servers may contain different bits of personal information stored with them, the compromised
biometric will act as a key to all of them allowing consolidation of all the information. Certain medical
conditions about an individual can also be recovered from his biometric sample. This can be misused
by the adversary as it may reveal confidential personal information.

Thus, protecting the biometric templates is of prime importance to prevent these consequences. Tem-
plate protection techniques accompanied by mechanisms to detect biometric liveness helps to build a
secure biometric authentication system.

1.2 Motivation and contribution

The area of biometric security is developing around these system vulnerabilities aiming to secure
each of them with efficient protocols and without affecting the performance of the biometric system.
Widely used cryptographic encryption schemes such as AES or RSA cannot be directly applied on bio-
metrics as with passwords as the primary requirement of matching two biometric samples is to perform
a fuzzy match. Cryptographic protocols are efficient at exact matching as in the case of passwords
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or tokens. There exist several homomorphic encryption schemes which allow certain operations to
be performed on encrypted data which can be extended to biometric systems. Several biometric tem-
plate protection mechanisms have also been developed to permit secure biometric authentication. These
mechanisms are usually specific to biometric traits and ways of feature representation. Ensuring perfec-
tion in combining both the aspects of security and credibility/accuracy and building a system efficient
enough to work in real time has not yet reached a satisfactory stage. This is the source of our research
motivation. In our work we focus on biometric verification systems where a one-one match is per-
formed. Verification systems, as compared to the identification systems, are widely commercially used
and operate in a relatively less controlled environment thus their implementations have more concerns
of security.

We propose a novel biometric authentication protocol which performs secure, privacy preserving
biometric authentication along with providing template protection for biometric traits which rely on
normalized hamming distance as the dissimilarity measure. This protocol is based on a somewhat ho-
momorphic encryption scheme and allows the use of biometric masks along with the feature vectors
that hide the invalid values in the feature vector. Our experiments show that the authentication can be
performed in real-time and permits linear scaling by increasing the number of processors.

We also propose one-time biometric tokens used for authentication in scenarios such as a bank trans-
action with some service provider. In such scenarios, individuals are forced to trust the service provider
with their sole bank credentials. With one-time biometric tokens the trust condition can be relaxed
as these tokens cannot be reused or used elsewhere. This protocol is based on the fuzzy commitment
scheme which uses error correcting codes along with biometric feature vectors to permit secure authen-
tication. This protocol also upholds the template protection and privacy requirements.

We have developed our protocols on binary biometric representations as they are efficient for storage
and computations. Usually mis-matches in the binary representations i.e. a bit-wise XOR operation
needs to be evaluated to compare two biometric samples, which proves to be computationally inexpen-
sive than other matching techniques.

1.3 Organization of the thesis

In Chapter 2 we discuss the background of biometric security protocols, describe and analyze differ-
ent template securing methods developed. We also discuss the use of cryptographic encryption methods
used in relation to biometrics. In Chapter 3, we shall discuss existing cryptography based biometric
authentication protocols and propose our secure hamming distance based authentication. In Chapter 4,
we shall discuss existing time based secure authentication protocols and describe our one-time biomet-
ric token based authentication. In the above mentioned chapters, we shall also discuss the experiments
carried out on some biometric traits and the performance results obtained.
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Chapter 2

Background

Secure biometric authentication systems are developed to address the vulnerabilities discussed in the
previous chapter. A secure authentication system must provide security to the biometric queries and
templates and defend various attacks on the communication network. The main challenge is to handle
all the security and performance requirements incorporating the intra-class variations in the biometric
samples collected. Biometric features derived from two separate acquisitions of the same biometric trait
are never exactly the same. So the widely used encryption schemes like AES or RSA cannot be used
to store and match the templates, as even a slight difference in the data to be encrypted will result in
large differences in their encryptions. Decryption of the template before a match to compute the score
is not preferred as it leaves another vulnerability where sensitive biometric features can be sniffed by
an adversary. These issues are addressed by methods which can be classified in two categories. The
first is by using biometric template protection schemes. Several template protection schemes have been
developed over the years which attempt to modify and store the biometric features in certain ways to
keep the template secure. The authentication process also uses those modifications on the query and
then computes the matching result. These template protection schemes are build keeping the following
points in consideration. The templates created must be 1. Secure, it must be computationally hard to
recover the original biometric from the secure template. 2. Cancelable, it must be possible to revoke an
existing template in case of a compromise and issue a fresh one. 3. Offer multiplicity, several templates
of the same biometric must be diverse to ensure privacy. 4. Offer acceptable performance in a real
world application. The other category is based on the use of cryptographic protocols of homomorphic
encryption or secure two-party computations which allow building secure privacy preserving matching
protocols on top of a plain biometric system without degrading its performance. We discuss these
different categories in the following sections using some standard schemes developed under each of
them.
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Figure 2.1 Some Non-Invertible Transforms applied to biometric features.

2.1 Template protection schemes

The template protection schemes [6, 67] are broadly classified into two categories - Cancelable
transforms and Biometric cryptosystems. We discuss the details and some examples of the schemes in
each category below.

2.1.1 Cancelable biometric transformations

These schemes are designed to hide the original biometric. A feature transformation function is
applied to the biometric template and only the transformed template is stored in the database. The aim
is to make the recovery of the original biometric difficult, also the transformed data must not reveal
any details of the enrolled biometric. It must be ensured that the transformations handle the intra-
class variations in the biometrics without affecting individuals’ biometric characteristics. Such a system
is cancelable as the transformations, if compromised, can be replaced using different transforms or
different transform parameters. The same transformation is applied to the query features during the
matching phase and then the transformed query is directly matched against the stored template.

Cancelable biometrics can be distinguished into two main categories:

10



2.1.1.1 Non-invertible transforms

As the name suggests, non-invertible functions are applied to transform the biometric features in
this approach. An user specific random key defines the transformation parameters. Only the trans-
formed features are stored in the database as templates. During authentication, if the transformation
parameters and the biometric features match, the user can successfully generate a similar template. The
non-invertible nature of transfoms ensures the safety of the biometric data even when the templates
and the transform parameters are compromised. The intra-class variations are handled by the use of
transformation functions tolerant to input variations.

The idea was introduced by Ratha et al. [64] as cancelable biometrics using non-invertible transform.
He analyzed three transformation functions - cartesian, polar and surface-folding. For minutia based
fingerprint matching, the minutia space is tessellated into a rectangular grid of cells and based on user
specific keys those cells are mapped to the their new positions. As the minutia remain in the same space
after transform, existing matcher can be used to match two fingerpints. In [63], Ratha et al. translate the
minutia points using mixture of 2D gaussian functions and electric potential field randomized by charge
distribution. User specific key defines the parameters of the weights, covariances, kernel centers and
phase offset values in the case of gaussians and magnitude and position of charges in the case of electric
potential field. As multiple minutia can get mapped to the same location, the non-invertibility property
of the scheme is upheld. Figure 2.1 explain some of these non-invertible transforms. Various types of
transforms to construct multiple cancelable biometrics from pre-aligned fingerprints and face images
have been proposed in [62, 71, 74]. In [84], cancelable iris templates have been proposed where four
different transforms applied to the iris feature domain, also reporting small drop in matching accuracy.
A similar approach, adding row permutations to the set of functions, applied to iris-codes is suggested
in [66].

Cryptographically secure biotokens have been proposed by Boult et al. [13, 14]. Biometric features
are first transformed through scaling and translation. They are then split into a stable and an unstable
part. The stable parts are secured using a cryptographically secure one-way transform and the unstable
part is left in plaintext. Such secure biotokens have been proposed for face and fingerprints. In their
fingerprint matching protocol, they secure the minutia descriptors by splitting the minutia position -
co-ordinates and angle information into a stable integer part and a variable increment. Biotoken consists
of the encrypted or hashed integer and the residue in plain. This approach provides provable template
security as a strong one-way transform is used. During matching of a probe, similar transformation is
applied to the probe. The stable part is expected to match exactly with the template, whereas the residue
should fall within a matching window. To declare a biometric match, only a subset of the features are
expected to perfectly match. Moreover, the matching accuracy is shown to be improved due to the
applied transforms.

11



Figure 2.2 A Biohashing Scheme based on convolving the feature matrix onto a orthogonal matrix.

2.1.1.2 Biometric salting

In this approach, usually, invertible transforms using user specific keys are applied to the biometrics.
The same transformation key must be provided by the user during each authentication attempt. The use
of invertible transforms supports to maintain the matching performance of the biometric scheme. The
keys used for transformation improve the entropy of the biometric features, thus hardening the recovery
of original biometric from the template.

Some popular salting based methods are biohashing [72, 45], salting for face template protection
[69]. Teoh et al. [73] introduced the biohashing scheme for face templates. Face features are processed
with fisher discriminant analysis and then a random multi-space quantization is applied to them. The
obtained result is subjected to a random orthogonal projection and further binarized based on a cho-
sen threshold. User specific keys generate the projection vector providing the required security to the
scheme. Iris based biohash has been proposed in [70] and palmprint based in [22]. Figure 2.2 explains
an example of a Biohash.

To prevent impostors from attacking different databases and perform a cross-matching, different
transforms are suggested for different applications.

2.1.2 Biometric cryptosystems

These systems are of two categories - key-generating and key-binding systems. The query and
the template biometric are not directly matched in these systems, rather exact matching of generated
or binded keys decides the authentication result. During enrollment helper data is computed using
the biometric sample and a random key, which later assists in recreating the key based on the query
biometric. The helper data must not reveal any significant information about the biometric. The two
categories are classified based on the way in which the helper data is generated.
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Figure 2.3 A Fuzzy Commitment Encryption Protocol.

Figure 2.4 Fuzzy Commitment Decryption Protocol.
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2.1.2.1 Key-generating systems

In these schemes the helper data is obtained only from the biometric sample. The authentication key
is recovered from the helper data directly using the query biometric. Most of the key-generation schemes
do not store the helper data; keys are directly generated directly from the biometric data. This has an
impact on the performance of such systems as the intra-class variations in biometric acquisitions make
the task difficult. Also, if the keys are generated only from the biometric features then the revocability
of the scheme is affected.

Chang et al. [20] proposed a key-generation scheme from face biometrics. They perform user-
specific biometric feature quantization and store the boundary information as helper data. The quanti-
zation bins are created using distribution values of the user’s feature vector. The intra-class variations
caused during authentication are thus handled through the helper data. Key-generation schemes of fuzzy
extractor and secure sketch were proposed by Dodis et al. [28, 27]. Iris based key-generation was pro-
posed by Davida et al. [26] where the hash of the template is the extracted key. The helper data stored
is used for error correction of extracted query templates. Multiple acquisitions of the iris are considered
and a majority voting scheme is used to improve stability of the bits of the template. These bits are
appended by error correcting bits and a hash is computed to obtain the key.

Low key stability and entropy are common with these schemes as the attempt is to directly extract
keys from the biometric. The concerns of repeatedly generating the same key or generating different
keys for different services are not addressed satisfactorily usually in these schemes.

2.1.2.2 Key-binding systems

In these schemes the helper data is obtained by binding a chosen key to a biometric template. By
applying an appropriate key retrieval algorithm, keys are obtained from the helper data during authenti-
cation. The cryptographic keys used are independent of the biometric features allowing construction of
revocable templates. Updating the template with a different key requires a re-enrollment.

One of the widely used work amongst the key-binding schemes is the fuzzy commitment scheme
developed by Juels and Wattenberg [47]. It uses the technique of error correcting codes accompanied by
binary operations to develop systems with cryptographic security standards. During registration a fixed-
length feature vector is extracted from the user’s biometric, let it be B. A random key K is encoded
using an error-correction code into a codewordW . BothB andW are binary vectors, their bitwise XOR
T = B ⊕W is stored along with the cryptographic hash H(K) as the helper data. At the verification
stage, using the user’s biometric sample, a feature vector B′ is computed. The authenticator computes
B′⊕T , the user’s template in the database, to obtainW ′ =W ⊕e, where e = B′⊕B i.e. the difference
between the query and the template biometric. If a valid biometric has been provided the 1 bits in e
must be sufficiently few. W ′ on decoding outputsK ′, which is hashed to obtainH(K ′). If the errors are
within the error-correction capacity of the codeword the exact initial keyK is recovered. That is verified
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Figure 2.5 Fuzzy Vault Encryption Protocol.

by matching H(K ′) and H(K). A successful match indicates a successful authentication. Figure 2.3
and 2.4 describe the fuzzy commitment protocol.

Veen et al. [80] propose fuzzy commitment scheme for face biometrics. First a binary quantizer
is applied on the face features followed by a reliable bit selection process based on stastitical values
to output a fixed length vector for commitment. Nandakumar et al. [55] propose a scheme based on
binarized phase spectrum for fingerprints. A fixed length binary string obtained by quantizing Fourier
phase spectrum of fingerprint minutia is secured through fuzzy commitment using trubo codes. The
minutia are first aligned based on the focal point of high curvature regions. Tong et al. [75] propose
a key-binding scheme based on stable and ordered representation of fingerprints i.e. the fingercode.
Hao et al. [38] applies the fuzzy commitment scheme to iris-codes. Cryptographic keys prepared with
Hadamard and Reed-Solomon error correction codes are binded with the 2048 bit iris-codes. The results
were impressive which were not achieved till then.

Fuzzy vault is another popular key-binding scheme introduced by Juels and Sudan [46]. It usually
applies on an unordered set of biometric feature values to construct a fixed length key. If a consid-
erably similar set is produced during authentication the same fixed key will be recovered. In case of
fingerprints, the minutia co-ordinates extracted form the unordered set P and a fixed key K used as
coefficients of a polynomial provides the encoding function. The minutia values are evaluated on the
polynomial to create the vault V . Chaff points are added to the vault to hide the genuine values. Also, a
hash of the key H(K) is stored along with the vault. During authentication, the minutia co-ordinates of
the query are matched with the values in the vault and the corresponding polynomial values are decoded
using Lagrange interpolation to obtain a polynomial P ′. In order to correctly decode the vault, sufficient
elements of the query must overlap with genuine elements in the vault. The key obtained K ′ is hashed
and verified with the storedH(K). A successful match indicates a successful authentication. Additional
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Figure 2.6 Fuzzy Vault Decryption Protocol.

layer of error correction can be added before key generation to compensate for small differences in key
recovery. Figure 2.5 and 2.6 describe the fuzzy vault scheme.

Based on the Juels and Sudan’s proposal, a practical implementation of a fingerprint vault was pro-
vided by Clancy et al. [21]. The vault is created using the averaged feature values of multiple fingerprint
instances. The problem of alignment of fingerprints is not addressed by them. Nandakumar et al. [57]
propose a method for aligning the query and the template based on helper data computed from high
curvature points derived from fingerprint orientation field and use that prior to matching minutia in the
fuzzy vault. Dodis et al. [28] propose an improvement to [46] by using a high-degree polynomial in-
stead of chaff points. Wu et al. [82] propose a fuzzy vault for face based on binarized PCA(Principal
Component Analysis) features and supported by Reed-Solomon error correction. Fuzzy vaults for iris
biometrics is proposed by Lee et al. [52]. Independent component analysis(ICA) is performed on the
iris image and the obtained representative features of multiple iris samples are clustered to overcome the
variance. The cluster centers are then used to construct the fuzzy vault. Some other fuzzy vault schemes
are present in [78, 52, 77, 43].

2.2 Cryptographic protocols

The following cryptographic protocols have been leveraged to build secure privacy preserving au-
thentication systems. They provide significant advantage in security of the biometrics but the application
feasibility must supported with reasonable computation costs.
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Template Protection Advantages Limitations
Scheme
Non-Invertible Hard to recover original biometric, Non-invertibility v/s Accuracy trade-off
Transform Multiplicity through user specific functions
Salting Multiplicity and lower FAR through Handling large intra-class variations
Schemes user-specific keys
Key-Binding Accommodate intra-class variations, Trait specific error correction selected,
Schemes Provide acceptable security Helper data must be secure
Key-Generation Keys extracted directly from the template Low Discriminability,
Schemes High key Stability v/s Entropy trade-off

Table 2.1 Comparison of various template protections schemes, their advantages and limitations.

2.2.1 Two-party computation

Secure two-party computations can be adopted to address the problem of secure biometric authen-
tication. The client side wishes to get its biometric query verified by the server without revealing it.
Several protocol have been built using garbled circuits and oblivious transfer which offer privacy of in-
dividual data when the other party securely evaluates a function on it. These protocols consider a threat
model with semi-honest parties i.e. the parties are expected to follow the protocol honestly but they
may try to acquire additional information about other party’s private data through intermediate results
available with it. Such protocols can be modified to uphold stronger security measures through generic
ways [53].

In a general framework, the client has some input x, the server has input y and they wish to compute
a function f(x, y) without leaking one’s values to the other. Only the output of the function should
be revealed. The function f is expressed in the form of a boolean circuit accepting binary converted
x and y. One party computes an “encrypted” version of the boolean circuit, also called a garbled
circuit and provides it to the other party. On receiving the circuit, the other party then obtains the keys
corresponding to its actual input bits using oblivious transfer and then evaluates the circuit. The result
can be revealed to one or both the parties depending on the implementation. Oblivious transfer allows
a sender, having two values, to transfer to a receiver exactly one value of his choice without leaking
any information about the other. Also, the sender does not get to know which value the receiver had
requested for. We limit the discussion on workings of garbled circuits as we do not use them in any of
our protocols. Detailed practical implementation of garbled circuits with oblivious transfer is present in
[61].

2.2.2 Homomorphic encryption

An encryption scheme which allows certain algebraic operations to be performed on the plain data by
performing specific operations on the corresponding ciphertext is an homomorphic encryption scheme.
This enables users to allow processing of their biometric features without exposing the underlying plain-
text features. LetE(x) andE(y) be the encryptions of two values x and y respectively. A homomorphic
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encryption scheme, for a � operator applicable to plaintexts and for a ⊕ operator applicable to cipher-
texts, the following holds true:

E(x)⊕ E(y) = E(x� y) (2.1)

A fully homomorphic encryption scheme allows to compute addition and multiplication homomor-
phic operations which in-turn can be used to perform any polynomial computations on the ciphertexts.
Introduced by Gentry et al. [36] and followed by several improvements and implementations, efficient
implementations to be used in real-time applications are not yet available. A partially homomorphic
encryption scheme allows only one operation to be performed homomorphically. There are several par-
tially homomorphic encryption protocols - Paillier allows for separate additive and multiplicative ho-
momorphic encryptions, Goldwasser-Micali provides a homomorphic XOR operation, ElGamal cryp-
tosystem provides a multiplicative homomorphic scheme.

Secure biometric matching protocols based on homomorphic encryption were introduced in [29]
based on Paillier encryption and DGK encryption. [68, 30, 58, 9] use a combination of homomorphic
encryption and garbled circuits. The protocols in [19, 30] just use garbled circuits, [8] uses Paillier
and ElGamal cryptosystem, [18] uses the Goldwasser-Micali cryptosystem. [79, 18, 15] provide for
secure storage of templates. [18, 15] support privacy of user’s identity while authentication using private
information retrieval protocols.

2.3 Summary

In this chapter we discuss several mechanisms in the literature to develop secure biometric systems
and highlight their strengths and limitations. The choice of a particular scheme depends on the selected
biometric trait, the type of features extracted and the amount fuzzy-ness involved. Non-invertible trans-
forms can be used when using minutia co-ordinates as fingerprint features, whereas fuzzy commitment
scheme would be preferred when used fixed length binary minutia descriptors. Fuzzy vaults with error
correction would be preferred over non-invertible transforms when high intra-class variations are to be
considered. Cryptography based schemes would be preferred over salting schemes when extremely high
accuracy is expected and the time constraints relaxed.

In our work we have focused on fixed length binary representations and built secure authentication
protocols for them. In the work discussed in Chapter 3, we use a cryptography based scheme which
is somewhat homomorphic i.e. it additively homomorphic along with supporting one multiplicatively
homomorphic operation to build a secure authentication protocol. Further, in Chapter 4, we adopt a
scheme similar to the fuzzy commitment mechanism to build a one-time password based authentication
protocol. The advantage of building such schemes is that they can be to extend to any biometric trait
that chooses its feature representation as a fixed length binary vector.
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Chapter 3

Secure Hamming Distance Based Biometric Authentication

3.1 Introduction and related work

In this chapter, we design and implement a novel biometric system which provides secure privacy
preserving authentication mechanism along with template protection. It also allows the use of binary
masks along with the biometric templates to hide invalid locations in their feature vectors. The proposed
protocol requires the underlying matching algorithm to be based on normalized hamming distance of
two binary feature vectors. It’s a two party protocol with the server having the secure biometric tem-
plates and the client attempting the authentication using its own biometric data along with some keys.
The authentication process takes place on encrypted data and does not allow any leakage of information
about the biometric features. Various protocols to address important authentication issues have been de-
veloped earlier but they simultaneously do not support template protection and efficient computability
while using masks together with security and privacy.

Secure privacy preserving face recognition was initially proposed by Erkin et al. [29] based on
the cryptographic primitives of Paillier encryption and DGK cryptosystem. They provide a protocol for
secure matching based on the eigen-faces face recognition algorithm. Additive homomorphic encryption
schemes are used to compute the euclidean distance between vectors. The Paillier cryptosystem is
used to calculate the euclidean distance and the DGK cryptosystem is optimized to perform a secure
comparison. There exist limitations on the scalability of their system due to the high computation
values even for small feature vector sizes.

Secure face matching protocols were also proposed in [30, 44, 58, 68]. Sadeghi et al. [68] improved
the efficiency of Erkin’s work by proposing a hybrid protocol that also uses homomorphic encryption to
compute the euclidean distance, whereas it uses garbled circuits to perform a comparison(to find min-
imum score). They devised an idea of packing to save the communication cost of the protocol. They
use the garbled circuits generated using generic compiler FairplaySPF [60], which in turn is based on
Fairplay [54], which cannot develop efficient custom circuits. Efficient biometric application specific
garbled circuits were developed in [30]. They too compute the euclidean distances using homomorphic
encryption, but they apply the concept of packing from [68] to optimize the encrypted computations.

19



They propose a efficient backtracking protocol to convert the circuit’s final output wire labels to mean-
ingful indexes, obliviously transmitting information about the match.

SCiFi [58] is a practical privacy-preserving face identification system. It uses a component-based
face identification technique with a binary index into a vocabulary representation. The matching score
between faces is calculated using the hamming distance between their bit-vectors. The design uses
homomorphic encryption and oblivious transfer for distance calculation and comparison respectively.

A work by Barni et al. [8] designs a privacy-preserving protocol for fingerprint identification using
fingercodes [41]. They too use homomorphic cryptosystems for privacy preservation, specifically the
additive ElGamal(over Elliptic Curves) cryptosystem to compute a bit-MIN comparison operation to
decide the match result.

A secure iris and fingerprint matching protocol was proposed by Blanton et al. [9]. Similar to
earlier protocols their work also uses a combination of homomorphic encryption schemes and garbled
circuits for secrecy and privacy. The difference is the underlying biometric protocols use hamming
distance as a dissimilarity measure for evaluating the samples. Iris matching is performed based on
the iriscode technique and fingerprints are matched using the fingercode representation. They use the
DGK homomorphic scheme, which is efficient for binary representations, provide optimizations to the
garbled circuits and also perform some offline computations to reduce computational costs. Bringer et
al. [19] propose a secure iris matching protocol just using garbled circuits. They incorporate a filtering
technique, as proposed in [39], in their matching system. For a query sample produced, the filtering
mechanism outputs a candidate set of possible template instances that could match with it. It is based
on a beacon guided search which matches short beacons generated from the reliable bits of the feature
vector to create the candidate set. Then a complete match based on the hamming distance is preformed
on the candidates to obtain the result. Their solution significantly speeds up the identification process.

Bringer et al. [18] propose a secure privacy-preserving protocol based on Goldwasser-Micali cryp-
tosystem. They consider the template database a different entity than the service provider and propose
a private information retrieval(PIR) in order to ensure biometric privacy of the user from the service
provider. PIR is also used in the [15] to propose a secure privacy preserving biometric authentication
based on Secure Sketches. They use double encryption technique with Goldwasser-Micali scheme on
the top of Paillier scheme. The security is based on a strong assumption that the service provider must
be equipped with a Hardware Security Module(HSM) with which the secret keys are stored. The HSM
performs the decryption, declares the result based on the verification of recovered sketch with the stored
key hash.

Bringer et al. [17] address the problem of biometric identification in an encrypted domain. The
combine Bloom Filters with Locality Sensitive Hashing to develop a error-tolerant search scheme. They
apply that search mechanism in a hamming space to achieve identification. The result is a small can-
didate set of possible matches for which another secure matching protocol should be used. Its compu-
tational complexity is high for a real time authentication system. Though they provide a solution for
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finding close matches securely, the further problem of identifying a correct match cannot be solved in a
completely encrypted domain.

These above discussed protocols do not provide security, privacy, template protection and usability
of masks with efficient computations simultaneously. [29, 68, 8, 58, 9, 19] provide secure privacy
preserving protocols, but have the templates stored in plaintext. [18, 15] but do not involve masks. [17]
operates in encrypted domain but outputs close matching set of vectors, exact matching computational
costs have not been discussed.

A system in totally encrypted domain which provides secure and private authentication is proposed
by Upmanyu et al. [79]. Its design is limited to biometric schemes which use linear classifiers and
SVMs. It is based on the Paillier cryptosystem and utilizes its additive and multiplicative homomorphic
properties by changing the encryption scheme during the multiple rounds of communication. The inter-
mediate values are randomized to maintain privacy on decryption during change of schemes. Just final
matching score is revealed to the authentication server to decide the result.

Biometric systems for fingerprints, iris as well as palmprints exist which are based on hamming
distance as the dissimilarity measure. We limit the description of our protocol to iris matching based
on iriscodes, but conduct experiments on iris and palmprint matching. The palmprint matching method,
based on palmcodes, is similar to the iris matching technique. The proposed protocol ensures privacy,
security, fixed rounds of communications for the authentication keeping intact the accuracy provided by
the underlying matching algorithm.

3.2 Preliminaries

In this section we give an overview of the algorithms used by our protocol. We first describe the en-
cryption mechanism and supported homomorphic operations. Then we briefly describe the Iris matching
technique used.

3.3 Homomorphic encryption

An encryption scheme which allows certain algebraic operations to be performed on the encrypted
data by performing certain operations on the corresponding ciphertext is an homomorphic encryption
scheme. There are several partially homomorphic encryption protocols(Paillier, Goldwasser-Micali,
ElGamal) which allow either addition or multiplication operations on the encrypted plaintexts. Proto-
cols have also been proposed which allow fully homomorphic - addition and multiplication operations
among encrypted plaintexts, but they are not efficient enough to be used for real time applications. We
choose a scheme which is somewhat homomorphic i.e. it additively homomorphic along with support-
ing one multiplicativly homomorphic operation. This suits our application as only one homomorphic
multiplication operation is sufficient for establishing the security for the protocol.
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3.3.1 BGN cryptosystem

We use the somewhat homomorphic encryption scheme proposed by Boneh [12] constructed on the
lines of the Paillier’s encryption scheme [59]. It allows additive homomorphism of ciphertexts, also
supports one multiplication operation between the ciphertexts. The cryptosystem is based on finite
composite order groups built on elliptic curves that support bilinear maps. Its security depends on the
hardness of the subgroup decision problem - the problem of determining whether a given element of a
finite group G lies in a specified proper subgroup G1 or not. Then for composite order groups, say of
order n = p1p2, the hardness of the subgroup decision problem directly transforms to the hardness of
factoring n. High security demands that it must be infeasible to factor it, so n must be considerably
large. The drawback is - computing group operations and pairings on large composite order groups is
prohibitively slow. Prime order groups on the other hand can provide equivalent security with a smaller
order[7] and allow faster computation of pairings. The subgroup decision problem can be constructed
on a prime order group using a random generator and a subgroup. The generator of the subgroup is the
group generator raised to a random integer in its field. A Tate pairing on a 1024 bit composite order
elliptic curve group is roughly 50 times slower than that on a comparable 160 bit prime-order curve
group[32].

Freeman[32] proposed a system to convert composite-order groups to prime-order that encompasses
the bilinear properties and holds the hardness of the subgroup decision problem. It provides a frame-
work for using prime-order elliptic curves to construct bilinear groups to create efficient versions of
the cryptosystems that originally used composite-order groups. The generated prime-order groups are
equipped with projection-maps that map them onto proper subgroups and commute with the pairing.
We implement this particular scheme and use it to build our protocol. The prime-order groups also sup-
port the required homomorphic additions of ciphertexts along with one multiplication. The algorithms
provided by the scheme are described below.

KeyGen(λ): Let G be a projecting bilinear group generator. Provided a security parameter λ, com-
pute (G,G1, H,H1, Gt, G

′
t, e, π1, π2, πt) ← G(λ). Choose g R←− G, h

R←− H and output the public key
PK = (G,G1, H,H1, Gt, G

′
t, e, g, h) and the secret key SK = (π1, π2, πt). Where,

λ is the security parameter, to generate λ bit prime p.
G,G1, H,H1, Gt and G′t are Groups of order p over an elliptic curve such that G1 ⊂ G,H1 ⊂

H and G′t ⊂ Gt.
g, h are random generators of G,H respectively.
e = G×H → Gt is a bilinear map.
{π1, π2, πt} are the projection maps of their corresponding groups, trapdoors used in the decryption

process.
Encrypt(PK,m): To encrypt a message m using a public key, choose g1

R←− G1 and h1
R←− H1 and

output the ciphertexts (Cg, Ch) = (gm.g1, h
m.h1) ∈ G×H .

Decrypt(SK, C): The input ciphertext C can be an element of G,H or Gt.

• If C ∈ G, output m←− logπ1(g)(π1(C))
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• If C ∈ H , output m←− logπ2(h)(π2(C))

• If C ∈ Gt, output m←− logπt(e(g,h))(πt(C))

Homomorphic properties: The system is additively homomorphic within the respective groups and
supports one multiplication operation between the groups. So, ciphertexts inG are additively homomor-
phic as the ciphertexts in H and Gt. To obtain a multiplicative homomorphic operation, one ciphertext
must be from G and H each. A homomorphic multiplication will result to a ciphertext belonging to
Gt. There is no reverse mapping i.e. mapping from Gt to G × H without the private key. This also
shows the limitation of the scheme, that these three groups allow only one such multiplication. Details
on individual operations are mentioned below.

Add(PK, C, C′): The two ciphertexts C,C ′ are in one of G,H or Gt. Choose g1
R←− G1 and

h1
R←− H1 and perform:

• If C,C ′ ∈ G, output C.C ′.g1 ∈ G

• If C,C ′ ∈ H , output C.C ′.h1 ∈ H

• If C,C ′ ∈ Gt, output C.C ′.e(g, h1).e(g1, h) ∈ Gt

Along with addition of two ciphertexts, it also permits multiplication of a ciphertext with an integer
in plaintext. This is an iterative operation where the ciphertext is added to itself the necessary number
of times to get the required product.

We use +E symbol for this operation in our protocol.
Multiply(PK, C, C′): The two ciphertexts are -C ∈ G andC ′ ∈ H . Choose g1

R←− G1 and h1
R←− H1

and output

• C = e(C,C ′).e(g, h1).e(g1, h) ∈ Gt

We use ∗E symbol for this operation in our protocol.
One can perform the above operations on the specified pair of ciphertexts without getting any details

about the underlying encrypted message. Also, the resulted ciphertexts do not reveal any information
about the ciphertexts involved in the operation.

3.4 Iris matching

The iris feature extraction algorithms [81, 23] process the scanned iris image and compute a binary
vector, let it be B with length k bits. The processing involves applying various Gabor filters on separate
local areas of the iris image to generate an iriscode. The feature extraction algorithm, along with the
feature vector, outputs the reliable and unreliable bits in it. This is provided through a binary mask
vector of same length, with a ‘1’ at the location which is valid or reliable and ‘0’ at the position where
the value in the feature vector should be discarded. So, provided two biometric feature vectors B′ and
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B and their corresponding masks M ′ and M , the normalized hamming distance between them is used
as a measure of dissimilarity between the two samples. The normalized hamming distance is given by

dH(B
′,M ′, B,M) =

||(B′ ⊕B) ·M ′ ·M ||
||M ′ ·M || (3.1)

The distances are calculated over some rotations of the second template as the two images can be
slightly misaligned. By considering the minimum of the distances calculated, the minor orientation
errors are compensated. A threshold value τ is chosen upon by the matching algorithm and based on
the comparison of dH with τ , the result is a match or a mis-match. This τ is based on the distributions
of authentic and imposter data. It is selected in a way to achieve the desired FAR and GRR.

Palmcode based palmprint matching is very similar, also uses the same dissimilarity measure[83].
The other matching techniques involving extracting principal lines from the palmprint [50] lack desired
accuracy. One of the reasons with them is unclear wrinkles in certain palmprints. The circular Gabor
filter, effective for texture analysis, proves useful with palmprints in extracting the reliable palmcode
vectors. During the matching phase, to accommodate improper processing and slight orientation differ-
ences, one of the feature vector is translated and matched in certain small range. As with iris matching,
the minimum distance value obtained is the final matching score. We perform our experiments on these
two biometric modalities.

3.5 Proposed protocol

The proposed system is a two phase protocol, built over a client-server architecture. Initially, the user
registers himself on the server, whose access he seeks, by submitting his biometric data to it. This is the
enrollment phase. The user extracts and sends its biometric features, in our case the iris template(feature
vector and mask) to a trusted enrollment server. The server produces two binary keys, one for the iris
feature vector and the other for the mask. The values stored on the server are the XORed values of the
template vector with the corresponding key. Let B be the binary iris feature vector and M be its mask
provided by the user. The server generates two bit vectors Kb and Km of lengths equal to that of B and
M respectively. The server stores (B ⊕Kb) and (M ⊕Km) on it and the keys Kb and Km are handed
over to the user through a smart card. They will be required while authenticating himself in the future.

In the authentication phase the user, client from now on, has to prove its identity. It gets involved in
a protocol with the server for gaining access to the application built on it. It is a three round protocol
with the client extracting his biometric information and sending only the encrypted version to the server.
The server only operates on ciphertexts over the protocol to finally obtain the authentication score of the
client biometric. Based on the score, it then sends just the authentication result to the client. Figure 3.1
gives the overview of the protocol. We describe it below in detail.

Authentication phase:
The client extracts the feature vector B′, mask M ′ from its iris biometric. It then uses its smart

card to extract the two keys, Kb and Km. It then generates a pair of public and private keys of the
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above mentioned cryptosystem. The public key PK = (G,G1, H,H1, Gt, G
′
t, e, g, h) and the secret

key SK = (π1, π2, πt). The client publishes his public key to the server and then follows the protocol
described below.

INPUT:
The client’s input is - biometric vector B′, biometric-key Kb, mask M ′ and mask-key Km each

∈ {0, 1}l. The server has the enrolled biometric templates B ⊕ Kb,M ⊕ Km of all the users
registered on it and a threshold τ = τn/τd.

OUTPUT:
The server learns α(matching score) of the client’s biometric template and then communicates

the authentication result to the client.
PROTOCOL:

1. The client performs the G group encryption on each bit of M ′ and sends it to the server along
with it’s identity.

2. The server receives ID, {Eg(m′0), . . . , Eg(m′l−1)}, generates a random binary vector R =

{r0, r1, . . . , rl−1} and performs ∀i, (Eg(m′i) · (mi ⊕ kmi))⊕ ri to get the following values:

∀i, (Eg(m′i · mi ⊕ m′i · kmi ⊕ ri)). It sends them over to the client. (Efficient ways of
calculating the ⊕ and · operations of an encrypted value with a plain value are mentioned in
the text below.)

3. The client decrypts the binary vector and eliminates the term involving the mask-key.

∀i, (m′i ·mi ⊕m′i · kmi ⊕ ri)⊕ (m′i · kmi) = (m′i ·mi ⊕ ri)
It again performs G group encryption of the result and sends it to the server.

4. The server now receives {Eg(m′0 ·m0 ⊕ r0), . . . , Eg(m′l−1 ·ml−1 ⊕ rl−1)} and calculates
∀i, Eg(m′i ·mi ⊕ ri)⊕ ri to get the final mask vector {Eg(m′0 ·m0), . . . , Eg(m

′
l−1 ·ml−1)}

5. The client calculates B′ ⊕Kb and sends the H group encryption of its each bit to the server.

6. The server receives the encrypted bits and calculates ∀i, Eh(b′i ⊕ kbi) ⊕ (bi ⊕ kbi) to get
{Eh(b′0 ⊕ b0), . . . , Eh(b′l−1 ⊕ bl−1)}
Now, the server calculates

∀i, Et((b′i ⊕ bi) ·m′i ·mi) = Eh(b
′
i ⊕ bi) ∗E Eg(m′i ·mi).

It then calculates,

Et(dHn) = +E
l−1
i=0Et((b

′
i ⊕ bi) ·m′i ·mi)

Eg(dHd) = +E
l−1
i=0Eg(m

′
i ·mi)
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7. It then calculatesEt(τd×dHn), Eg(τn×dHd) using +E and performsEg(τn×dHd)∗EEh(1)
to obtain Et(τn × dHd).
It then computes Et(α) = Et(2048 + τd × dHn − τn × dHd) using the +E .

Where, α will be in the range [0, 4096]. The server then randomizes it - Et(α × p + r) and
sends it to the client.

8. The client decrypts the ciphertext and sends back the plaintext. Let it be β.

9. The server receives β and performs the de-randomization with a check. The server checks if
(β − r)mod(p) = 0. If it holds then it sends the authentication result:

Result =

{
1 If (β − r)/p < 2048

0 otherwise

The client performs the encryptions as mentioned in Section 3.3.1Eg, Eh andEt denoteG,H andGt

group encryptions, which are additively homomorphic in their respective groups. A multiplication op-
eration performed between two ciphertexts, one belonging to G and the other belonging to H outputs a
ciphertext belonging to Gt. The client encrypts the bits of mask M ′ with Eg, whereas that of B′ with
Eh.

The server performs the required XOR and AND operations on individual group elements with
known plain text bits as in Steps 2, 4 and 6 of the protocol. Let E(b′i) be an encrypted bit, at loca-
tion i of some vector available with the server. Let bi be the server’s own bit at location i. Server
performs the ‘⊕’ operation in the following way. If bi = 0, the result value is kept as E(b′i) itself. If
bi = 1, the server first negates the encrypted bit E(b′i) available with it to obtain E(−b′i) by performing
a group inverse operation. Then E(−b′i) + E(1) is computed as the result.

For a ‘·’ operation with the server’s own bit bi, it considers 0 as the result if bi = 0 and keeps E(b′i)

as the result if bi = 1. Here the corresponding group encryption of E(b′i) is performed on the bit bi. The
results after the ‘⊕’ or ‘·’ operation, as of now, may reveal information about the underlying ciphertexts
used. To secure this, the server then blinds the result adding encryption of a random value E(v) from
the corresponding subgroup. v R←− G1 and Eg encryption is used if E(b′i) ∈ G else v R←− H1 and Eh
encryption is used if E(b′i) ∈ H .

The multiplication operation in Step 6 is performed between the encrypted bits of m′i ·mi and b′i⊕ bi
which belong to G and H respectively. The server then adds up the corresponding encrypted bits to
obtain Et(dHn) and Eg(dHd) - encrypted numerator and denominator of the normalized hamming
distance.

The threshold(τ ) is represented as a fraction(τn/τd) as only integer operations are supported by
the cryptosystem. In Step 7, the additive homomorphism allows computation of Et(τd × dHn) and
Eg(τn × dHd). Next, the homomorphic multiply with Eh(1) converts Eg(τn × dHd) to a Gt group
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encryption. Then the server computes the valueEt(τd×dHn−τn×dHd) using the additive homomorphic
properties of Et. Now, to decide the authentication result it needs to know if the encrypted value is
positive or negative. The server adds 2048 to the encrypted value to keep it in a non-negative domain
helping the decryption, as described in Section 4.2. To hide the value from the client the server also
randomizes it.

3.6 Protocol analysis

In this section we perform a detailed analysis of the proposed protocol. We discuss the correctness
of the secure protocol to be same as a plaintext matching protocol. We analyze the computational
complexity of the protocol and explain real time computability with it. We also analyze the security
aspects through various attack scenarios during the working of the protocol.

3.6.1 Correctness

The encryptions and randomizations performed during the protocol can be safely decrypted. The
cryptosystem provides projection functions - {π1, π2, πt}, also called trapdoors, when applied on the
ciphertexts eliminate the random values added while performing mathematical operations. Comput-
ing a discrete logarithm of those with the base of the logarithm set to the projection values(π) of the
corresponding group generators successfully outputs the encrypted message.

The correctness of the protocol also depends on the following binary bit operations that hold true:
(b⊕ b′)⊕ b = b′ ; a · (b⊕ b′) = (a · b)⊕ (a · b′)
They support the template protection scheme used and the randomization of the mask vector at Step

3.

3.6.2 Computational analysis

The encryption-decryption, homomorphic additive and multiplicative operations are the expensive
ones among the total computations performed during the complete execution of the protocol. Optimizing
them in any way can reduce the live authentication time of the protocol. We suggest offline computations
and optimizations in order to reduce the online time taken by the system. The encryption operations can
be pushed offline. The client can pre-compute sufficient number of encryptions of 0′s and 1′s before the
start of the process. This reduces the encryption time in the online setting to O(1). The homomorphic
additions require negligible time compared to the bilinear pairings in the multiplication operation. The
pairings can’t be pushed offline or pre-computed as both its inputs are ciphertexts, available only after
Step 6 of the protocol. The number of pairings to be computed can be reduced.

As defined in Section 2.1, 3 pairings are computed per multiplication operation whereGg×Gh → Gt

action is performed and 2 pairings are computed per addition for a ciphertext C ∈ Gt. The actual
multiplication operation requires one pairing , the rest are for randomizing the output. Similarly, the
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actual addition operation in Gt does not require any pairing. The server computes these operations in
Step 6 of the protocol. We reduce the computation to just one pairing per operation and, in the end,
perform a single randomization of the ciphertext.

The decryption operation requires computing discrete logarithms. Computing discrete logarithm of
any integer has a complexity of O(√s) using the Pollard’s rho algorithm; where s is the search space
size. The client needs to compute the discrete logarithms of the ciphertexts received in Step 3 and Step
7 of the protocol. We propose the client to perform pre-computations of the exponents using its private
key to reduce the complexity to O(1). The number of pre-computations required depend on the range
of p and r chosen by the server. We propose to limit the values to O(103) causing the value ‘α× p+ r’
to be O(4.097 × 106). Keeping it in a non-negative and definite range allows successful decryption
using the pre-computations. Storing pre-computed values by hashing allows quick decryption of the
randomized distances.

3.6.3 Security and privacy analysis

Biometric systems are known to be more secure compared to password based systems as biometric
data is difficult to reproduce. The proposed system adds a token requirement for authentication directly
enhancing the security. The underlying security of a biometric system depends on its design and the
security of the underlying cryptographic schemes used. Its design may provide various points of attack
for an adversary without valid credentials. The privacy offered depends on the data revealed while
undergoing the authentication protocol. The protocol that we describe is secure against a semi-honest
adversary. A client which deviates from the prescribed steps can’t learn any information about the
biometric template at the server. We show that the chances of such deviations leading to acceptance are
minimal.

• Privacy:

The privacy offered by the protocol depends on the information revealed to the server about the
client carrying out the authentication and the information revealed to the client about the user
templates present at the server. During the execution of the protocol the clients biometric data
is kept encrypted all the time. The values decrypted by the client in Step 3 are randomized by
the server, thus not revealing any information about the server template. Also, in Step 8 the
randomized matching score is received by the client, hiding the actual matching result. Thus,
complete privacy of the server template is offered by the protocol. Also, complete privacy of the
client biometric and the keys is offered except that the matching score of the information provided
by the client with the stored template is revealed to the server.

• Server security:

Case 1: Adversary gains access to the template database - The biometric templates present in the
server database are all XORed with the keys generated by the enrollment server. The keys used are
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randomly generated making the biometric information stored completely random. Thus, they do
not reveal any information about the user’s biometric. A user may be registered at different servers
which use this same protocol. The templates present there will be computed using different keys.
Even if the adversary manages to break into multiple databases, no information about the user’s
biometric is revealed. Whenever a template is suspected to be broken, a new one with a different
key can be generated.

Case 2: Adversary is in the server during the authentication - During an authentication process,
the data received from the client is encrypted, keeping it secure. The adversary will get to know
the random values generated by the server, also the final ‘β’. These intermediate values will not
reveal any information about the client’s biometric B′ or M ′. However, the final score revealed
will not assist the adversary for carrying out further attacks as it has no information about the
vectors used to calculate the score.

Case 3: Adversary carrying out brute force attacks - The complexity of the brute force attack
will be of the product of the plain biometric and the keys. However, in the final step the ′β′ can
sent to pass the authentication test. The probability of successfully passing the server divisibility
test by sending a suitable β is one in O(106) for each every authentication which is small.

• Client-End security:

Case 4: Adversary gains access to user’s biometric or authentication keys - An adversary having
access to the client’s system cannot carry out authentication without access to both the biometric
and the key. If adversary has access to one, the amount of effort required is equal to randomly
guessing the other bit vector.

Case 5: Client trying to gain information about the server template If the client modifies the
bits to be sent to the server hoping to learn some information of the biometric present at the
server, the randomization in Step 2 will blind the server vectors from the client. In Step 8 of the
protocol, the client learns the randomized value ‘α×p+ r’. He can send a modified value to pass
the authentication test. However, the probability of successfully modifying it to pass the server
divisibility test is small.

• Network security:

Case 6: Adversary gains access to the network - An adversary sniffing over the network can only
access the encrypted biometric data or data computed using the random numbers generated by
the server. This will not help in deciphering any information about the biometric templates. The
acquired data will not be useful to host a replay attack as the client’s supplied data need to be in
sync with the server’s random keys for the session.
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Curve Security Client Server Bandwidth
Pairing Rest Total

MNT 80 bits 10ms 57.1 s 0.9 s 58 s 400KB

BN 128 bits 10ms 90.6 s 1.4 s 92 s 640KB

Table 3.1 Security, computation and bandwidth requirement with different pairing schemes.

3.7 Experiments

3.7.1 Implementation and results

For evaluation purpose, the protocol was implemented on a client-server architecture in C++ using
the MIRACL library. The experiments were performed on a single core of an Intel 3.2Ghz processor
with around 200 KB of memory usage. The public ICE 2005 database [5] was chosen which has
2953 iris images from 243 eyes. For palmprints, the PolyU database consisting of 7752 images from
386 people was chosen. The homomorphic algorithm was implemented using the type-3 pairing API
provided by the library. The pairing based groups were generated for two variants of curves: 1. MNT
curve which provides security equivalent to an 80 bit AES encryption and, 2. BN curve which provides
security equivalent to an 128 bit AES encryption. The iriscodes and palmcodes, extracted using the
algorithms described in section 2.2, both consist of a 2048 bit binary feature vector and a same size
mask vector. To verify the template matching performance of our proposed system, we compared our
results by performing the matching on plain text iriscodes and palmcodes. Both produced the same
GAR and FRR values.

All pre-computations and encryptions mentioned in Section 4.2 were implemented offline. The re-
sults are mentioned in Table 3.1. Iriscodes and palmcodes, both are same size vectors so their matching
times are same. The server values are split into time for bilinear pairings in the multiplications and time
for rest of the operations. These server computations are inherently parallelizable and one can achieve
near-linear speedup w.r.t. number of cores.

We compare our results with a recent efficient implementation of a secure biometric matching sys-
tem, which supports template protection in Table 3.2. For the scheme in [79], the values are generated
on their 1024 bit public encryption, feature vector size of 2048 bits. We don’t take into account their
dedicated hardware accelerations. We compare their results with our 80 bit AES security implementa-
tion. To the best of our knowledge, there is no other work which supports template security and also
involves a mask vector, providing specific details of computation and communication costs.

3.7.2 Alternate method

Garbled circuits allow construction of an alternate solution to the addressed problem. [40] provide
efficient implementation of the same. The final score, which is revealed to the server in the current
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Scheme Time Bandwidth Comm. Rounds
[79] 4min 5MB 2
Proposed 58 sec 400KB 3

Table 3.2 Comparison with existing similar systems.

execution, can be masked from the server with their help. The main drawback using garbled circuits is
the trust issue. In the two party setting, the party evaluating the circuit with its own input has to trust that
the circuit provided performs the expected task. Acquiring the biometric data or template supplied by
the other person by providing him with a fabricated circuit is easy. The solution to this is using verifiable
garbled circuits. Construction of such circuits is complex and computationally inefficient.

3.8 Summary

We propose a novel protocol which is able to achieve secure and private authentication and also
provides template protection without loss of accuracy of the matching algorithm. If offers template re-
vocability, if one is suspected to be broken. The user provides his identity only at the time of enrollment.
Once the trusted server secures the templates, no information about the user biometric is leaked. We
measure the efficiency of the protocol by implementing it on a client-server architecture and estimate
the computation and communication complexities. We allow linear scaling of the protocol by increas-
ing the number of processors. This permits verification to be performed in real time with the help of
available hardware and proposed pre-computations.
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Chapter 4

One-Time Biometric Token based Authentication

4.1 Introduction and related work

The idea of one-time passwords(OTPs) emerged to improve traditional password based authentica-
tion, where an individual’s password leakage directly compromises his system’s security. The person
can still change his password, but till then it could be too late. If financial accounts are involved, the
loss of password for even a small period of time can cause huge losses to the individual. Often used
techniques of smart-cards, pins and OTPs sent to the cellphone can be hijacked and individuals can be
impersonated with a simple theft of device. We have discussed that biometrics based systems, on the
other hand, provide a reliable solution for recognizing individuals. With the property of uniqueness that
biometrics provide, the risk of permanently losing one’s biometric trait through adversarial attacks has
been discussed in the earlier chapters. In this chapter we propose secure one-time biometric tokens that
bind the two systems and can be safely used as OTPs. We describe the protocol in the framework of an
online bank transaction carried out by an individual at some service provider.

One-time passwords based on time stamps, discussed by Haller et al. [37] have been extended to
biometrics to develop the concept of one-time biometric templates. To the best of our knowledge, they
were introduced by Ueshige et al. [76], where they require a one-time-transform generating server.
It communicates a common transaction based one-time-transform function to both the authentication
server and client and the protocol happens over several rounds of communication. They suggest in-
vertible transforms to be applied so as to preserve the accuracy of the biometric match. Also, their
one-time-transforms require an earlier biometric feature value. Any specific implementations have not
been provided in their work.

One-time templates for face features have been provided by Lee et al. [51]. They propose repeatable
transforms based on orthogonalizing and randomizing biometric features. Each authentication generates
a new transform based on an user specific secret. The subsequent authentication attempts must update
current transformation vectors present at the client and the server for a successful authentication. The
matching accuracy is upheld even while authenticating in the transformed domain.
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Figure 4.1 General One-Time Password Authentication

Bringer et al. [16] propose anonymous time based authentication with cancelable biometrics. Their
work does not rely on user specific keys for transforms, rather they assume the scanning hardware
to be capable of generating one-time credentials. On every authentication attempt the scanner must
communicate with the authentication server to compute time specific cancelable transformations. They
propose certain properties of the distortions which prevent using one sensor’s transforms onto another
sensor, however implementation details of such transform functions are not provided.

Our proposed protocol is based on error correction codes, also recently used in [56, 48]. How-
ever current implementations cannot be directly used for OTP based transaction authentication. In our
proposed authentication scenario, the server holding the biometric credentials, on receiving a request,
provides a random one-time key to the client. The client then computes an authentication token based
on the received key and its biometric information, the one-time biometric tokens are then transferred
to the service provider to execute the transaction. In Section 4.2, we discuss the structure of one-time
password scheme. In Section 4.3, we discuss the error correction scheme used. We describe our proto-
col in Section 4.4 in the scenario of a bank transaction. In Section 4.5, we perform experiments on the
iris biometric trait to evaluate the performance of our protocol. In Section 4.6, we perform a detailed
correctness and security analysis of the protocol and then summarize our work in Section 4.7.

4.2 One-time passwords

We describe a general one-time password based transaction scheme in Figure 4.1. It comprises
the following entities - (i) OTP Generator, (ii) Authentication Server, (iii) User Database, (iv) Ser-
vice Provider and (v) Client interface. The storage module and the one-time password generator can
be together with the authentication module or exist as separate entities depending on the protocol im-
plementation. When biometric authentication is included in process, involved biometric data must be
secured against adversarial attacks of eavesdropping, substitution and impersonation. One or multiple
communication links can be attacked, hence the one-time passwords, biometric tokens and transaction
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data must be implicitly secure, without additional requirement of transport layer security(TLS) to ensure
that no biometric information is leaked. Public certificates are generally issued only to the servers due
to difficulties in their validation and clients’ authentication is based only on their biometrics and tokens.
During the authentication process, the server side, on receiving a request, provides a one-time key to
the client. It is possible to serve this one-time password request without any biometric verification as
the crucial part is the validation of final transaction, also it reduces the computation overhead of the
OTP generator. Generating completely random OTPs, independent of biometric templates also reduces
computation and communication overhead and avoids biometric information leakage when they are be-
ing transferred to the client. Next, the client’s biometric information and bank credentials need to be
secured before providing them to the service provider. To uphold the privacy of client’s bank creden-
tials, transaction anonymity needs to be provided with respect to the service provider. Even during the
final authentication at the server, details of the biometric data should not be revealed. We develop our
protocol considering these aspects of one-time password based authentication.

4.3 Error correction

The feature vectors extracted from different biometric instances of the same individual certainly have
some differences. We attempt to correct the differences of the query instance to exactly match to the
stored template through error correction. To implement the process we use a two layered error correction
scheme. The first or the top layer handles random errors throughout the code and the second or the inner
layer handles burst errors. This scheme is similar to the one proposed in [38] where they use Hadamard
codes to correct random errors and Reed-Solomon codes to handle error bursts (localized errors). A
pseudo random key of length (K ∗ b) bits is generated and encoded using Reed Solomon encoding to
output a (N ∗ b) bit Reed-Solomon code. The obtained values are further encoded using the Hadamard
linear error correction code, which is repeatedly applied over block length b generating (2b−1) bit codes
for each block. The final obtained code of (N ∗ 2b−1) bits is then XORed with the biometric vector to
obtain the secure code.

The Reed-Solomon encoding is based on the parameters b,K and N and satisfies the following
condition:

K = N − 2T (4.1)

Where, the input message consists of K blocks, the output code has N blocks, the error handling
capacity of the code is T blocks and the block size is b bits.

The Hadamard encoding outputs a (2b−1) bit code for a b bit message with the correction capacity
of (2b−2 − 1) bits.

While decoding, a modified code is received by the decoder. The obtained code is split into the
blocks of (2b−1) bits, decoded by finding the closest linear code using the Hadamard matrix which
maps each block to a b bit code. The linear decoder performs most of the error correction. There exist
several burst errors, where the complete linear coded block may be erroneous. They cannot be corrected

35



B′

K

R

m ECCEncoder

Ph

H( )
Bank′s OneTime Key

OneTime Code

PTestBiometric

BankKey

M

C ′||Tinfo

Transaction data

Figure 4.2 One-Time Biometric Token

using the linear correction, the RS decoding in the second part handles them. If the localized errors are
within the capacity of the RS code, the decoding will output the perfect original key. Large number of
errors will output a different unrelated key.

4.4 Authentication protocol

The protocol describes the steps to compute a one-time biometric token and use it to carry out a bank
transaction with a service provider. The user is authenticated by the bank based on his biometric trait
and an authentication key present in a smart-card issued to him, which also has his bank identity. The
service provider is authenticated using its identity and an issued key. We expect the bank and the service
provider to have public certificates signed by a trusted authority, as this has become a standard for all
internet transactions today. As anywhere else, these certificates are used by our protocol to verify the
authenticity of the party one is communicating with. They are not used to encrypt the one-time keys or
biometric data of the user, however these are used by the protocol to bind the user’s one-time transaction
token with the specific service provider for enhanced security.

In our workflow, the user first verifies the service provider and his bank through their certificates. He
then requests the bank to issue him a transaction ID and a one-time key. He then scans his biometric
information, uses the smart-card key and a randomly generated code to create an authentication token.
The bank’s received one-time key is binded using the biometric, the smart-card key, the service providers
certificate and the transaction information using a cryptographic hash. This generated pair of values
along with the transaction ID is the one-time authentication token(Figure 4.2) of the client which is
sent to the service provider. The service provider sends it to the bank along with his authentication
credentials and the transaction information. The bank then verifies the validity of the transaction request
to complete the authentication process. The protocol is described below in detail.
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Figure 4.3 Proposed one-time biometric token based authentication protocol.

4.4.1 Registration phase

The registration process takes place in a secure environment. A user U registers with the bank BK by
providing its biometric B. The bank creates the user’s identity Uid and token K and stores its biometric
template as B ⊕K. The user’s identity and token are communicated to the user through a smart-card.
The service provider registers at the bank to acquire its identity SPid and password SPkey.

The bank’s public certificate C contains its public key Cp and secret key Cs. Similarly, the service
provider’s certificate C ′ has its public key C ′p and secret key C ′s.

4.4.2 Authentication phase

The client initiates the authentication phase when it wishes to generate a one-time password for a
financial transaction. The steps carried out in the authentication are described below.

INPUT:
U : Uid, Biometric B′, Token K.
BK : Biometric template B ⊕K, Certificate C - Public Key Cp, Secret Key Cs.
SP : SPid, SPkey, Certificate C ′ - Public Key C ′p, Secret Key C ′s.
OUTPUT:
BK returning a Success or Failure after validating the transaction between U and SP .
PROTOCOL:
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1. U first verifies the SP and BK certificates C ′ and C to be signed by a trusted signing author-
ity. It then requests BK for a one time key by sending his Uid encrypted with Cp.

2. BK identifies the Uid decrypting the request. It generates a transaction ID Tid and a random
binary R of length equal to the stored template and maps them with the received Uid. The
unique Tid and R are sent to U as the transaction key.

3. U receives Tid and R. It generates a random key m and computes an error correcting code
M as per the scheme mentioned above. It extracts a feature vector B′ from his biometric
instance and XORs it with its token K along with M to get P = B′⊕K⊕M . P is the user’s
password for authentication. To generate the per transaction token, it computes a vector
B′ ⊕K ⊕R. It also concatenates C ′ and Tinfo to it to bind this transaction to that particular
SP . Tinfo contains the details of the transaction being performed. It then computes Ph =

H(B′ ⊕ K ⊕ R||C ′||Tinfo) which acts as a verification hash for the transaction. It sends
Tid, P and Ph to SP .

4. SP receives Tid, P and Ph and sends the signed hash of the received value as a receipt. It ver-
ifies BK′s certificate and creates a request for a transaction, Req = SPid||H(SPkey)||Tinfo.
Encrypted request ECp(Req) is sent to BK along with the Tid, P, Ph received from the user.

5. BK receives the request, identifies SP . Authenticates it by matching stored SPid and SPkey
with the received ones. Next, it verifies the user data. Using the received Tid, BK obtains the
corresponding Uid, the one-time key R and the biometric template B ⊕K corresponding to
the Uid. BK performs a XOR, P ⊕ (B⊕K) i.e. B′⊕K⊕M ⊕B⊕K, to obtain a modified
error correcting code M ′. It decodes M ′ using the decoding method mentioned earlier to get
the keym′. If this decoding is unsuccessful BK aborts the transaction. A successful decoding
does not mean a successful authentication as the decoding may have lead to extraction of am′

different from the users m due to the variations in B′. BK encodes the received m′ again to
generate aM ′′. It performsM ′⊕M ′′ to obtain the hamming distance vectorD. This distance
is the difference between the two biometric samples. It then verifies the hamming distance to
be less than the matching threshold. If this fails BK aborts the transaction. For a successful
authentication, the template, one-time R and Ph are verified as follows. The template B⊕K
is XORed with R and the distance vector D to obtain Bv = B⊕K⊕R⊕D ∼ B′⊕K⊕R.
The SP ′s certificate and received Tinfo, along with Bv are matched with Ph.

Ph
?
= H(Bv||C||Tinfo), if true the authentication is a success else a failure.
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4.5 Experiments

The proposed protocol can be executed on top of any biometric trait based on binary feature vectors
using hamming distance as the distance measure and compatible error correcting codes. We evaluate
its matching performance on iris trait by extracting binary feature vectors from a subset of CASIA V3
iris dataset [2] consisting of 100 individuals with 8 samples each. Iriscodes are extracted based on the
scheme presented by Ko et al. [49] and then binarized using a similar approach as Rathgeb et al. ’s
[65] to output a 2000 bit feature vector. The iris region is first segmented as described by Daugman et
al. [24]. The segmented iris image is transformed to polar coordinates to obtain a 64 × 600 image. To
remove the occlusion caused due to eye-lids and eye-lashes, only the part in the range [135◦ to 225◦]

and [315◦ to 45◦] is selected as the region of interest. Of the cropped 64 × 300 image the central
60 × 250 pixels are considered for feature extraction. The 60 × 250 image is divided into rectangular
cell regions, each containing 3 × 10 pixels. The average value of the pixels in each cell are used to
represent the cell. A cumulative sum based change analysis as discussed in [49] is performed on the
obtained 20× 30 representative matrix to obtain a feature representation of length 1000. The values of
the feature vector ∈ {0, 1, 2}. We then binarize each value into two bits, 0→ 00, 1→ 01 and 2→ 10.
The binary vector is then rearranged in the form of two halves, first half consisting of the first bits of
the 2 bit binary value and the second half consisting of the second bit. This places together the ‘1’ bits
in the binary feature. Such a grouping helps in error correction in our two-layer error correcting code.
While computing a XOR operation, the burst errors occurred will result in lesser faulty blocks when
rearranged, as compared to the initial binary representation. This will help the block level decoding
function to maintain lower correction constraints in turn allowing for longer keys. Rathgeb et al. [65]
have used a single RS-block encoding for error correction but we were unable to achieve high matching
accuracy with that.

In the enrollment stage three iris images are preprocessed to extract corresponding feature vectors
and a majority voted bit values are considered to create the template vector for each individual. The
2000 bit binary vector is extended to a 2048 bit vector by inserting 0 bits as we use a 2048 bit error
correcting code. The templates are then XORed with individual specific keys of equal length. During
authentication, only one iris sample is captured, preprocessed and binarized as discussed above to obtain
the query vector. It is XORed with the individual’s key and the one-time error correcting code. The
decoding is verified as discussed in our protocol in Section 4.4. The matching accuracy of the system
is evaluated at different key lengths of the error correcting code. The genuine comparisons are used to
recover the encoding keys to confirm the match. The key length of the code is varied using both the
RS code parameters and the Hadamard matrix size. The results obtained are mentioned in Table 4.1
and Table 4.2 when evaluated on a systems with CPU speed of 2.1 GHz and 2 GB RAM. As the key
size is increased, the error correction capacity of the code reduces, increasing the FRR of the system.
Increased template entropy due to user specific keys prevents any False Accepts.
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Key Length (bits) m (bits) FAR (%) FRR (%)

112 8 0.00 4.78

96 8 0.00 0.87

140 7 0.00 6.09

126 7 0.00 3.04

112 7 0.00 2.61

98 7 0.00 1.30

Table 4.1 Matching performance of the proposed protocol on CASIA V3 Iris evaluation subset at dif-
ferent key lengths. (b - RS code block size)

Time (in ms)

Client 8

Service Provider 4

Server 70

Table 4.2 Computation costs of the proposed protocol.

4.6 Protocol analysis

The computation costs of the protocol are described in 4.2. The protocol does not involve any
homommorphic operations or secure two-party computations, thus keeping the computation costs low.
We analyze in detail the privacy and security offered by the protocol along with its correctness below.

4.6.1 Correctness

In the execution of the protocol, tasks of validating user’s biometric one-time token and service
provider’s credentials are performed at the bank. The verification of the service provider is a straight
forward matching of keys. The credentials of the client are the key encoded biometric feature P , which
validates biometric sample, and the hash value Ph, which validates the one-time-ness of the authenti-
cation. The decoding capacity of the code is comparable to the system threshold. If a query sample
provided by some user consists of errors greater than the correcting capacity, it results into a decoding
failure or a generation of an incorrect key. Re-encoding the generated incorrect key with the same error
correction scheme will certainly not output a code which matches with the earlier obtained code within
the limits of the threshold. So, if a valid decoding takes place, the hash Ph will be exactly matched in
the verification. Thus a query which would have been rejected by the biometric system without template
protection will surely be rejected by our system.
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4.6.2 Privacy analysis

The protocol ensures user anonymity from the service provider. The user does not provide any of
his bank credentials to the service provider directly, only binded with the one-time keys. Consolidating
the data over several users’ transactions, the service provider can XOR the tokens to obtain differences
between them. Identifying tokens which are from same individual from the rest is not feasible as the
keys used are strong(Table 4.1).

4.6.3 Attacks and security analysis

A dictionary attack is among the easiest of the attacks attempted, where an adversary can try out
some database of iris images against the stored templates to obtain illegitimate authentication. In our
protocol the templates are XORed with user specific keys that defend such an attack. XORing with a
key raises the difficulty of an dictionary attack to a brute force attack of the order of template size. The
key used, in a way, randomizes the underlying biometric template and increases the inter class entropy
while maintaining intra class variations.

• Client security:

The protocol ensures biometric security from an illegitimate user by ensuring that the client does
not receive any biometric information during the authentication process. One-time transaction ID
and random one-time key are communicated to it, only providing additional security from replay
attacks.

• Server security:

The biometric templates stored at the server are XORed with user specific keys hiding the un-
derlying biometric feature vector. Breach of the server database will only reveal the secured
biometric templates to the adversary. For different banks using the same authentication system,
the user keys will be different. So a breach of multiple databases will not enhance the chances
of leaking of original biometric information. If an adversary is present at the server during the
authentication process, he has access to both the template and the query vectors. The interme-
diate information revealed consists of the original error correcting code used by the client, the
distance vector and the matching score. The distance vector just reveals the indices where the
query and probe samples matched or differed. Thus the adversary cannot obtain the original bits
in the biometric feature vector using any of the intermediate values.

• Network security:

An adversary may try to break in the network and sniff the data transferred or try and impersonate
the bank or the service provider to get hold of user credentials. Impersonation attacks are defended
at the step of certificate validation. Certificates issued only by a standard authority are trusted.
Transaction information that can be picked up from the network are the random key sent by
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the bank(R) and the user’s authentication token(P, Ph). The service provider’s credentials and
transaction data is sent to the bank through a public key encryption. Brute force attacks on P
are not feasible due to strong encoding keys involved. If multiple authentication instances can be
collected by an adversary, they would be encoded using different encoding keys, resulting into
a different error correction code. If we consider the underlying biometric template to be exactly
the same, on XORing the two authentication instances will reveal the locations at which the two
codes differ. This can be extended to predict the locations at which the encoding keys differ,
however no bit of the underlying key is revealed. Intra class variations in the biometric samples
provide sufficient entropy to mask direct leakage of such information.

In the worst case, the adversary steals an individual’s smart-card key, the transaction tokens and
one-time keys sent by the bank. Then the scenario shifts to breaking a key-binding scheme in-
volving the iris feature vector. The security of the key-binded iriscode depends directly on the
length of the encoding key, but the iriscode involved is not equivalent to a completely random
vector. As discussed in the implementation section, it consists of 200 groups with 5 values per
group and the values ∈ {0, 1, 2}. The 1′s and 2′s are continuous inside the group and the rest of
the values are 0. These consecutive 1′s or 2′s can start and end at any index from 1 to 5. Thus
the allowed combination of values per group is 20. In general, a completely random 5 bit key
provides security equivalent to 5 bits as all permutations(32) of 0′s and 1′sare permitted. Then,
in our case, the effective security of the 5 values of the iriscode provide security equivalent to
3.12 bits. The 5 values, when binarized, contribute 10 bits to the iriscode. Thus, 10 bits of
an iriscode provide effective security equivalent to at least a 3 bit random key. Considering that
the iriscode is XORed with an error correcting code, we’ll have to consider its error correction
capacity to effectively compute the security provided by the iriscode. Let the feature vector be
N bits and the error correction capacity of the code be θ bits. Then, for an adversary, to suc-
cessfully decode the key-binding it has to exactly predict the (N − θ) bits of the iriscode. From
the values discussed above, a (N − θ) bit iriscode will effectively provide security equivalent to
a 3 ∗ (N − θ)/10 bits. The error correction capacity of the code in turn depends directly on the
encoding key length. Shorter the key involved, larger number of corrections are possible for a
fixed code length thus lower the security. Considering the key-lengths provided in Table 4.1, a
96 bit key will output a code with a correction capacity of 690 bits. Then the effective security
provided by the 2000 bit iriscode is 493 bits which is equivalent of saying that the adversary has
to exactly predict a 493 bit string to break the key-binding. Considering the computation required
for that task, a brute force attack is unfeasible.

4.7 Summary

In this chapter, we have proposed a one-time biometric token based authentication scheme. This
protocol has been detailed in a scenario of a online bank transaction, where the user generates a one-
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time biometric token based on a random one-time key received from the bank. It provides a strong
alternative to the currently used methods where user’s sole bank credentials or card details need to
be provided to service providers. Proposed way of transaction upholds user’s biometric privacy and
provides anonymity while dealing with any service provider. The bank does not transfer any biometric
related information to the user during the execution of the protocol, it follows currently used methods
of just sending a random key and mapping it with the user and the transaction ID. Unlike previous
protocols it does not require updating biometric templates or keys after each transaction and works
within the communication framework of current online banking systems. Performance and security of
the system has been analyzed and it meets desired standards.
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Chapter 5

Conclusion and future work

All the research work around biometrics has established that several biometric traits play a pivotal
role in the task of human identification. The permanent nature of biometrics thus raises the questions of
privacy and security when deploying biometric based authentication systems. We have discussed these
concerns in the 1st chapter. The major developments to address these concerns and perform reliable
authentication have been discussed in the 2nd chapter. Our work in this thesis attempts to contribute to it
by providing secure and privacy preserving authentication schemes with protected biometric templates.
We have focused on fixed-length binary feature representations as these protocols can then be applied
to any biometric trait that can be reliably represented using such feature vectors.

In the 3rd chapter, we propose a two-party authentication protocol based on homomorphic encryp-
tion for binary template representations involving masks. The limitations of existing schemes to pro-
vide secure, privacy preserving, real-time authentication with template protection have been discussed.
Implementation and experimentation of the proposed protocol with iris and palmprint traits has been
evaluated to prove our claim. The detailed computation, security and privacy analysis shows that the
proposed scheme achieves desired standards. One future direction is to extend this work to 1 : N iden-
tification. Providing efficient protocols for identifying the individual’s query by searching through the
database and maintaining the security and privacy standards. Currently, the encryptions and homomor-
phic operations are computed on each bit individually which causes high computation bandwidth costs.
Possibilities to pack the bits and then perform cryptographic operations on blocks can be explored for
more efficient protocols.

In the 4th chapter, we propose biometrics based one-time authentication tokens that suit the online
bank transaction scenario. Individuals’ biometric credentials are securely enrolled at the bank. The
protocol discusses the bank transaction of an user with a service provider, where the user creates the
secure one-time biometric token using a random one-time key received from the bank and binds it with
the transaction information. The detailed security analysis results uphold the security and privacy of
biometric features during the authentication process. The experiments conducted with iris trait provide
acceptable authentication results of the system. More stable feature representations with lesser intra-
class variations will help to achieve higher performance by reducing the false non-match rates.
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