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Abstract

In today’s digital era, biometric authentication has become increasingly widespread for verifying a
user across a range of applications, from unlocking a smartphone to securing high-end systems. Var-
ious biometric modalities such as fingerprint, face, and iris offer a distinct way to recognize a person
automatically. Fingerprints are one of the most prevalent biometric modalities. They are widely utilized
in security systems owing to their remarkable reliability, distinctiveness, invariance over time and user

convenience.

Nowadays, automatic fingerprint recognition systems have become a prime target for attackers. At-
tackers fabricate fingerprints using materials like playdoh and gelatin, making it hard to distinguish them
from live fingerprints. This way of circumventing biometric systems is called a presentation attack (PA).
To identify such attacks, a PA detector is added to these systems.

Deep learning-based PA detectors require large amounts of data to distinguish PA fingerprints from
live ones. However, there exists significantly less training data with novel sensors and materials. Due to
this, PA detectors do not generalize well on introducing unknown sensors or materials. It is incredibly
challenging to physically fabricate an extensive train dataset of high-quality counterfeit fingerprints
generated with novel materials captured across multiple sensors. Existing fingerprint presentation attack
detection (FPAD) solutions improve cross-sensor and cross-material generalization by utilizing style-
transfer-based augmentation wrappers over a two-class PA classifier. These solutions generate large
artificial datasets for training by using style transfer which learns the style properties from a few samples
obtained from the attacker. They synthesize data by learning the style as a single entity, containing both
sensor and material characteristics. However, these strategies necessitate learning the entire style upon

adding a new sensor for an already known material or vice versa.

This thesis proposes a decomposition-based approach to improve cross-sensor and cross-material
FPAD generalization. We model presentation attacks as a combination of two underlying components,
i.e., material and sensor, rather than the entire style. By utilizing this approach, our method can gen-
erate synthetic patches upon introducing either a new sensor, a new material, or both. We perform two
different methods of fingerprint factorization - traditional and deep-learning based. Traditional factor-
ization of fingerprints into sensor and material representations using tensor decomposition establishes a
baseline using machine learning for our hypothesis. The deep-learning method uses a decomposition-
based augmentation wrapper for disentangling fingerprint style. The wrapper improves cross-sensor and

cross-material FPAD, utilizing one fingerprint image of the target sensor and material. We also reduce
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computational complexity by generating compact representations and utilizing lesser combinations of
sensors and materials to produce several styles. Our approach enables us to generate a large variety of

samples using a limited amount of data, which helps improve generalization.
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Chapter 1

Introduction

1.1 Biometrics

Biometricsis derived from the Greek worddios (life) and metron(measurement); biometric iden-
ti ers are measurements from a living human body.

Biometrics is the analysis afnique anatomical characteristicsuch as ngerprints, iris, and face
recognition, to identify a speci c individual. These characteristics can be used to identify or verify a
person’'s identity for security or other purposes.

Biometrics can be helpful in various contexts, including security, access control, and identi cation.
Some speci ¢ examples of how biometrics can be used include:

« Security: Biometrics can be used to verify a person's identity before granting access to a secure
area or system. This can help prevent unauthorized access and increase overall security.

« Access control: Biometrics can be used as a form of identi cation for access control systems,
such as unlocking a smartphone or logging into a computer. This eliminates the need for tradi-
tional forms of identi cation, such as passwords or keys.

* |denti cation: Biometrics can be used to identify individuals in a variety of situations, such
as border control, voting, and criminal investigations. This can help improve the accuracy and
ef ciency of identi cation processes.

« Time and Attendance: Biometric data can be used to track employee attendance and time spent
on tasks, reducing the need for manual time cards or time sheets.

« Banking and Finance: Biometrics can be used to verify the identity of customers in banking and
nancial transactions, reducing the risk of fraud and increasing security.

Overall, biometrics can be a valuable tool for increasing security and convenience while making the
identi cation processes more accurate and ef cient.



Figure 1.1: Different biometric modalities - a) ear, b) face, c) facial thermogram, d) hand thermo-gram,
e) hand vein, f) hand geometry, g) ngerprint, h) iris, i) retina, j) signature, and k) voice [39]

To consider any anatomical or behavioral trait as a biometric identi er, the following conditions
should be satis ed:

Universality: every person must possess the trait.

Distinctiveness:the trait should be suf ciently different for any two persons.

» Permanence:the trait should be invariant (with respect to the matching criterion) over time.

Collectability: quantitatively measuring the trait should be possible.

Multiple biometric modalities satisfy the above conditions, however ngerprint biometrics is consid-
ered to be one of the most widely used [39] and accepted forms of biometrics due to its reliability and
ease of use.

1.2 Fingerprint Recognition Systems

Fingerprint recognition systems use ngerprints as a means of identifying or verifying a person's
identity. These systems typically consist of hardware and software that work together to capture, pro-
cess, and analyze ngerprints. Initially, images of a person's ngerprints are captured, which are then
analyzed using speci ¢ algorithms to extract unique feature points called minutiae. The minutiae are
then compared to a database of ngerprints to nd a match.

There are two main types of ngerprint recognition systems:



1. AFIS (Automated Fingerprint Identi cation System) systems are used fatenti cation. These
systems capture a person's ngerprints and compare them to a database of ngerprints to nd a
match. AFIS systems are commonly used in criminal investigations, border control, and other
situations where identifying an individual is essential.

2. ABIS (Automated Fingerprint Veri cation System) systems are used feeri cation. These
systems capture a person's ngerprints and compare them to a stored template or reference n-
gerprint to con rm their identity. ABIS systems are commonly used in access control, time and
attendance, and other situations where verifying an individual's identity is important.

1.2.1 Fingerprint Presentation Attack Detection

Fingerprint Presentation Attack Detection (FPAD) is the process of identifying and preventing at-
tempts to bypass ngerprint recognition systems using fraudulent means called presentation attacks
(PA). The I1SO standartEC 30107-1:2016(E)[1] de nes presentation attacks as th@résentation to
the biometric data capture subsystem with the goal of interfering with the operation of the biometric
system’

Figure 1.2: Fingerprint spoof examples from MSU 12 Spoof materials dataset [13]

Common presentation attacks include the usage of gummy [46] and spoof ngerprints created with
readily available materials like playdoh, silicone, and gelatin. 2D or 3D printed ngerprint targets [3,



4, 6], altered ngerprints [63], and cadaver ngers [40] are a few sophisticated strategies to bypass
ngerprint recognition systems.

Figure 1.3: Fingerprint Recognition System vulnerable to presentation attacks.

The progressive demand for automatic ngerprint recognition systems has increased the number of
presentation attacks. This poses a severe threat to automatic ngerprint recognition systems.

An ordinary automatic ngerprint recognition system as shown in Figure 1.3, uses a matching mod-
ule to compare a query ngerprint with the other ngerprints in the database. Since this system is
vulnerable to presentation attacks, the pipeline is modi ed to include a PA detector that can identify a
spoof ngerprint, as shown in gure 1.4. If the ngerprint is detected as a non-spoof, it is sent to the
veri cation or identi cation module.

Figure 1.4: Fingerprint Recognition System with an additional presentation attack detector

1.2.2 Fingerprint Presentation Attack Generalization

Fingerprint presentation attack detectors are usually trained on datasets containing a limited set of
live and spoof materials. However, attackers can bypass these systems using unknown spoof materials or



attack methods other than those encountered during training. Such attacks can be detected by improving
the generalization capability of a ngerprint presentation attack detection system.

FPAD systems can be generalized using large and diverse datasets that cover a wide range of possible
attacks. Retraining by augmenting synthetic datasets containing a variety of materials and sensors can
also improve cross-sensor and cross-material generalization. In this thesis, we address the problem of
FPAD generalization using a synthesis-based approach.

1.3 Motivation

Automatic ngerprint recognition systems are currently under the constant threat of presentation
attacks (PAs). As mentioned in section 1.2.2, ngerprint presentation attack detection performance
could be impacted due to the usage of an unknown sensor or material.

Some of the current concerns are the following:

1. Existing ngerprint presentation attack detection solutions improve cross-sensor and cross-material
generalization by utilizing style-transfer-based augmentation wrappers over a two-class PAD clas-
si er. These solutions synthesize data by learningghge as a single entitycontaining both
sensor and material characteristicdHowever, these strategiegcessitate learning the entire
style upon adding a new sensor for an already known material or vice versa

2. We might havevery few sampleom the attacker, serving as the target material and sensor for a
synthesis-based FPAD generalization.

3. Existing works [13, 23] solve the problem by synthesizing ngerprints corresponding to unknown
materials byinterpolation However, there is yet to be literature that generates data through
extrapolation.

1.4 Contributions

The main contribution of this thesis KEingerprint Sensor and Material Disentanglement for
FPAD Generalization. We demonstrate two different methods of ngerprint factorization, traditional
and deep-learning based, discussed in sections 1.4.1 and 1.4.2, respectively.

We explore a fundamentally new direction for modeling presentation attacks as a combination of two
underlying components - material and sensor, rather than the entire style.

By utilizing a sensor and material decomposition-based approach, we can generate synthetic patches
upon introducing a new sensor, material or both. Our method also reduces computational complexity
by generating compact representations and utilizing lesser combinations of sensors and materials to
produce several styles (Figure 1.5).



(a) Two output combinations using style (b) Four output combinations using our
transfer-based methods decomposition-based method

Figure 1.5: Consider supplied patcle®M 2 andS2-M 1. Using style transfer methods as shown in

(a), we can obtain only 2 output combinations. However, using our decomposition-based method, we
can obtain 4 different output combinations as shown in (b). Hére,content ands1, S2, M1, M 2 =
sensorl, sensor2, materiall, material2

Generalization is commonly performed across different spoof materials, but we also perform gen-
eralization across sensors. Improving cross-sensor spoof detection performance is crucial to alleviate
the time and resources involved in collecting large-scale datasets upon introducing new sensors. This
is a highly-speci ¢ use case that can come to use in the case of a change of sensors used within large
organizations for security or governments.

1.4.1 Traditional methods for Fingerprint Disentanglement

We factorize ngerprints using traditional methods to establish a baseline using machine learning.
We use the N-mode SVD algorithm on a corpus of ngerprint data for decomposition and i it
sorprints Tensorprints disentangle a ngerprint image into three different components - content (ridge-
valley structure), sensor (the sensor used for capture) and material (live or spoof material texture). By
tting the tensor decomposition model on the train data, the algorithm learns to extract the underly-
ing factors. The algorithm can then extrapolate or translate by generalizing to a new content, sensor
or material. The learnt components are combined in multiple ways to obtain images across unknown
sensor-material combinations. In this way, we synthesize images across unknown sensors and unknown
materials.

1.4.2 Deep learning based Fingerprint Disentanglement

We propose @ne-shot Sensor and Material TranslatoqfOSMT) wrapper for improving cross-
sensor and cross-material PAD. Our framework synthesizes large amounts of data across unknown sen-



sors and materials, from exclusivelgimgle ngerprintby decomposing and combining the underlying
sensor and material factors.

(a) Existing dataf1-m1, s1-m2, s2-  (b) Interpolation on existing data by
m1) UMG [13]

(c) Extrapolated datasp-m2) by pro- (d) Interpolation on extrapolated data
posed approach produced by our approach

Figure 1.6: 3D t-SNE visualization of style embeddings in the deep feature space produced by various
methods of data generation - (a) Data for 3 existing sensor and material combinations, (b) Interpolated
data between two existing sensor-material combinations by UMG, (c) Extrapolated data by our approach
to obtains2-m2 combination from existing data combinatiorsd{m1, s1-m2, s2-m1) and (d) Further
interpolation on our generated data. Hexk,s2, m1, m2 = sensorl, sensor2, materiall, material2

The main contributions of our work are as follows:

« To the best of our knowledge, this is the rstwork to disentangle a ngerprintimage's style (textu-
ral characteristics) into its corresponding sensor and material embeddings. These embeddings are
fused in multiple combinations to generate images across various unknown materials and sensors.

« Forn sensors andh materials, our decomposition technique signi cantly reduces the number of
style representations to be learned frorm to justn+m.



« Disentanglement of sensor and material codes enables us to generate synthetic ngerprints by
extrapolation. Further, we can generate even more data by interpolating between the extrapolated
data and an existing material or sensor, as shown in Figure 1.6. This helps to develop data-
augmentation approaches for robustness, generalizability and learning with small datasets.

e Our approach is a constrained learning problem. It prodeoespact representationaf the
sensor and material, which signi cantly helps in reducing the total number of parameters across
all synthesized combinations.

« It uses only 50 minutiae patches from one ngerprint of an unknown material and sensor for
synthesis, which is signi cantly low compared to the state-of-the-art [23], which utilizes atleast
100 live and 100 PA images to learn the target sensor.

* We present the improvement in PAD performance using our technique on the publicly available
LivDet datasets (2015, 2017, 2019 and 2021).

1.5 Summary and Thesis Organization

The thesis is organized as follows:

« Chapter 2 provides background on ngerprint presentation attack detection methods, techniques
for FPAD generalization and representational learning for disentangling features.

« Chapter 3 introduces traditional methods of factorization for ngerprints caliedsorprints It
establishes the baseline using machine learning for our study on the disentanglement of ngerprint
images.

« Chapter 4 discusses the deep learning based approach for the disentanglement of ngerprint style
and presents its superiority over the traditional factorization techniques. We also propose “One-
shot Sensor and Material Translator” (OSMT) wrapper for improving cross-sensor and cross-
material PAD.

« Chapter 5 summarizes this thesis and presents ideas for future work.



Chapter 2

Literature Review

2.1 Fingerprint Presentation Attack Detection Techniques

Fingerprint presentation attack detection techniques can be based on hardware, software, or inte-
grated solutions [43]. A combination of hardware and software-based solutions can provide additional
layers of security and protection against presentation attacks.

2.1.1 Hardware-based Techniques

Hardware solutions are typically accomplished by using specialized sensors like OCT-based [10]
or multi-spectral Lumidigm sensors. RaspiReader [16], an open-source ngerprint reader, uses two
cameras to provide complementary streams (direct-view and FTIR) while capturing ngerprint images,
which are both bene cial for spoof detection. These solutions also try to augment sensors to detect
liveness with thermal output, odor [5] and blood ow [34].

Hardware-based methods can detect a wide range of spoo ng techniques with good accuracy. How-
ever, they can also be expensive and require specialized equipment, limiting their applicability in certain
settings. Additionally, some types of spoo ng attacks may still be able to bypass these methods.

2.1.2 Software-based Techniques

On the other hand, software-based solutions extract features from the ngerprint image acquired
by the sensor, to differentiate between live and spoof ngers. Software-based methods do not require
specialized hardware, making them more cost-effective. These solutions can also be easily updated and
deployed without any hardware changes.

2.1.2.1 Traditional FPAD Methods

Early software techniques used traditional methods to extract various handcrafted features from the
ngerprint image and utilize them to classify it as either spoof or live.



[44] use 3rd-level anatomical features such as pore locations and their distributions for liveness de-
tection. Some solutions exploit morphological [9] and perspiration-based characteristics [2] separately.
Marascoet al. [42] combined a set of robust morphological and perspiration-based features for train-
ing different machine learning classi ers such as Support Vector Machine, Decision Tree, Multilayer
Perceptron and Bayesian classi er.

Traditional classi ers also relied on texture based features such as Binarized Statistical Image Fea-
tures (BSIF) [20], Weber Local Descriptor [22], and Local Phase Quantization (LPQ) [21]. LPQ method
is renowned for being insensitive to blurring effects, thereby helping detect the differences between a
live and a fake ngerprint due to the loss of information that may happen during the fabrication process.
Drawing inspiration from [29] for face recognition and texture classi cation, Ghéral. proposed a
novel ngerprint liveness descriptor named BSIF. BSIF automatically learns a xed set of Iters from a
small set of natural images instead of using handcrafted Iters, e.g., LBP and LPQ.

Rattani et al. [52] utilized Weibull-calibrated SVM (W-SVM) as a novel-material detector and a
spoof detector, along with the capability for open set detection. [15] trained an ensemble of one-class
SVMs on different feature sets, extracted only from live ngerprints to form a hypersphere.

2.1.2.2 Deep learning-based FPAD Methods

Recently, deep learning-based methods have shown to outperform traditional methods, achieving
higher accuracy rates. Convolutional neural networks (CNNs) or other deep learning architectures can
extract features automatically from the inputimages. They can also learn from raw data with less manual
feature engineering than traditional methods, thereby motivating the incorporation of deep learning in
biometrics.

A preliminary deep learning-based PA detector by Noguetral. [49] used a VGG for feature
extraction and classi cation - both pre-trained and ne-tuned on ngerprints. Fingerprint images used
by Nogueirat al. had lower regions of interest with white spaces. To resolve this issuegfald51]
used randomly cropped patches and trained their network with triplet loss. @tagH{12] extracts
localized minutiae patches aligned using ngerprint minutiae to provide salient cues for training a two-
class PA classi er as shown in gure 2.1. SlimResCNN [65], the winner of LivDet 2017 [48], proposed
a lightweight CNN with lesser processing time.

Figure 2.1: Overview of CNN-based Fingerprint Spoof buster for Fingerprint presentation attack detec-
tion [12]
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