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Abstract

While face recognition and verification in controlled settings is already a solved problem for ma-
chines, the uniqueness of face as a biometric is that the mode of capture is highly diverse. A face
could be captured nearby or at distance, at different poses, with different lighting, and by different de-
vices. Face recognition/verification has several challenges to overcome to effectively perform under
these varying conditions. Most current methods, try to find salient features of an individual by ignoring
these variations. This can be looked at from the paradigm of signal and noise. The signal here refers to
that information that is unique to an individual, but not varying as per the condition. Noise represents
those aspects that are not related to the identity itself and are influenced by the capture mechanism,
physical setting, etc. This is usually done through metric learning approaches in addition to the use
of loss functions such as cross-entropy (e.g., Siamese networks, angular loss, and other margin losses
such as ArcFace). There are certain aspects that lie between signal and noise such as facial attributes
(such as eyeglasses). These may or may not be unique to the individual subject, but introduces artifacts
into the face image. The question then arises, why can’t these variations be detected using learning
methods, and the knowledge thus attained about the variations be put to good use during the match-
ing process? It is this curiosity that has resulted in aggregation strategies for matching, which were
previously implemented for aspects such as pose, age, etc.

However, in the wild, humans demonstrate significant variability in facial attributes such as facial
hair, eyeglasses, hairstyles, and make-up. This is common as one of the primary mechanisms of face
image acquisition is covert capture in public (with ethics of consent in place), where people usually
display significant variability in facial attributes. Hence it is very important to address this variability
during the matching process. This work attempts to do the same. The curious question that arises how-
ever is if indeed matching performance varies if the attribute prior is known. Even if it does, how does
one conceptualize a system that exploits the same? It is here that this thesis proposed two frameworks.
One of the configuration-specific operating points and the other involves suppression of attribute infor-
mation in face embedding prior to matching. The attribute suppression is attempted both directly at the
final embedding, and suppression of intermediary layers of a Vision Transformer Deep Neural network.
Both of these require the facial attribute of each image to be detected prior to passing the images into
the proposed framework for matching.

The above naturally adds another task to the face verification pipeline. It is therefore extremely
necessary to find efficient and effective ways of performing face attribute detection (and face template
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generation), since efficiently performing parts, mitigates the pipeline expansion overhead and makes
this a viable pipeline to consider for face verification. We observe that face attribute detection usually
employs end-to-end networks, which results in a lot of parameters for inference. A feasible alternative is
to constantly leverage the SOTA (state-of-the-art) face recognition networks and use the earlier feature
layers to perform the face attribute classification task. Since the highly accurate SOTA is currently
DNNs (Deep Neural Networks) for face, the same is dealt with in this thesis. More narrowly, we focus
on open-set face verification, where DNNs aim to find unique representation even for subjects not used
for training the DNN.
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Chapter 1

Introduction

1.1 Face Biometrics

Face biometrics involves encapsulating the unique characteristics of an individual’s face. Humans
do this on a daily basis to recognize others and we are quite adept at it. During this process, we naturally
eliminate details that are not inherent to the face, such as facial hair, spectacles, and expressions. Ma-
chines on the other hand require mimicking this ability, by creating templates or extracting key features
from a facial image. In this aspect face biometrics intersects the field of computer vision and machine
learning.

As quoted in [35], Face recognition has several advantages over other biometric modalities such
as fingerprint and iris: besides being natural and nonintrusive, the most important advantage of face
is that it can be captured at a distance and in a covert manner. Of the 6 attributes considered by
[28], facial features scored the highest compatibility in a Machine Readable Travel Documents (MRTD)
(http www.icao.intmrtdoverviewoverview.cfm) system based on a number of evaluation factors, such as
enrollment, renewal, machine requirements, and public perception. Moreover, the internet is a huge
repository of facial images, and many a datasets are crawled from the web after requisite permissions
are obtained. These benign aspects of face modality lends itself to multiple applications and scenarios
of verification/identification. From the learning perspective, face offers ample opportunities for data
collection and modeling. This of course is done, while keeping the ethics of privacy after acquiring
requisite permissions.

Face recognition, by machine learning leverages the advantages discussed above, and aims to create
a template/embedding/features from the facial images gathered in various forms. Given the diversity
of acquisition mentioned above, there is a natural but significant variation in illumination, facial pose,
expression, age span, hair, facial wear, and motion. The goal of an ideal template for recognition would
be to capture the identity information while being unaffected by these variations. Some of the earlier
milestones in face template generation involves PCA based EigenFaces [65], Fischerface method [[18],
[4]] , Gabor jets [[69],[36]]. Adaboost based face detection algorithm by Viola and Jones [66] became
the defacto face detector in most applications. The emergence of deep-neural-networks imparted a

1



Figure 1.1: Intra-subject variations

[31]

significant boost to the field of face recognition. We will take a closer look at some of these recognition
and detection models in the next few sections.

1.2 Signal and noise

To effectively learn a unique face embedding of a subject, it is necessary to separate core facial fea-
tures of the subject from other variations such as pose, illumination, occlusion, accessories, brightness,
and color (see Figure 1.1). This unique representation can be called a Signal that needs to be separated
from the noise, which in this case can be thought of as the aforementioned variations.

However, in the context of creating a unique template of a subject’s face, there are certain kinds of
artifacts that are hard to classify as noise or signal. Facial accessories for instance fall into this category
(see Figure 1.2). They can’t be termed as signal because they aren’t persistent enough to be integral
to the unique subject identity, and neither can they be termed noise because these attributes are quite
prevalent in the faces-in-the-wild scenarios. And since the DNN embedding could potentially capture
these attributes in the representation, we could potentially leverage this information for better matching.
It is towards this end, that the current thesis directs its efforts.

1.3 Overview of Face Verification

The following three aspects of face verification are relevant to this thesis. The first is the settings
in which a face biometric system is deployed and its evaluation setting. The second is deep-neural-
network-based Face embedding generation and matching, as employed by state-of-the-art (SOTA) meth-
ods. As we want to use facial attribute information to improve face recognition systems, its efficient and
effective detection from a given image is also important to our overall system.
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Figure 1.2: Intra-subject variations due to attributes.

1.3.1 Face Biometrics system and Evaluation

Due to the nature of face capture, the setting under which face images are captured for recognition
significantly differs from other biometric traits. We will look into the overall recognition pipeline and
its evaluation.

1.3.1.1 Evaluation setting of Face biometrics

While the taxonomy of Face biometric evaluation delineates all aspects of Face biometrics, the fol-
lowing definitions are critical to our work.

We broadly have Face Verification and Face Identifcation/Recognition. Face Verification is a one-
to-one matching between a query face image against an enrollment face image whose identity is being
claimed. While Face Recognition is a one-to-many matching between query face image against all the
face images in the enrollment database. Refer Book [35] for aforementioned definitions

Within Face Identification we further have Open-Set Identification and Closed-set Identification

� Closed-set Identification: Here the query image is known to be present in the enrollment database,
and you determine if the matching algorithm is able to retrieve the correct identity within top n
matches (n is determined by the performance needs of the user).

� Open-set Identification: Here the query image might not be present in the enrollment database,
and you determine if the matching algorithm is able to retrieve the correct identity within top n
matches. In case the identity is not present in the database, the matching algorithm should say so.

Within Face Verification since the face image presented already claims an identity, we do not need
the classification approach we took above. However, from the perspective of training the models to learn
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Figure 1.3: Face recognition processing flow. [35]

the face templates, Open-set verification involves not using any of the face images of the class/identity
being presented for verification, during the training of the model. Closed-set verification on the other
hand allows usage of the face images of the class/identity presented during verification when training
a model that generates face templates. It is this Open-set verification setting that is of relevance to our
thesis

1.3.1.2 Face Biometric System

A typical Face Biometric system has the following processing flow Figure 1.3.

Face detection step involves the first step of localizing the landmarks of the face: eyes, ears, nose,
and mouth; and detecting the face region around it.

Face normalization involves taking care of those variations in the face due to geometry (due to
various poses) and photometry (illumination and color etc). Normalization to reduce the effect of these
variations significantly improves the effectiveness of the next steps.

Feature extraction involves drawing salient features, from the image passed on by the prior steps, to
generate a discriminating template, unique to each identity.

Face matching involves matching the erstwhile generated salient feature vector against a similarly
extracted template in the enrollment database.

1.3.2 DNN Face template generation with SOTA models

We now discuss three state-of-the-art (SOTA) deep-neural-networks that are used in the experiments
of this work. All three SOTA networks demonstrate high performance on the Labeled faces in the wild
(LFW [34]) dataset. However, with the emergence of more recent challenging datasets such as IJB-
C [40] there is tighter benchmarking w.r.t SOTA models. These datasets will be elaborated upon in
Chapter3

1.3.2.1 FaceNet

FaceNet [56] employed SOTA CNN architectures (of its time) and applied Triplet loss over a large
amount of proprietary data to create a trained network. One of these networks is based on InceptionV3
as its backbone (see Figure 1.4).
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Figure 1.4: InceptionV3 network.

[59]

1.3.2.2 ArcFace

ArcFace [13] is a metric-learning approach to face template embedding. It improves upon the concept
of center-loss, by leveraging the normalized weight vector as the center and adding an additive margin
between the weight vector and the class face embedding as depicted in Figure 1.5. The network used
here is ResNet50 and ResNet100, and the dataset used here was the largest publicly available dataset of
the time called MS1M [25].

Figure 1.5: ArcFace Metric Loss. [13]

5



1.3.2.3 MagFace

MagFace [43] improves upon ArcFace by simultaneously enforcing direction and magnitude when
optimizing, the learned face representation is more robust to the variability of faces in the wild. Thus
while ArcFace normalizes the weight vector, MagFace leverages the magnitude of the weight vector by
factoring it into the additive angular margin, thus getting an extremely interesting distribution of identity
and quality as demonstrated in the image in their paper Figure 1.6

Figure 1.6: MagFace leveraging both quality and class information of image. [43]

1.3.2.4 Face Transformer

The paper [72] extrapolates the Vision Transfomer paper [17] to Faces with the additional step that
they modify the tokens generation method of ViT, to generate tokens with sliding patches, i.e., to make
the image patch overlaps, for a better description of the inter-patch information, as shown in Figure 1.7.
Each such patch created runs through a linear projection layer and is then fed to the multi-head trans-
former encoder block, and finally, the MLP head takes in the output of the transformer encoder to
identify the identity corresponding to the individual. The model achieved over 99.71% accuracy on the
LFW dataset.

1.3.3 Face Attribute detection

Face attribute detection involves detecting attributes such as facial hair, expression, eyeglasses, age,
and gender from a face image. CelebA [37] dataset has 40 facial attributes, whole presence/absence is
marked for each image in the dataset. Deep-neural-network-based models have shown on an average
of 92% accuracy over these 40 attributes of CelebA as demonstrated in [55]. MobileNetV2 with 2.2
million parameters has been trained to reproduce the same.
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Figure 1.7: Diagram of the VIT architecture and mechanism

[72]

1.4 Motivation and Contributions

In the context of above discussions, we make two primary contributions in this thesis:

1.4.1 Attribute-Aware Face Verification

The SOTAs in facial recognition are Deep Neural Networks. As explained in the previous section,
their fundamental goal is to create a unique representation for each individual. As discussed in the
section 1.2 (Siganal And Noise), the approach of using attribute agnostic DNN embeddings does not
consider the presence or absence of facial attributes (e.g., facial hair, eyeglasses) during matching. We
are curious to see if the matching performance would improve, given that the probe image and the gallery
image, both adorned the same facial attribute. This argument could be extended, even to the absence
of the facial attribute in the probe-template pair, and finally to the presence in the probe template and
absence in the gallery template. Alternatively, can we suppress the attribute information in the probe and
the templates to improve matching performance? If so what approaches can be used for this suppression?
We have considered the following (see image 1.8):

� Image Level: This involves first detecting the facial attribute ROI (Region of Interest) of each
image in the matching pair of images and then masking the ROI, before sending the images to the
DNN to generate face embedding, and further generate matching scores.

� Score Level: Here, based on the presence or absence of a facial attribute, we first determine
the configuration and then apply a configuration-specific threshold to the matching score. The
configuration-specific threshold referred to here is determined from a large number of matching
pairs per bin, prior to the matching stage during inference. This score-level fine-tuning of the

7




