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Abstract

Advances in digital content transmission have increased

in the past few years. Security and privacy issues of

the transmitted data have become an important concern

in multimedia technology. In this paper, we propose a

computationally efficient and secure video encryption al-

gorithm. This makes secure video encryption feasible for

real-time applications without any extra dedicated hard-

ware. We achieve computational efficiency by exploiting the

frequently occurring patterns in the DCT coefficients of the

video data. Computational complexity of the encryption is

made proportional to the influence of the DCT coefficients

on the visual content. On an average, our algorithm takes

only 8.32ms of encryption time per frame.

1. Introduction

Advances in multimedia technologies have popularized

applications like video conferencing, pay-per-view, Video-

On Demand (VOD), video broadcast, etc. In such applica-

tions, confidentiality of the video data during transmission

is extremely important. This necessitates secure video en-

cryption algorithms.

In the naı̈ve approach for video encryption, the MPEG

stream (bit sequence) is treated as text data, and encrypted

using standard encryption algorithms like DES (Data En-

cryption Standard) [7], RC5 (Rivest Cipher), AES (Ad-

vanced Encryption Standard), etc. Though this approach is

supposedly the most secure for video encryption, it is com-

putationally infeasible for real-time applications.

Arguing that the full content of the video is not criti-

cal, selective encryption algorithms were proposed [1, 7, 8].

These methods encrypt a selected portion of the video data

(for example headers of the video streams, I frames and

I-blocks in P and B frames, I frames and motion vectors

in P and B frames, etc.) using text-based encryption algo-

rithms. This decreases encryption time. For real-time appli-

cations, light-weight encryption algorithms were also pro-

posed [6, 5, 15]. These methods encrypt using simple XOR

or encrypt selected bits of the video data (for example, sign

bits of I frames, motion vectors, etc.). These encryption al-

gorithms are much faster than selective algorithms. Also,

they add less overhead on the codec. (Note that if encryp-

tion modifies the syntax of the MPEG bit stream, it adds

overhead to the MPEG codecs.) Another category of algo-

rithms is based on scramble (permutation) only methods,

where the DCT coefficients are permuted to provide con-

fusion. However, in most of these methods, computational

efficiency comes at the cost of security.

Maples and Spanos [7] proposed a selective encryption

algorithm called AEGIS. Using the DES algorithm, the

AEGIS algorithm encrypts only the I frames of the MPEG

video stream. However, Agi and Gong [1] showed that

partial information leakage from the I-blocks in P and B

frames renders AEGIS unsuitable for applications like mil-

itary where each and every part of the video data is impor-

tant. Qiao and Nahrstedt [8] proposed another selective

Video Encryption Algorithm (VEA). In this algorithm, a

chunk of I frame is divided into two halves. Both the halves

are XORed and stored in one half. The other half is then

encrypted using DES. The VEA provides good security and

reduces the number of XOR operations significantly com-

pared to AEGIS. These selective encryption algorithms are

secure, but they are not practical for real-time implementa-

tions because they require high computational time.

Choon [6] proposed a light-weight and cost effective en-

cryption algorithm based on the Shannon principle of diffu-

sion and confusion. These principles can be achieved by

permutation of macroblocks followed by XOR operation

on the permuted macroblock. Choo [5] proposed another

light-weight encryption algorithm on the uncompressed raw

MPEG data named Secure Real-time Media Transmission

(SRMT), which uses two block transpositions and a XOR

operation. Tang [11] proposed a scramble based encryp-

tion algorithm using permutation of the DCT coefficients.

The basic idea is to use a random permutation list to re-

place the zig-zag order of the DCT coefficients of a block

to a 1 × 64 vector. Zeng and Lie [15] extended Tang’s

permutation range from a block to a segment, where each

segment consists of several macroblocks. Within each seg-
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ment, the DCT coefficients of the same frequency band are

randomly shuffled within the same band. Apart from shuf-

fling of the I frames, they also permute the motion vectors

of P and B frames. However, light-weight encryption and

scramble-only methods provide less security than the naive

encryption. The drawback of these algorithms is that they

trade-off security for speed.

Based on the state of the art in video encryption, we ob-

serve that:

• For complete and provable security of the video data,

the entire video needs to be encrypted. However, a

naı̈ve encryption of the complete video stream is com-

putationally infeasible.

• The encryption algorithm should not be susceptible to

attacks like known-plaintext attack and ciphertext-only

attack. Computational efficiency should not come at

the cost of security.

In this paper, we address the apparent contradiction be-

tween computational efficiency and security. We demon-

strate that they can co-exist. We argue that encryption of a

video is more than just encrypting the associated pixels or

DCT coefficients. Our algorithm (i) learns from the statisti-

cal properties (distributions) of the DC and AC coefficients

from a large number of videos for deriving computational

efficiency, (ii) realizes that the roles of DC and AC coef-

ficients in a MPEG stream are different and that the level

of security required for a specific coefficient is proportional

to the (visual) influence in the video and (iii) smartly inter-

leaves the Electronic Code Book (ECB) and Cipher Block

Chaining (CBC) modes of encryption for adapting the text-

based encryption algorithms to the DC and AC coefficients

of the video data. The proposed algorithm on an average

takes very less time to encrypt a video frame, which is sig-

nificantly smaller compared to the state of the art secure

video encryption algorithms as shown in Section 5.

2. Preliminaries

MPEG Background: A MPEG (Moving Picture Expert

Group) [13] video is composed of a sequence of Group

of Pictures (GOPs). Each GOP consists of three types of

frames namely I, P and B. I frames are called intra-coded

frames and are compressed without reference to any other

frames. They are split into non-overlapping blocks (intra-

coded) of 8 × 8 pixels which are then compressed using

Discrete Cosine Transform (DCT), quantization (Q), zig-

zag scan, followed by run-length coding and entropy cod-

ing (VLC). Figure 1 shows the block diagram of the MPEG

video coding scheme.

The P and B frames are forward predictive and bi-

directional predictive coded frames, respectively. These are

Figure 1. MPEG Video Coding Scheme

subjected to compensation by subtracting a motion com-

pensation prediction. The residual prediction error signal

frames are split into non-overlapping blocks (inter-coded)

of 8 × 8 pixels which are compressed in the same way as

the blocks of intra-frames. Sometimes, P and B frames also

have some intra-coded blocks when better efficiency will be

obtained using intra-coded compression [4]. These intra-

coded blocks are called I-blocks in P and B frames.

Encryption/Decryption: The process of converting

plaintext to ciphertext is called enciphering or encryption;

restoring plaintext from ciphertext is deciphering or

decryption. Both the encryption and decryption algorithms

take a key (K) and plaintext/ciphertext as input. In the

case of images, plaintext is a set of pixel values arranged in

an orderly manner. Encrypting images/videos constitutes
reordering these pixel values so that they convey no visual

information about the original image. An image/video can

also be encrypted in the compressed domain. In this case,

the DCT coefficients are encrypted in such a way that the

content is made illegible for the unauthorized. Only an

authorized user can get back the original content using the

decryption algorithm.

In cryptography, a block cipher is a symmetric key ci-

pher which operates on fixed-length groups of bits, termed

blocks, with an unvarying transformation. When encrypt-

ing, a block cipher might take an n-bit block of plaintext

as input and output a corresponding n-bit block of cipher-

text. The exact transformation is controlled using a second

input – the secret key. Decryption is similar, takes an n-bit
block of ciphertext together with the secret key and outputs

the original n-bit block of plaintext. Examples of block-

ciphers are RC5, AES, DES, Blowfish, etc. We use block

ciphers in this work.

A block cipher operates in different modes. The predom-

inant modes areElectronic Code Book (ECB) andCipher-

Block Chaining (CBC). In ECB mode, the plaintext is di-

vided into blocks and each block is encrypted separately. In
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the CBC mode, each block of plaintext is XORed with the

previous ciphertext block before being encrypted. This way,

each ciphertext block is dependent on all plaintext blocks

processed up to that point. In this mode, changes in the

plaintext propagate forever in the ciphertext and encryption

cannot be parallelized. Also, decryption cannot be paral-

lelized.

3. Basis for Our Algorithm

Classical encryption schemes are designed for encryp-

tion of textual (or numeric) data. In general, video data

is huge (a frame can have 40, 000 bits and their would be

25-30 frames per second). The information value of video

data is far less than that of an equal amount of text data.

Even then, for better security, video data is encrypted by us-

ing classical algorithms (DES, AES, RC5 etc.). This causes

delay in processing and is not suitable for real-time appli-

cations. In this paper, we propose an equivalent (in terms

of security requirements) algorithm that is suitable for real-

time applications.

MPEG video data is often compressed using DCT. Each

video frame is divided into sub-images and then DCT is

applied on each 8 × 8 block. After coding, the 64 trans-

formed coefficients are zig-zag ordered such that the coeffi-

cients are arranged approximately in the order of increasing

frequency. These DCT transform coefficients can be clas-

sified into two groups, DC and AC. The DC coefficient is

the mean value of a block. All other coefficients describe

the variation around this DC value and these are referred

to as AC coefficients. However, most of the energy is con-

tained in the DC and a few AC coefficients. In order to

apply classical encryption algorithms, we perform statisti-

cal analysis to find out the variation in DCT coefficients in

a video block.

To study the behavior of DC and AC coefficients, we

consider a set of fifty randomMPEG videos taken from dif-

ferent sources. The selected videos consist of both bench-

marked sources and fresh sources comprising of movie-

clips, home videos, videos collected from the Web, as well

as popular test videos like Foreman, Table Tennis, Mother,

etc. The set has been chosen such that the videos exhibit

a variety of motion characteristics with objects varying in

size, shape, speed and color.

Statistical analysis is done on the DCT coefficients after

the quantization operation and before entropy coding (refer

Figure 1). We studied the distribution of the DC and AC

byte values and calculated the percentage occurrences of the

monogram byte values for various ranges. We found some

really interesting behavior in the frequency distribution of

both DC and AC coefficients.

For various video streams, Figure 2 shows the stack bar

occupied by different range of DC coefficients. It can be
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Figure 2. Percentage Variation Plot of DC Co-

efficients

observed from the figure that each stack bar is predomi-

nant with orange color, this pertains to the DC range of

50-255. Similarly dark blue color pertains to DC range of

0-50. From this it can be inferred that a high percentage

(86.53%) of the DC coefficients values lie in the range of

50-255. Note that there could be isolated blocks and frames

with high frequencyDC values, but the average over a video

clip is in the range 50−255most of the time. Similar analy-

sis is conducted on the AC coefficients. Since the variation

of the AC is quite different from the DC, we changed the

ranges accordingly. We observed that around 94.04% of the

ACs lie in the range of 0 to 20. This is due to the fact that

lower frequency AC coefficients carry less energy [14].
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Figure 3. Percentage Variation Plot of
Quadruple AC Coefficients

We further extended our analysis and considered four

consecutive AC coefficients at a time (quadruples) and per-

formed similar analysis (since AES, DES and RC5 are

block ciphers). We observed the distribution of ACs in all

the blocks of the video sequence. All combinations of the
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256 × 256 × 256 × 256 quadruples are theoretically valid.

So, we checked the distribution of the quadruples for all the

combinations of the byte values (0-255). It is found that

most of the time (92.89%), all the AC values in the quadru-

ples lie in the range of 0− 20. Analogous to the description

given for Figure 2, Figure 3 shows the percentage occupied

by the quadruples, whose AC coefficient ranges is in 0-20

(orange) and 20-255 (dark-blue). This analysis is also done

for all the fifty video sequences. Motivated from this sta-

tistical analysis, we design an encryption algorithm for the

video data based on quadruples behavior and the range of

values these DCT coefficients take. We exploit the presence

of such frequently occurring patterns to obtain the compu-

tational efficiency. Statistical analysis is done by discarding

the sign of the DCT coefficients.

4. Our Algorithm

This section of the paper describes the proposed encryp-

tion scheme. Though we can use any of the algorithms

like DES (Feistel Structure), RC5 for encryption, we used

RC5 [9] to encrypt the DCT coefficients. RC5 has follow-

ing suitable characteristics: it is a block-cipher with varying

block size (32, 64 or 128 bits), varying key size (0 to 2040

bits) and variable number of rounds (0 to 255) (so that the

user can choose the level of security appropriate for his ap-

plication). It is a fast block cipher with a simple and easy-to-

analyze structure. It also has adaptable word size in order

to suit processors of different word lengths and flexibility

of changing the parameters easily [2]. Figure 4 shows the

block diagram of the encryption process.

Our approach uses RC5 [9] algorithm with key size of

128 bits and 20 rounds of operation. The pre-processing

step of our algorithm is shown in Algorithm 1. The look-

up table generated is used in the encryption and decryption

stages of the algorithm. It is never modified in the entire

process of encryption/decryption.

Algorithm 1 Pre-processing Step — Look-up Table Con-

struction
Step 1: Generate all the combinations of quadruples from

−20 to 20.

Step 2: Encrypt each quadruple using the ECB mode of

RC5 encryption.

Step 3: Use the list of coefficients and their encrypted

values as a look-up table for encryption of the AC coeffi-

cients.

The pre-processing step could be done before the encryp-

tion phase and in fact even before the input (video to be

encrypted) is known. For frequently occurring AC quadru-

ple, instead of undergoing the entire process of encryption,

a mere look-up serves the purpose. Hence there is a drastic

reduction in the encryption time despite the usage of a text-

based algorithms. Note that this encryption does not com-

promise the security of the algorithm, since this (look-up)

is used only with the relatively less significant AC coeffi-

cients.

Since the DC component carries most of the energy, it is

the most significant value of the block. The encryption of

the DC value plays a key role in the visibility of the video

block. Some encryption algorithms only encrypt the DC

coefficient while simply permutating the ACs [14]. In or-

der to enhance the security, we apply CBC mode for en-

crypting the DC coefficients rather than the general ECB

mode which is applied for the AC coefficients. The pro-

posed scheme of encryption gains its advantages from not

only the look-up table but also the dynamism of changing

the mode of encryption based on the type of coefficient. Al-

gorithm 2 explains the main encryption.

Algorithm 2Main Encryption Algorithm

Step 1:

for each and every block of a frame do

Step 1.1: Consider four consecutive ACs (ACt,

ACt+1,ACt+2, ACt+3).

Step 1.2: Compare these coefficients against the look-

up table for a hit or miss

if hit then

Replace the 4 AC coefficients with their encrypted

values.

else

Apply the ECB mode of RC5 encryption with these

ACs as input.

end if

Step 1.3: When DC coefficients are considered, collect

four DC coefficient values in a block and encrypt them

using the CBC mode of RC5 algorithm.

end for

At the receiver end, the authorized recipient first gener-

ates the look-up table for all the combinations of−20 to 20

quadruples and encrypts the quadruples in the way similar

to the pre-processing step of the algorithm using the key.

In the generated look-up table, the columns are exchanged

and sorted in order to look up for the plain values when

the cipher values are known. For obtaining the DC coeffi-

cients, the recipient can directly apply general RC5 decryp-

tion with the CBC mode.

Sometimes when there is less motion in objects and

scenes, the encryption of the I frames in the videos will ren-

der the subsequent P/B frames difficult to perceive due to

the dependency of the P/B frames on the I frames. When

video content is not highly correlated in the temporal di-

mension, the I-blocks of the P/B frames will help in partial

leakage of the image information [1]. In order to achieve
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Figure 4. Block Diagram of Encryption Algorithm

better security, the DCT coefficients of the I-blocks also

need to be encrypted. Identifying the I-blocks in P/B frames

introduces overhead because one has to go through the en-

tire MPEG bit stream. This time consuming process of

identifying the I-blocks makes the naive approach a better

choice in many cases [8]. For I-blocks in P and B frames,

there is a substitute scheme that encrypts the motion vectors

of the video sequence.

We concentrate only on the encryption of I frames be-

cause for real-time applications like pay-per-view there is

no need to encrypt the motion vectors. Partial leakage of

image information from the I-blocks in P/B frames might

persuade a non-paying consumer to buy the video. In order

to use our algorithm for applications where the entire video

content is important, motion vectors of P and B frames are

also encrypted along with I frames. The same look-up ta-

ble (used for encryption of AC coefficients) can be used for

encryption of these motion vectors.

4.1. Key Distribution

This part of the paper covers the RC5 key distribution

to the end-user. To withstand brute-force attacks, the RC5

128 bit key is changed periodically and transmitted to the

receiver in an encrypted form. The key can be encrypted

using the standard public-key cryptosystems such as RSA.

This means that two keys are used for the encryption and

decryption process. One key is public (asymmetric) and

the other key is private (symmetric). This setting has an

additional advantage that the cryptanalyst needs to apply

two different attacks since symmetric and asymmetric cryp-

tosystems have to be tackled separately. This enhances the

security level considerably [10].

In our method of encryption, the transmitter uses the

RSA public key of the intended recipient to encrypt the RC5

key. At the receiver end, the recipient uses his private RSA

key to decrypt this RC5 key. The decrypted RC5 key is then

used to decrypt the rest of the bit stream by generating the

decryption look-up table.

The RSA standard is not directly used to encrypt or de-

crypt the MPEG bit stream because the processing time re-

quired by it is proportional to the size of the data. In this

work, we use a single 128 bit key, and hence the time re-

quired to encrypt this key using the RSA algorithm is very

small when compared to the encryption of MPEG frame.

5. Experimental Results

In order to evaluate the performance of the proposed en-

cryption scheme, we implemented the algorithm on a 1GHz

dual-core processor with a RAM of 1 GB. The algorithm

is coded in C using the DALI [12] library, which supports

coding of MPEG-1 and MPEG-2 videos. The video data

used for analysis have different motion characteristics and

varying resolution with a frame rate of 30 fps. The sample

test video sequences include videos like Pond, Table Tennis,

Training, Professor in lab, etc. Some of the test videos along

with their frame numbers are shown in Figure 5. Figure 6

shows the images of the corresponding encrypted videos. It

can be observed that the details in the video block are com-

pletely lost in the encryption process.

The time spent for the pre-processing step in our algo-

rithm is on an average 4.12 seconds per video. Since this

is done infrequently (only when key is renewed) and is an

off-line process, it does not affect the encryption time of

the video. Apart from this, the receiver’s end should have
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(a) Pond(75) (b) Cat(112) (c) Professor(268) (d) SateliteView(37)

(e) Street(2) (f) Table Tennis(145) (g) Training(885) (h) Woman(511)

Figure 5. Example Frames of Test Videos (with Frame Numbers)

a small amount of storage to store the frequent patterns and

the corresponding encrypted coefficients.

Apart from providing security (which is explained in the

next section), an encryption algorithm for real-time multi-

media data should also have two characteristics. Firstly, the

encryption time should not be high, as it delays the trans-

mission. Secondly, the compression rate of the video should

not decrease, making it difficult to transmit over a network.

The proposed algorithm possesses both the characteristics

with much less overhead on the codec. Discussion of these

characteristics follows in detail:

The encryption time taken by our method is quite low

and suited for real-time applications. For a quadruple of

AC coefficient in a video frame, there is around 92.89% of

hit-ratio to the look-up table. For the remaining ACs we

need to use RC5 explicitly. This look-up is much faster

compared to the naı̈ve way (where a quadruple is encrypted

each time it occurs). For the DC coefficients we used RC5

with CBC mode of operation. Intuitively, using a look-up

table for encryption of both DC and ACs seems to be a

faster alternative. However, this approach is least secure

because the ECB mode of encryption is less secure than all

the other modes of encryption and this might be the reason

it has never been used in the state of the art.

A comparison of encryption time of our technique with

other techniques is given in Figure 7. It can be observed that

the average encryption time per frame taken by our tech-

nique is around 8.32ms, which is less than that of other

techniques like AES (30.00ms), RC5 (11.36), SRMT [5]

(10.00ms) and XOR followed by scrambling [6] (7.60ms).
Though the proposed method of encryption takes an equiv-

alent time of XOR followed by scrambling method but, the

security provided by our method of encryption is far better

than XOR followed by scrambling method of encryption.

This makes our algorithm more suitable for real-time video

encryption.

AES RC5 SRMT XOR & ScrambleOur Algorithm
0

5

10

15

20

25

30

35

Different Algorithms

30.00

11.36

10.00

7.60
8.32

Figure 7. Encryption Time for Different Algo-

rithms

The increase in video size by our method is same as that

of the previous encryption technique [6]. When compared

to scramble-only methods, though the overhead in size is

high but is negotiable for better security. Table 1 tabulates

the different videos files along with encrypted video size

(overhead on the compression by our encryption algorithm)

and number of HITS and MISS to the look-up table on the

test videos.

6. Analysis

This section of the paper explains the achievements and

the security analysis of the proposed encryption scheme.
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(a) Pond(75) (b) Cat(112) (c) Professor(268) (d) Sateliteview(37)

(e) Street(2) (f) Table Tennis(145) (g) Training(885) (h) Woman(511)

Figure 6. Encrypted Frames of Test Videos

The algorithm satisfies the claims discussed in the introduc-

tion of this paper as follows:

• It succeeds in using text-based algorithms for videos

by managing the computational overhead and hence

suiting real-time applications. The security level pro-

vided is as good as security provided by RC5 or DES.

• It is selective, i.e., based on the criticality level of the

DCT coefficient, the algorithm adjusts to provide opti-

mum security (like CBC mode for DC coefficients).

• The algorithm succeeds in exploiting the statistical

properties of the video for providing better encryption

speed.

6.1 Security

In this subsection we discuss the security aspects of the

proposed algorithm for different attacks. An encryption

scheme is said to be computationally secure if it can with-

stand the following two criteria. Firstly, the cost of breaking

the cipher should exceed the actual value of the encrypted

information. Secondly, the time required to break the cipher

should exceed the useful lifetime of the information. The

proposed encryption satisfies both the criteria. The security

of the algorithm is checked against ciphertext-only, known-

plaintext and chosen plaintext attacks as these are the most

important attacks.

Ciphertext-only attack: Ciphertext-only attack is a

model for cryptanalysis where the attacker is assumed to

have access to a set of ciphertexts and knows the encryption

algorithm. This is the most difficult attack since the crypt-

analyst has access only to the encrypted data. It is shown

that [2], RC5 with four rounds of encryption and key size of

128 bits, can be broken if 217 ciphertexts are available. Our

scheme uses RC5 with 20 rounds of encryption and 128 bit

key size. Hence, the security of the proposed method is cer-

tainly higher, which is not easy to break. So, the proposed

algorithm is secure against ciphertext-only attack.

Known-plaintext attack: In known-plaintext attack, the

attacker has access to both the ciphertext and plaintext along

with the encryption algorithm. The attacker first constructs

a partial table with both the plaintext and the corresponding

encrypted coefficients from the videos collection. Since we

used a 128 bit key for encryption he needs to try on an aver-

age 2127 combinations to know which combination of key

being used, very difficult to break. Furthermore, the key is

renewed at periodic intervals, making it more difficult for a

cryptanalyst to break using known-plaintext attack. Hence

the proposed method is robust against known-plaintext at-

tack also.

Chosen-plaintext attack: A chosen-plaintext attack is an

attack model for cryptanalysis which presumes that the at-

tacker has the capability to choose arbitrary plaintexts to

be encrypted and obtain the corresponding ciphertexts. Ac-

cording to the latest cryptanalysis [3], 12-round RC5 (with

64-bit blocks) is susceptible to a differential attack using

244 chosen plaintexts. Even though the video size may look

as an encouraging factor for the attacker, who wishes to get

many ciphertext from a single video. The hidden strength of

the algorithms is, he needs to get different combinations of

ciphertext which is difficult because the analysis in Section

3 says most of ACs vary from (0 to 20). So he needs a large

collection of videos encrypted with single key. This is made

very difficult by renewing the key. Apart from that in [3],

263263263



Original Total No. of Encrypted

Name Size of Frames Size Number I-Frames Video HIT MISS

(Kb) of Frames Size

Pond 352x244 5144 611 61 7400 997977 65072

Cat 704x576 19692 737 62 28048 909737 24169

Professor 352x240 10164 703 47 11040 159564 10925

Sateliteview 720x576 22252 2528 141 41472 2121612 50519

Street 640x480 9196 819 546 19865 2083735 143082

Table Tennis 352x240 1224 150 26 3196 215534 5042

Training 352x240 34168 7292 456 41148 997977 65072

Iceland 384x288 7668 1108 74 10376 180207 16182

Table 1. Encryption Overhead on Compression and Encryption Time per Frame

the author suggests that increasing the number of rounds to

at least 16 will increase security against differential crypt-

analysis. This was in-fact suggested by Rivest [9] that secu-

rity will increase when the number of rounds of encryption

is increased. Even though we used a 32 bit version of RC5,

we increased the number of rounds to 20 so as to have good

computational security.

7. Conclusions and Future Work

In this paper, we have proposed a computationally effi-

cient, yet secure video encryption scheme. It uses RC5 for

encryption of the DCT coefficients. The proposed scheme

is very fast, possesses good security and adds less overhead

on the codec. It slightly decreases the compression rate of

the video, which is negotiable for higher security. Our fu-

ture work would be to reduce the encrypted video size by

modifying the default Huffman tables and hence come up

with an ideal video encryption algorithm which takes less

encryption time and causes no overhead on video size. It

can also be extended to videos like MPEG-4, H.261, and

H.264 etc.
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