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Abstract—Most of the video encryptions algorithms considered
in the literature significantly increase the video size independent
of encryption algorithm employed. This is because these algo-
rithms encrypt DCTs without considering their characteristics
or relationship to the visual content. This adversely affects the
transmission throughput. We propose a fast video encryption
algorithm that exploits the statistics of the DCTs in the video data
sets. Our algorithm reduces the video size significantly without
any compromise in security. The proposed algorithm performs
encryption followed by permutation of the DCTs. On an average,
increase in video size is restricted to 23.41% of the original.

Index Terms—Multimedia data security, MPEG codec, MPEG
video encryption.

I. INTRODUCTION

With active research in technologies related to network and

multimedia, transfer of multimedia data over the network has

become very easy, making the security and privacy issues

in multimedia computing more and more important. Various

encryption algorithms have been proposed in recent years as

possible solutions for the protection of the multimedia data.

Large volume of the multimedia data makes the encryption

difficult using traditional encryption algorithms. Often, we

need the encryption to be done in real-time.

The naı̈ve approach for video encryption is to treat video

data as text and encrypt it using standard encryption algorithms

like AES (Advanced Encryption Standard) or DES (Data En-

cryption Standard). The basic problem with these encryption

algorithms is that they have high encryption time. They also

result in vast increase in size of the video, making them un-

suitable for real-time applications like PAY-TV, Pay-Per View

and Video On Demand (VOD) etc. A unique characteristic of

video data is that, even though information rate is very high,

information value is very low. Exploiting this fact, to decrease

the encrypted video size and time, many selective encryption

algorithms have been proposed which encrypt only selected

parts of the data.

Meyer and Gadegast [1] have designed an encryption al-

gorithm named SECMPEG which incorporates selective en-

cryption and additional header information. In this encryption

selected parts of the video data like Headers information,

I frames, I-blocks in P and B frames are encrypted based

on the security requirements. However, SECMPEG is not

compatible with the standard MPEG and special encoder and

decoder is needed to handle SECMPEG streams [13]. Qiao

and Nahrstedt [2] proposed a special encryption algorithm

named video encryption algorithm in which one half of the bit

stream is XORed with the other half. The other half is then

encrypted by standard encryption algorithm (DES). The speed

of this algorithm is roughly twice the speed of naı̈ve algorithm,

but that is arguably still the large amount of computation for

high quality real-time video applications that have high bit

rates [13].

Some of the other encryption algorithms are based on

scrambling the DCT coefficients. Tang’s [3] scrambling

method is based on embedding the encryption into the MPEG

compression process. The basic idea is to use a random

permutation list to replace the zig-zag order of the DCT

coefficients of a block to a 1 × 64 vector. However, changing

the zig-zag order to a random order, results in an increase

of video size, about 25% to 60% which is not tolerable.

Zeng and Lie [4] extended Tang permutation range from

block to segment, with each segment consisting of several

macroblocks. Within each segment, DCT coefficients of the

same frequency band are randomly shuffled within the same

band. Chen, et. al [5] further modified this idea by extending

the permutation range from a segment to a frame. Within a

frame, DCT coefficients are divided into 64 groups according

to their positions in 8 × 8 size blocks, and then scrambled

inside each group. Apart from shuffling of the I frames, they

also permuted the motion vectors of P and B frames.

In order to meet the real-time requirements, light-weight

encryption algorithms were proposed. These encryption algo-

rithms are fast. They add less overhead on the codec. Shi,

et. al [6] proposed a light-weight encryption algorithm named

Video Encryption Algorithm (VEA). It uses simple XOR of

sign bits of the DCT coefficients of an I frame using a secret

m-bit binary key. The algorithm was extended as Modified

Video Encryption Algorithm (MVEA) [7] wherein motion

vectors of P and B frames are also encrypted along with I

frames.

In this paper, we propose a novel selective cum light-

weight encryption algorithm. This algorithm is fast, making it

suitable for real-time applications, yet possessing practically

acceptable levels of security without much overhead on the

MPEG encoding and decoding process. The basic idea of this

algorithm is to perform encryption followed by permutation of

the DC and AC coefficients based on the statistical properties

of the DCT coefficients. This results in a minimal increase

of the video size. Our algorithm takes an average encryption



time of 7.2 milliseconds per frame, making it ideal for real-

time encryption.

The rest of the paper is organized as follows. Section 2

gives the background of MPEG. The details of the proposed

encryption algorithm are presented in Section 3. Experiments

and security analysis are given in Section 4. Finally, we

conclude in Section 5.

II. BACKGROUND

MPEG [9] is the acronym for Moving Picture Expert Group.

Its standards including MPEG-1, MPEG-2 and MPEG-4 are

widely used for multimedia storage and communication. These

scheme are based on the principle of motion compensated

prediction and block-based transform coding. Often Discrete

Cosine Transform (DCT) is used for the compression of these

videos.

A MPEG video is composed of a sequence of Group Of

Pictures (GOPs). Each GOP consists of I, P and B frames. I

frames are called intra-coded frames. These frames are further

split into non-overlapping blocks (intra-coded) of 8× 8 pixels

which are compressed using DCT followed by quantization,

zig-zag scan, run-length coding and entropy coding.

The P and B frames are forward predictive coded frames

and bi-directional predictive coded frames respectively. These

are subjected to motion compensation by subtracting a motion

compensation prediction. The residual prediction error signal

frames are also split into non-overlapping blocks (inter-coded

blocks) of 8×8 pixels which are compressed in the same way

as the blocks of intra-frames. Sometimes, P and B frames also

have some intra-coded blocks when better efficiency will be

obtained using intra-coded compression [5]. These intra-coded

blocks are called I-blocks in P and B frames. Figure 1 shows

the block diagram of the MPEG video coding scheme.

Fig. 1. MPEG Video Coding Scheme

In 8 × 8 DCT transform coding, the 64 transformed co-

efficients are zig-zag ordered such that coefficients are ar-

ranged approximately in the order of increasing frequency.

The DCT transform coefficients can be classified into two

groups namely, DC and AC coefficients. The DC coefficient

determines the average brightness in a block. All other coef-

ficients describe the variation around this DC value and these

are referred to as AC coefficients.

III. ENCRYPTION ALGORITHM

In a particular DCT block, most of the energy is concen-

trated in the DC and very few AC coefficients. According to

Liu, et. al [8] and Meyer, et. al [1], encryption of DC and first

three to nine AC coefficients is sufficient to hide the details of

a given video block. In our encryption algorithm, we consider

DC and first nine AC coefficients for encryption. In order to

encrypt these coefficients efficiently, we exploited the distri-

bution of DCT coefficients in the video data. The proposed

algorithm is selective cum light-weight encryption algorithm

consisting of two steps. In the first step of encryption, the DCT

coefficients are XORed based on the statistical analysis of the

DCT coefficients. In the next step, permutation of the DCT

coefficients is done. Before we go into the finer details of the

encryption scheme, we present the statistical analysis of the

video data in the next subsection.

A. Statistical analysis of the video data

The DCT coefficients obtained in the MPEG compression

are typically quantized and encoded using Huffman coding.

The length of the Huffman code-word depends on the DCT

coefficients. Smaller coefficients are encoded with short code-

words and large code-words are used to represent large coeffi-

cients. Table 1 shows the length of the Huffman encoding for

different ranges of the DC and AC coefficients.

DC AC
Range Coefficient Coefficient

Length Length

0 3 N/A

-1, 1 4 4

-3, -2, 2, 3 5 5

-7, . . . -4, 4,. . . , 7 5 5

-15, . . . -8, 8, . . . ,15 7 7

-31, . . . -16, 16, . . . , 31 8 8

-63, . . . -32, 32, . . . , 64 10 10

-127, . . . -64, 64, . . . , 128 12 12

-255, . . . -128, 128, . . . , 255 14 14

TABLE I
LENGTH OF HUFFMAN CODEWORDS

Statistical analysis is done on the DCT coefficients after the

Quantization (Q) operation and before Variable Length Coding

(VLC) (as shown in Figure 1). To estimate various properties

of the DC and AC coefficients, a large set of videos taken

from different sources have been analyzed. The selected videos

consist of both bench-marked and fresh sources, comprising

of movie-clips, home videos, videos collected from Internet

as well as standard test videos like Foreman, Mother and

Table Tennis videos. The set has been chosen such that they

exhibit a variety of motion characteristics with objects in the

video content varying at different speeds. We found some

really interesting behavior in the frequency distribution of

DCT coefficients in various video blocks.

For this particular set of fifty videos considered for the

experiments, the plot in Figure 2 shows the percentage of DC

coefficients that fall in the range of 0 − 50 and 50 − 255

respectively. It can be observed from the plot that in most of
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Fig. 2. Percentage Variation Plot of DC Coefficients

the videos, a high percentage (86.53%) of DC values lie in the

range of 50 − 255. This is because DC coefficient represents

the mean value of the given image block and carries most of

the energy in a video block.

Similar analysis was done on the AC coefficients. More

specifically we limit the analysis on ACs to first nine coeffi-

cients (as only nine AC coefficients are used for encryption).

Since the variation of the ACs is completely different from

the DC, we used the range 0 − 30 and 30 − 255. It can

be observed from Figure 3 that most of the stack bar (min.

96.94%) is occupied by 0 − 30 range for each of the top

nine AC coefficients than that of 30− 255. This is due to the

fact that AC describe the variation around the DC. From this

analysis, we conclude that most of the AC coefficients lie in

the range 0 − 30 and hence these coefficients need smaller

length Huffman codewords as shown in Table 1. Figure 3 is

constructed by discarding the sign of the DCT coefficients.

1 2 3 4 5 6 7 8 9
94

95

96

97

98

99

100

Test Videos Top 9 Acs

P
er

ce
n

ta
g

es

0−30

30−255

Fig. 3. Percentage Variation Plot of First Nine AC Coefficients

Most of the video encryption algorithms do not consider

this observation and use random keys to encrypt all the DC

and AC coefficients. Ignoring this aspect leads to very high

increase in the video size because encryption of the DCT

coefficients by random keys results in encrypted coefficients to

lie in the range of 0 to 255. Orthogonal to these techniques, we

propose a technique which considers the properties of the DCT

coefficients and performs encryption accordingly, resulting in

minimal increase in video size without any loss in security

level. This technique is also computationally efficient, requir-

ing less encryption time. This statistical analysis motivated us

to design an encryption algorithm for the video data.

B. Proposed algorithm

Algorithm 1 briefly explains the proposed method of en-

cryption. Let us assume that a multimedia video data (V ) after

quantization consists of the n 8×8 macroblocks (mb) denoted

by

V = {mb1, mb2, mb3 . . . mbn}

Each mbi consists of atmost 64 DCT coefficients denoted by

mbi = {DCi, ACi,1, ACi,2 . . . ACi,63}

Algorithm 1 Encryption Algorithm

Step 1: Generate a set of random numbers using PRNG

which takes the seed (Ks) as an input.

Step 2: Ks is used to generate 64 different permutation

tables using second PRNG.

Step 3:

for each and every frame (V ) do

Step 3.1: Perform the XOR operation of atmost 10 DCT

coefficients of each block (mbi) using values generated

from first PRNG.

end for

Step 4: Group the DCT coefficients of a frame according

to their position in a 8 × 8 block.

Step 5: Shuffle the DCT coefficients of a frame using the 64

different permutation lists generated from second PRNG.

We apply XOR of the DC and first nine AC coefficients by

a Pseudo-Random Number Generator (PRNG). The generated

values from PRNG for DC are between 50 to 255 and for AC

values are between 0 to 30. The ranges are chosen such that

the result of encryption lie in the range of common values

of the video data. Thus, increase in video size is significantly

reduced. We then permute the encrypted coefficients of the

frame. In this permutation step, the DCT coefficients of a

frame are divided into 64 groups according to their positions

in 8 × 8 size blocks, and scrambled within a group [5]. The

grouping of the DCT coefficients is shown in the Figure 4.

The shuffling list is generated by another PRNG.

The first PRNG module takes seed (Ks) as input and gen-

erates a sequence of random numbers. These generated values

are used for performing the XOR operation. The second PRNG

takes the same seed as input and generates 64 permutation

tables. These tables are then used to permute the encrypted

DCT coefficients.

The security of the proposed algorithm depends on the seed

to the PRNG. In order to protect the seed, it can be encrypted

by the conventional public-key cryptosystem like RSA and

sent to the receiver. In order to make the algorithm more
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Fig. 5. Example Test Videos along with Frame Numbers

Fig. 4. Grouping of the Quantized DCT Coefficients

secure, key (Ks) is renewed after every periodic interval. At

the receiver end, the authorized user decrypts using his RSA

private key to get the key (Ks), generates the random numbers

and 64 permutation tables with the help of it and performs the

inverse permutation followed with XOR operation for getting

the original content of the video data.

IV. EXPERIMENTS AND SECURITY ANALYSIS

A. Experimental Results

The proposed algorithm is implemented on a dual-core

processor of 1.0 GHz each, with 1 GB of RAM. The algorithm

is coded using Cornell University DALI [10] library, which

supports coding of MPEG-1 and MPEG-2 videos. The test

videos include Table Tennis, Pond, Penguin and some other

general videos each with different motion characteristics.

Apart from the security (which is explained in the next

subsection), an encryption algorithm for real-time multimedia

data should possess two characteristics. First, compression rate

of the video should not be decreased making it difficult to

transmit over the network. Second, as the encryption time adds

delay in transmission, it should not be high. Our proposed

algorithm possesses both these characteristics with no extra

burden on the codec.

The proposed algorithm encrypts atmost 10 DCT coeffi-

cients (1 DC and 9 ACs) for each macroblock. The test videos

are shown in Figure 5 along with the frame number. The results

of XORing and scramble the test videos are shown in Figure

6. Visual details in the video are almost lost after the first step

of encryption, but still a very low-quality image can be seen.

The details are completely lost after scrambling the XORed

videos.

We also experimented by encrypting all the DCT coeffi-

cients of a macroblock and observed the increase in video

size and degradation in the quality of the video. The increase

in the video size was found to be 32.40% with hiding most of

the video details. We then proceeded encrypting only 10 DCT

coefficients, we found that increase in video size was less

with equivalent loss in video quality. Since the chrominance

component deals with the color information, it does not add

any advantage to the proposed encryption technique. However,

it causes increase in video size and encryption time. Therefore

only the luminance component of the video data is encrypted

and satisfactory results were obtained.

When there are many motive objects and/or scenes in a

video file, corresponding P/B frames have intra coded blocks,

leaking partial image information. In such cases, to achieve

higher security, we should encrypt the DCT coefficients of P/B
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Fig. 6. Frames from Encrypted Test Videos

frames also. Theoretically, absolute security is achieved when

intra-coded blocks of P/B frames are also encrypted along with

I frames. However, such an encryption increases time overhead

intolerably. Therefore, as a substitute, one can encrypt motion

vectors of P/B frames because we can achieve same encryption

efficiency with much less overhead. Sometimes the leakage of

partial image information might help in attracting a non-paid

customer, creating interest in buying the video. Many of the

real-time applications do not need such high security [14],

but if one desires, he can XOR the motion vectors of P/B

frames using the first PRNG. First PRNG is used because

the variation of motion vectors is −64 to +64 followed by

permutation using second PRNG.

In order to study the effectiveness of the proposed technique

by considering the two metrics which are stated above, we

conducted experiments by using other encryption algorithms

like XOR, XOR with scramble [12] and XOR of 10 DCT co-

efficients (without statistical analysis). In all these encryptions,

we encrypted only the luminance component and comparsions

are done. Figure 7 shows the overhead in the video size of

the corresponding encryption algorithms. The average increase

in video size by our method is far less than complete XOR

encryption (62.2%). Even if we restrict encryption to 10 DCT

coefficients using XOR , the increase in video size is found to

be 41.77%. However by exploiting the distribution of the DCT

coefficients further, we obtain significant reduction in video

size. On an average the overhead in the video size using the

proposed method is only 23.41%. It can be inferred that DES

and AES encryptions incur similar overhead in size as that of

XOR because even they do not consider the characteristics of

the DCT coefficients.

The average encryption time of our technique is 7.2 mill-

seconds per frame, which is much less than encryption time

using AES, DES [1], RC5, XOR followed by scrambling [12].

XOR XOR & Scramble XOR of 10 DCTs Our Algortihm
0

10

20

30

40

50

60

70

Different Algorithms

P
e
rc

e
n

ta
g

e
 I
n

c
re

a
s
e
 i
n

 V
id

e
o

 S
iz

e
 

62.20 63.47

41.77

23.41

Fig. 7. Encryption Overhead on the Video Size

The encryption time is less because we encrypt only 10 DCT

coefficients per block. On the other hand, the encryption time

taken by AES, DES [1] and RC5 are high because they are

standard cryptographic algorithms designed for textual data

encryption.

For few test videos, Table 2 tabulates the results of our

proposed technique along with other methods of encryption.

It can be seen from the table our method of encryption adds

less overhead on the codec.

B. Security Analysis

For multimedia data, an encryption algorithm is said to be

computationally secure if the cost to break encryption by an

cryptanalyst needs more investment than buying the key itself.

There are multiple ways of attacking the encrypted videos.

The security of the proposed algorithm is checked against

most common ways of attacking the videos like ciphertext-

only attack and known-plaintext attack.



Original Total Total XOR XOR Proposed
Name size Number I XOR and of 10 Method of

(Kb) of Frames Frames Encryption Scramble DCTs Encryption

Athletics 280 184 12 464 464 428 360

Horse 1968 801 54 2696 2700 2644 2340

penguin 400 86 8 648 650 592 496

Pond 5144 611 61 7256 7280 6352 5784

Rat 1592 315 27 2164 2164 2036 1840

Lab 2228 635 43 3088 3088 1760 2484

House 6612 4320 360 10248 10260 10052 8680

Table Tennis 1224 150 26 2948 2956 1840 1544

TABLE II
RESULTS OF COMPARSION WITH VARIOUS METHODS OF ENCRYPTION

1) Ciphertext-only Attack: In the case of ciphertext-only

attack the attacker has the encrypted video and the en-

cryption algorithm. This is the most difficult attack since

the cryptanalyst does not know anything about the plaintext

(original video). For a frame, the attacker need to try all the

combinations in order to get back the original video. For a

video frame of size 384 × 288, the number of luminance

macroblocks would be 48 × 36 and assuming that ny be the

number of non-zero luminance components per frame, the

computational complexity of breaking the first step would be

25548×36×10 (Here 10 specify the number of XOR operations

per block). The computational cost of breaking the permutation

step would be π64

i=1
nyi

!, where nyi
≤ 48 × 36. Hence the

overall cost of XOR and permutation makes breaking the video

file practically infeasible, making our technique is robust to

ciphertext-only attack.

2) Known-plaintext Attack: In the case of known-plaintext

attack, the unauthorized user has the original video, the

corresponding encrypted video and the encryption algorithm.

Though PRNG is less secure to known-plaintext attacks,

our algorithm provides computational security. Moreover to

strengthen the ability against the known-plaintext attack, re-

newing of the key has been done at periodic intervals. Apart

from that, we do not encrypt initial frames to avoid known-

plaintext attack from predictable frames such as MGM roaring

lion sequences. Hence it is secure against known-plaintext

attack also.

V. CONCLUSION

For real-time multimedia applications, light-weight encryp-

tion algorithms are attractive. In this paper we presented a

fast novel selective cum light-weight encryption algorithm for

the security of multimedia data. Even though the security of

the proposed algorithm depends on the security of pseudo-

random number generator, the cost to break the security of

the proposed algorithm is far higher than buying the video.

Theoretical analysis and experimental results show that the

proposed encryption scheme provides computational security,

high speed and has less overhead on the compressed video

stream. All these advantages make it highly suitable for real-

time multimedia transfer. Future directions of work include

extending the analysis on the DCT coefficients and encrypting

them using standard encryption algorithms like AES, DES,

RC5. We also look for possible methods to further reduce the

size of the encrypted video.
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